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Steganography is the technique used to hide the information within a 

medium (image, audio, and video). This technique has been applied 

using different approaches (algorithm) such as Least Significant Bit 

algorithm, spatial algorithm, XOR algorithm, etc. All the algorithms 

have pros and cons when compared with each other. In order to give a 

highly efficient, secured and optimum algorithm, the combined LSB 

and XOR algorithm has been developed. This algorithm uses two 

algorithms i.e. Least Significant Bit (LSB) and Exclusive OR (XOR). 

Initially, the pixel values of an image (which is going to encrypt the 

message) and the message is been found, then all the 2
nd

 LSB of the 

image is XORed with pixel value of the message and replaced with the 

LSB of the image. After the completion of above approach, information 

is sent to the particular end-user. The end-user for decryption has to 

take the 2nd LSB values of the encrypted image and XOR it with the 

LSB of the encrypted image. This approach is more efficient, secured 

and easy to use and understand. 
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Introduction:- 
Steganography in Greek means „steganos‟ means „covered or secret‟ and „graphy‟ means „writing or drawing‟, 

general it means „covered writing‟. It is the art and science of secret communication. The main goal of 

Steganography is to hide information within a medium (image / text). It helps in hiding the importance of the secret 

message. There are there major components of steganography: a) cover message (steganos), b) secret message 

(writing) and c) secret key. 

 

The most common reasons is that, intruders are able to gain illegal access of information and can misuse the 

information. It‟s not only limited to information or communication, it also applies on computer network because 

internet is the only medium to exchange information. The main reason to provide security is to maintain the 

confidentiality, integrity, availability and also to stop the illegal use of information. Most common way to stop this 

is to implement Steganography and cryptography. Image Steganography is an important area in the field of Data 

Security. As the demand of security and privacy 

 

Increases, need of hiding their secret information is very important. If a user wants to send a private information to 

another person with security, he can send it through image Steganography. 
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During the Steganography process, the sender has to select the appropriate message carrier (i.e. image, video, audio, 

text) and select the secret messages with the robust password. The effective Steganography algorithm must be 

selected which is able to encode the message in more secure way. Then the respective person can send the Stego file 

through the appropriate medium. 

 

Literature Survey:- 

Steganography technique is most commonly used in hiding the existence of information whereas cryptography is a 

technique which is used to keep the content of information secret. Both are complement to each other. [1] 

The basic need in today‟s world is communication. Everyone wants to keep the private information of work to be 

secret and safe. We use human pathways in our daily life for transferring and sharing information Using internet or 

telephonically, but at a certain level it's not safe. [2] 

Steganography and Cryptography are two methods which could be used to share information in a concealed manner. 

Cryptography includes message which is in encrypted form guarded by an encryption key which is known by sender 

and receiver only. But in cryptography it‟s always clear to intermediate person that the message is in encrypted 

form, but in Steganography the secret message is hidden within the cover image so that it couldn‟t be clearer to any 

intermediate person. The cover image containing the secret message is then transferred to the recipient. The 

recipient is able to extract the message with the help of retrieving process and secret key provided by the sender. [3] 

The transfer of data through internet has made it easier to send the data accurately and fast to the destination, but in 

order to transfer the data securely to the destination without any modifications, there are many approaches like 

Steganography. [4] 

The LSB technique is used to hide the secret image bits in the cover image to obtain the stego image. The stego 

image is transformed from spatial domain to the frequency domain using DCT. [5] 

 

Problem Statement:- 

The illegal use of information is increasing, in-order to secure the secret information we can use cryptography or 

Steganography technique. There are many image Steganography and cryptography algorithms has been already 

developed such as Least Significant Bit, Random Scattered (RS), Most Significant Bit (MSB) but LSB is most 

frequently used because it simply inserts the bit of secret message with the LSB of image. LSB is very easy, due to 

this detection of secret message is also easy. We need to develop an advanced version of LSB algorithms which is 

more secure than LSB. 

 

Existing System:- 

LSB is simple and most commonly used image Steganography algorithm. LSB is basically follow insertion process 

in which last bit is simply replaced by the bit of secret message. 

 

At first, original image called cover image (I) is converted into 8-bit stream but if we are using a 24-bit image then it 

can also be divided into 3 block of 8-bit of red, green and blue color component. Then LSB or last bit of each 8-bit 

block is replaced with the bit of secret message/image sequentially or randomly using a pseudo-random generator 

with the help of stego-key. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 4.1:- LSB Insertion flowchart 
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Fig 4.2:- LSB Extraction flowchart 

 

In LSB Algorithm, only Proposed System:- 

Least Significant Bit is replaced by Information bit but in Advanced LSB, least significant bit is not directly 

changed. It will change with the help of second least significant bit and the information bit. 

 

Advanced L S B a n d X O R encryption Algorithm 
1. Find the pixel value of cover image. 

2. Find all 2nd LSB of the cover image 

3. Find the binary value of message to be hidden. 

4. Perform the operation with the help of rules between the value 2nd LSB of each pixel and bits of message. 

5. Find the resultant value of LSB. 

 

Advanced LSB and XOR decryption Algorithm 

1. Find the pixel value of the stego image 

2. Find all the LSB and 2
nd

 LSB of stego image 

3. Perform the operation with the help of rules between the values. 

4. Find the resultant bits of image. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 4.2:- LSB + XOR flowchart 
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Methodology:- 
Suppose the value of three pixels of cover image is: 

 

11010011 01100101 00111010 

01110101 10101100 11011001 

10010001 10101001 10110011 

 

Suppose we want to hide „A‟. Binary value of A is 01000001 

 

Table 6.1:- Hide Message and Calculation of the LSB 

2nd LSB Bits Resultant 

of cover of LSB to be 

image Message to replaced 

 be with 

 encrypted LSB of 

 [A] cover 

  Image 

1 0 0 

0 1 0 

1 0 0 

0 0 1 

0 0 1 

0 0 1 

0 0 1 

0 0 1 

1 1 1 

 

11010010 01100100 00111010 

01110101 10101101 11011001 

10010001 10101001 10110011 

 

Results:- 
Text Encryption and Decryption using combined LSB and XOR algorithm 

 

 

 

 

 

 

 

 

Original Image Message encrypted Image (stego Img) 
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Message decrypted Image 

 

Fig 7.1 Text Encryption and Decryption using combined LSB and XOR algorithm (Flower) 
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Fig 7.2:- Text Encryption and Decryption using combined LSB and XOR algorithm (Leaf) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Message decrypted Image 

 

Fig 7.3:- Text Encryption and Decryption using combined LSB and XOR algorithm (Bear) 

 

Table 7.1:- Encryption and Decryption values 

Slno Cover Stego Original 

 Image image image 

1 66806 66863 66806 

2 30700 30757 30700 

3 18600 18657 18600 

Original Image Message encrypted 

 Image (stego Img) 
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LSB+ XOR 
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Fig 7.4:- Graphical representation of the combined LSB and XOR algorithm for text encryption/decryption 

 

Table 7.2:- Comparison between the three algorithms 

Slno LSB XOR LSB+XOR 

1 233561 116752 66863 

2 155726 51238 30757 

3 110066 38867 18657 
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Fig 7.5:- Graphical representation for comparing LSB, XOR and LSB+XOR for text encryption/decryption 



ISSN: 2320-5407                                                                                    Int. J. Adv. Res. 5(11), 633-641 

639 

 

Image Encryption and Decryption using combined LSB and XOR algorithm 
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Fig 7.6:- Image Encryption and Decryption using combined LSB and XOR algorithm 

 

Table 7.3 Encryption and Decryption values 

Slno Cover Stego Original 

 image image image 

    

1 66806 66903 66806 

2 147456 147553 147456 

3 150528 150625 150528 
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Table 7.4 Comparison between the three algorithms 

    

Slno Cover Image Stego image Original image 

1 233501 116700 66806 

2 446123 229670 147456 

3 450187 231622 150528 
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Fig 7.8:- Graphical representation for comparing LSB, XOR and LSB+XOR for text encryption/decryption 

 

Conclusion:- 
This paper work provides increased security and protects the hidden message from External (stego) attacks. There 

is negligible change in the image resolution when we embed the message into the image and the image is 

protected with the personal password. The Least Significant Bit and the XOR algorithms were used to give faster 

and reliable results and moderate for comparing both the algorithm‟s efficiency with the enhanced version. 

 

The major limitation is, it is designed for bit map images (.bmp). 

 

The future work is to extend the used for the different types of image formats like 

 

Jpg, .png, etc. in the future. The security using LSB Algorithm is good but we can improve the level to certain 

extent by varying the carriers as well as using different keys for encryption and decryption. 

 

Fig 7.7:- Graphical representation of the combined LSB and XOR algorithm for image encryption/decryption
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