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This paper studies the mathematics of elliptic curves, starting with
their derivation and the proof of how points upon them form an
additive abelian group. I then worked on the mathematics necessary to
use these groups for cryptographic purposes, specifically results for
the group formed by an elliptic curve over a finite field, E(Fq). I
examine the mathematics behind the group of torsion points, to which
every point in E(Fq) belongs, and prove Hasse’s theorem along with a
number of other useful results. I finish by describing how to define a
discrete logarithmic problem using E(Fq) and showing how this can
form public key cryptographic systems for use in both encryption and
decryption key exchange.
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Introduction:An elliptic curve is usually defined to be the graph of an equation
y2 = x3 + Ax + B
where x, y,A and B belong to a specified field. These curves are of great use in a number of applications, largely
because it possible to take two points on such a curve and generate a third. In fact, we will show that by defining an
addition operation and introducing an extra point, 1, the points on an elliptic curve form an additive abelian group.
Such a group can then be used to create an analogue of the discrete logarithm problem which is the basis for several
public key cryptosystems. This project will introduce the mathematics behind elliptic curves and then demonstrate
how to use them for cryptography.
Elliptic curves:Elliptic curves have, over the last three decades, become an increasingly important subject of research in number
theory and related fields such as cryptography. They have also played a part in numerous other mathematical
problems over hundreds of years. For example, the congruent number problem of finding which integers n can
occur as the area of a right angled triangle with rational sides can be expressed using elliptic curves .In this chapter
we set out the basic mathematics of elliptic curves, starting with their derivation and definition followed by the proof
that points upon them form an additive abelian group.
1. A study on cryptography technologies, which is the basis for the four security services that are authentication,
confidentiality, data integrity and non-repudiation.
2. A study on Elliptic Curve Cryptography applications and its standards.
3. A study on algorithms, architectures and implementations of ECC.
4. A study on Binary Galois field and the implementations of Galois Field arithmetic units.
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The implementation of Scalar Multiplication.

In the mid-1980s, Miller and Koblitz introduced elliptic curves into cryptograph, and Lenstra showed how to use
elliptic curves to factor integers. Since that time, elliptic curves have played an increasingly important role in many
cryptographic situations. One of their advantages is that they seem to offer a level of security comparable to classical
cryptosystems that use much larger key sizes. For example, it is estimated in that certain conventional systems with
a 4096-bit key size can be replaced by 313-bit elliptic curve systems. Using much shorter numbers can represent a
considerable saving in hardware implementations.
An elliptic curve E is the graph of an equation:E:y2= x3+ ax+ b, and denoted by Ep(a,b).
Where a, b are in whatever is the appropriate set(rational numbers, complex numbers, integers mod n, etc.).We also
include a “point at infinity,” denoted  , which is most easily regarded as sitting at the top of the y-axis. It can be
treated rigorously in the context of projective geometry, but this intuitive notion suffices for what we need. The
bottom of the y-axis is identified with the top , so also sits at the bottom of the y-axis.
When we are working with real numbers, the graph E has one of two possible forms, depending on whether the
cubic polynomial in x has one real root or three real roots. In the figure below are shown example of elliptic curves
illustrated using Matlab files

Figure 1
We assume that the cubic polynomial x 3+ax+ b has no multiple roots
Technical point:Given two points P1 and P2 on E, we can obtain a third point P3 on E as follows: Draw the line L through P1 and P2
(if P1 = P2, take the tangent line to E at P1). in third point Q. Reflect Q through the x-axis (i.e., change y to -y) to
get P3. Define a law of addition on E by
P1 + P2 = P3
Note that this is not the same as adding points in the plane
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Figure 2:Elliptic Curves Mod n:If n is an integer, we can work with elliptic curves mod n using the aforementioned ideas. For example, consider
E: y2 ≡ x3 + 2x + 3(mod 5).
The points on E are the pairs (x, y) mod 5 that satisfy the equation, along with the point at infinity. These can be
listed as follows. The possibilities for x mod 5 are 0, 1, 2, 3, 4 substitute each of these into the equation and find the
values of y that solve the equation.
Historical point:- Elliptic curves are not ellipses. They received their name from their relation to elliptic integrals
such as
𝑧2
𝑧
𝑑𝑥
𝑥𝑑𝑥
and 𝑧 2 𝑥 3 +𝑎𝑥 +𝑏
𝑧 𝑥 3 +𝑎𝑥 +𝑏
1

1

Point addition: Elliptic Curve Addition:- A Geometric Approach:
1 P + Q = R is the additive property defined geometrically.
2 Elliptic curve groups are additive groups; that is, their basic function is addition. The addition of two points in
an elliptic curve is defined geometrically.
3 The negative of a point P = (X1,Y1) is its reflection in the x-axis: the point -P is (X1,-Y1). Notice that for each
point P on an elliptic curve, the point -P is also on the curve.
Adding distinct points P and Q:- The resulted point of adding two different points on the elliptic curve is
computed as shown below in figure 2
When P = (X1,Y1) and Q = (X2,Y2) are not negative of each other, (X1,Y1)+ (X2,Y2)= (X3,Y3); where X1≠X2
P + Q = R where
𝜆 = (Y2 – Y1) / (X2 – X1)
X3 = 𝜆2- X1 – X2 and
4 Y3 = -Y1 + 𝜆 (X1 – X3)
5 Note that λ is the slope of the line through P and Q.
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Figure 2:Point Addition:Suppose that P and Q are two distinct points on an elliptic curve, and the P is not -Q. To add the points P and Q, a
line is drawn through the two points. This line will intersect the elliptic curve in exactly one more point, call -R. The
point -R is reflected in the x-axis to the point R. The law for addition in an elliptic curve group is P + Q = R..
Arithmetic in Elliptic Curve Group over Fp
Point addition:Note that these rules are exactly the same as those for elliptic curve groups over real numbers, with the exception
that computations are performed modulo p.
There are several major differences between elliptic curve groups over Fp and over real numbers. Elliptic curve
groups over Fp have a finite number of points, which is a desirable property for cryptographic purposes. Since these
curves consist of a few discrete points, it is not clear how to "connect the dots" to make their graph look like a curve.
It is not clear how geometric relationships can be applied. As a result, the geometry used in elliptic curve groups
over real numbers cannot be used for elliptic curve groups over Fp. However, the algebraic rules for the arithmetic
can be adapted for elliptic curves over Fp. Unlike elliptic curves over real numbers, computations over the field of
Fp involve no round off error - an essential property required for a cryptosystem.
The rules for addition over Ep (a,b):- Correspond to the algebraic technique described for elliptic curve defined
over real numbers. For all points P,Q∈Ep(a,b); P+O=P.
If P=(xp,yp), then P+(xp,-yp)=O. The point (xp,-yp) is the negative of P, denoted as –P. For example , in E23(1,1), for
P=(13,7), we have –P=(13,-7).But -7 mod 23=16.Therefore –P=(13,16), which is also in E23(1,1)
if P=(xP,yP) and Q=(xQ,yQ0 with P≠-Q, then R=P+Q=(xR,yR) is determined by the following rules: XR=(λ2-xP-xQ)
mod p , YR=(λ(xP-xR)-yP) mod p
Where
𝑦 𝑄−𝑦
𝑃
λ=(
) mod p if P≠Q
𝑥 𝑄−𝑥 𝑃

3𝑥 𝑃 2 +𝑎

(

2𝑦 𝑃

) mod p if P=Q

Multiplication is defined as repeated addition; for example, 4P=P+P+P+P.
For example let P=(3,10) and Q=(9,7) in E23(1,1).Then
7−10
−3
−1
λ=(
) mod 23=( ) mod 23=( ) mod 23=11
9−3
6
2
xR=(112-3-9) mod 23=109 mod 23=17
yR=(11(3-17)-10) mod 23=-164 mod 23=20
so P+Q=(17,20).To find 2P
=(3(32)+1
5
1
λ
) mod 23=( ) mod23=( ) mod 23=6
2𝑥10

20

4
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Figure 1.2:2 The Elliptic Curve Discrete Logarithm Problem:Discrete logarithms are fundamental to a number of public-key4algorithms,including, Diffie-Hellman key exchange
and the digital signature algorithm(DSA).This section provides a brief overview of discrete logarithms.
The power of an Integer , modulo n
For 𝑎∅(𝑛) ≡1(modn)
Where ∅(𝑛) ,Euler’s totient function, is the number of positive integers less than n and relatively prime to n.now
consider the general expression:am≡ 1 (mod n)
(1)
If a and n are relatively prime then there is at least one integer m that satisfies the Equation(1),namely ,
m=∅ 𝑛 .The least positive exponent m for which equation holds is referred to in several ways:
 The order of a (mod n)
 The exponent which a belongs (mod n)
 The length of the period generated by a
To see the last point, consider the powers of 7, modulo 19:
71≡
7(mod 19)
72=49=2x19+11≡
11(mod19)
73=343=18x19+1≡
1(mod 19)
74=2401=126x19+7≡
7(mod19)
75=16807=884x19+11≡
11(mod19)
There is no point in continuing because the sequence is repeating. This can be proven by noting that 73≡ 1 (mod
19) and therefore 73+j≡737j≡7j (mod 19), and hence any two powers of7 whose exponents differ by 3 (or multiply
by 3) are congruent to each other (mod 19).In other words the sequence is periodic and the length of the period
is the smallest positive exponent m such that 7m≡ 1 (mod 19)
In the multiplicative group Zp*, the discrete logarithm problem is: given elements r and q of the group, and a prime
p, find a number k such that r = qk mod p. If the elliptic curve groups is described using multiplicative notation, then
the elliptic curve discrete logarithm problem is: given points P and Q in the group, find a number that Pk = Q; k is
called the discrete logarithm of Q to the base P. When the elliptic curve group is described using additive notation,
the elliptic curve discrete logarithm problem is: given points P and Q in the group, find a number k such that Pk = Q
454
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Example:In the elliptic curve group defined by:y2 =x3 + 9x + 17 over F23, the discrete logarithm k of Q = (4,5) to the base P = (16,5)?
One (naïve) way to find k is to compute multiples of P until Q is found. The first few multiples of P are:
P = (16,5) 2P = (20,20) 3P = (14,14) 4P = (19,20) 5P = (13,10) 6P = (7,3) 7P = (8,7)
8P = (12,17) 9P = (4,5)
Since 9P = (4,5) = Q, the discrete logarithm of Q to the base P is k = 9.
In a real application, k would be large enough such that it would be infeasible to determine k in this manner.
An Example of the Elliptic Curve Discrete Logarithm Problem
Discrete logarithmic problem:Consider the multiplicative group (𝑍𝑝∗ ,𝑝∗ ), where p is a prime. Let g be a generator of the group ,i.e, successive
powers of g generate all elements of the group .So
𝑔1 mod p,𝑔 2 mod p……..𝑔 𝑝−1 modp
Is a re-arrangement of the integers in 𝑍𝑝∗
Let x be an element in {0,1,2, …………..p-2}.The function
Y=𝑔 𝑥 ( modp)Is referred to a modular exponentiation with base g and modulus p.
𝑦

The inverse operation is expressed as x=𝑙𝑜𝑔𝑔 (modp) And is referred to as the discrete logarithm. It involves
computing x given the values of p,g and y∈ 𝑍𝑝∗
Example Discrete logarithm in (𝒁∗𝒑 , 𝟐𝟗∗ ) with g=2
𝒚
Y
𝒍𝒐𝒈𝟐 (mod29)
1
28
2
1
3
5
4
2
5
22
6
6
7
12
8
3
9
10
10
23
11
25
12
7
13
18
14
13
15
27
16
4
17
21
18
11
19
9
20
24
21
17

22
23
24
25
26
27
28

26
20
8
16
19
15
14
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From the above problem it gives value of x given p&g means that 27 mod29=12 i.e 𝑙𝑜𝑔212 = 7Similarly
17
221 mod29=17 i.e 𝑙𝑜𝑔29
=21 and so on Example let p=131,g=2
𝒚
Y
𝒍𝒐𝒈𝟐 (mod131)
1
2
2
4
3
8
4
16
5
32
6
64
7
128
8
125
9
119
10
107
11
83
12
35
13
70
14
9
15
18
16
36
17
72
The discrete logarithmic problem is 217 (mod 131)=72, 𝑖. e 𝑙𝑜𝑔272 (mod 131)=17,211 (mod131)=83
i.e 𝑙𝑜𝑔283 mod131)=11
The discrete logarithm of Q(-0.35,2.39) to the base P(-1.65,-2.79) in the elliptic curve group y2 = x3 - 5x + 4 over
real numbers is given by figure 3

Figure 3:-
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