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Introduction:-

In our safe tourist application or travelling we aims to outsource the Ibs
data from the Ibs provider to the cloud and from the cloud to the Ibs
provider which protects the privacy related issues of the lbs data.
Initially Ibs user query for a place to the Ibs provider, Ibs provider in
turn upload the details to the cloud but in the form of encrypted text to
prevent the cloud from stealing the data. Lbs users in turn decrypt the
details by the personal password send by the Ibs provider to the Ibs
user. When the query of the Ibs user matches the details in the cloud
the lbs user will retrieve the details and make use of it. In this
application it is shown with the demo of a tourist requesting for tourist
places tourist is the Ibs user and admin is the Ibs provider .With the
pervasiveness of smart phones, location based services (LBS) have
received considerable attention and become more popular and vital
recently. However, the use of LBS also poses a potential threat to
user’s location privacy. In this paper, aiming at spatial range query,
popular LBS providing information About POIs (Points of Interest),
we present an efficient and privacy-preserving location based query
solution, called SPATIAL RANGE. To reduce query latency, we
further design a privacy-preserving tree index structure in SPATIAL
RANGE. Detailed security analysis confirms the security properties of
SPATIAL RANGE. In addition, extensive experiments are conducted,
and the results demonstrate that spatial range is very efficient in
privacy preserving spatial range query over outsourced encrypted data.
In particular, for a mobile LBS user using an Android phone, around
0.9 second is needed to generate a query; and it also only requires a
commodity workstation, which plays the role of the cloud in our
experiments, a few seconds to search POIs.

Copy Right, IJAR, 2019,. All rights reserved.

A FEW decades ago, location-based services (LBS) wereused in military only. Today, thanks to advances in infor-
mation and communication technologies, more kinds of LBShave appeared, and they are very useful for not only
organiza-tions but also individuals. Let us take the spatial range query,one kind of LBS that we will focus in this
paper, as an exam-ple. Spatial range query is a widely used LBS, which allows auser to find points of interest (POISs)
within a given distance tohis/her location, i.e., the query point. As illustrated in Fig. 1,with this kind of LBS, a user
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could obtain the records of allrestaurants within walking distance (say 500 m). Then, theuser can go through these
records to find a desirable restaurant
considering price and reviews.

While LBS are popular and vital, most of these services today including spatial range query require users to submit
their locations, which raises serious concerns about the leak- ing and misusing of user location data. For example,
criminals may utilize the data to track potential victims and predicttheir

Fig. 1:-Example of spatial range query.

Restaurants within
500 meters?

locations.Foranotherexample,somesensitivelocationdataoforganizationusersmayinvolvetradesecretornationalsecurity.
ProtectingtheprivacyofuserlocationinLBShasattractedcon- siderable interest. However, significant challenges still

remain in the design of privacy-preserving LBS, and new challenges
ariseparticularlyduetodataoutsourcing.Inrecentyears,there is a growing trend of outsourcing data including LBS data
because of its financial and operational benefits. Lying at the
intersectionofmobilecomputingandcloudcomputing,design- ingprivacy-

preservingoutsourcedspatialrangequeryfacesthechallengesbelow.

Challenge on querying encrypted LBS data. The LBS provider is not willing to disclose its valuable LBS data to the
cloud. As illustrated in Fig. 2, the LBS provider encrypts and outsources private LBS data to the cloud, and LBS
users query the encrypted data in the cloud. As a result, querying encrypted LBS data without privacy
breachisabigchallenge,andweneedtoprotectnotonly the user locations from the LBS provider and cloud but also LBS
data from thecloud.

Challengeontheresourceconsumptioninmobiledevices. Many LBS users are mobile users, and their terminals are
smart phones with very limited resources. However, the cryptographic or privacy-enhancing techniques used to
realize privacy-preserving query usually result in high computational cost and/or storage cost at userside.

Challenge on the efficiency of POI searching. Spatial rangequeryisanonlineservice,andLBSusersaresensi- tiveto

query latency. To provide good user experiences, thePOlsearchperformingatthecloudsidemustbeFig. 2.System model
of outsourced LBS under consideration.

»
|
outsource
= | encrypted LBS data
(D \

LBS provider

Fig. 2:-System model of outsourced LBS under consideration.
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vectors is in a given range. The two vectors contain the location information of the POI and the query, respec- tively.
Based on this discovery and our IPRE scheme, spatial range query without leaking location informa- tion can be
achieved. To avoid scanning all POls to find matchedPOls,wefurtherexploitanovelindexstructure named s"s-tree,
which conceals sensitivelocation done in a short time (e.g., a few seconds at most). Again, the techniques used to
realize privacy-preserving query usually increase the search latency.

Challenge on security. LBS data are about POIls in real world. It is reasonable to assume that the attacker may
havesomeknowledgeaboutoriginal LBSdata.Withsuch knowledge, known-sample attacks are possible (elabo- rated
later in Sectionll).

Recently, there are already some solutions for privacy- preserving spatial range query [1]-[6]. However, as
elaborated in Section VIII later, existing solutions cannot address all the above challenges. Aiming at these, in this
paper, we propose an efficient solution for privacy-preserving spatial range query named SPATIAL RANGE, which
allows queries over encrypted LBS data without disclosing user locations to the cloud or LBS provider. To protect
the privacy of user location in SPATIAL RANGE, we design a novel predicate-only encryption scheme for inner
product range (IPRE scheme for short), which, to the best of our knowledge, is the first predicate/predicate-only
scheme of this kind. To improve the performance, we also design a privacy- preservingindexstructurenameds”s-
tree.Specifically,themain contributions of this paper are threefolds.

WeproposelPRE,whichallowstestingwhethertheinner product of two vectors is within a given range without
disclosing the vectors. In predicate encryption, the key corresponding to a predicate f can decrypt a ciphertext if and
only if the attribute of the ciphertextx satisfies the predicate, i.e., f (x) = 1. Predicate-only encryption is a special
type of predicate encryption not designed for encrypting/decrypting messages. Instead, it reveals that whether f (x)
= 1 or not. Predicate-only encryption schemes supporting different types of predicates [7], [8] have been proposed
for privacy-preserving query on out- sourceddata. Tothebestofourknowledge,theredoesnot exist predicate/predicate-
only scheme supporting inner product range. Though our scheme is used for privacy- preserving spatial range query
in this paper, it may be applied in other applications aswell.

We propose SPATIAL RANGE, an efficient solution for privacy-
preservingspatialrangequery.Inparticular,weshowthat whether a POl matches a spatial range query or not can be
tested by examining whether the inner

Related Work:-

Location Verification using Secure Distance Bounding Protocols AUTHORS: D. Singelee and B.
Preneel.authentication in conventional networks (Internet) is usually based upon (e.g password), something you
have (e.g smartcard)(biometrics). In mobile ad—hoc networks, location information can also be used to authenticate
devices and users. We will focus on how a prover can securely show that he is within a certain distance to a verifier.
They proposed the distance bounding protocol as a secure solution.

Enhanced Architecture for Privacy Preserving Data Integration in a Medical Research EnviornmentAUTHORS:
FarhanaJabeen, Zara Hamid. Recent advancement in digital and communication technologies has brought privacy
aspects to the forefront.Designing robust privacy preserving policies to strengthen the trust of patients in Electroinc
Health Records(EHRS) is imperative for its wide spread acceptance and success.

Light weight Location Verification Algorithm For Wireless Sensor NetworksAUTHORS: YawenWei and Yong
Guan. The knowledge of sensors’ locations is crucial information for many applications in Wireless Sensor
Networks (WSNs). When sensor nodes are deployed in hostile environments, the localization schemes are
vulnerable to various attacks. Experiment results show that our on-spot and in-region algorithms can verify
sensors’ locations with high detection rate and low false positive rate.

Stamp:-

Enabling Privacy-Preserving Location Proofs for Mobile Users AUTHORS: XinleiWang ; AmitPande ; Jindan Zhu ;
PrasantMohapatra STAMP is designed for ad-hoc mobile users generating location proofs for each other in a
distributed setting. However, it can easily accommodate trusted mobile users and wireless access points. STAMP
ensures the integrity and non-transferability of the location proofs and protects users' privacy. A semi-trusted
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Certification Authority is used to distribute cryptographic keys as well as guard users against collusion by a light-
weight entropy-based trust evaluation approach.

Design Goal:-
In this section, we formalize the system model and attack models considered in this paper, and identify the design
goal.

SystemModel:-

Privacy-preserving POl query has been studied in two set- tings of LBS: 1) public LBS and 2) outsourced LBS. In
this paper,wefocusonthelattersetting.Intheformersetting,there is an LBS provider holding a spatial database of POI
records in plaintext, and LBS users query POIs at the provider’s site. In outsourced LBS, as shown in Fig. 2, the
system consists of three kinds of entities, LBS provider, LBS users, and cloud, as follows.

The LBS provider has abundant of LBS data, which are POI records. The LBS provider allows authorized users
(i.e.,LBSusers)toutilizeitsdatathroughlocation-based
queries.Becauseofthefinancialandoperationalbenefitsofdataoutsourcing,theLBSprovideroffersthequery

services via the cloud. However, the LBS provider is not willing to disclose the valuable LBS data to the cloud.
Therefore, the LBS provider encrypts the LBS data, and outsources the encrypted data to the cloud.

The cloud has rich storage and computing resources. It storestheencryptedLBSdatafromtheLBSprovider,and
provides query services for LBS users. So, the cloud has to search the encrypted POI records in local storage to find
the ones matching the queries from LBSusers.

LBS users have the information of their own locations, and query the encrypted records of nearby POls in the cloud.
Cryptographic or privacy-enhancing techniques are usually utilized to hide the location information in the queries
sent to the cloud. To decrypt the encrypted records received from the cloud, LBS users need to obtain the decryption
key from the LBS provider in advance.

AttackModels:-

Similar to most previous works on outsourced data query, the cloud is assumed honest but curious and considered as
the potentialattackerinthiswork.Thatis,thecloudwouldhonestly store and search data as requested; however, the cloud
would also have financial incentives to learn those stored LBS data and user location data in query. Because both
LBS data and user location data are valuable, they should be protected and hidden from the cloud. In general, in the
outsourced LBS set- ting, the cloud can observe both queries from LBS users and
encryptedLBSdatafromtheLBSprovider,whichcouldbeanadvantagetolearnuserlocations. Therefore,assumingdifferent
abilities of the attacker, there are mainly four attack models in outsourced LBSsetting.

Ciphertext-only attack. In this model, the attacker is able to observe the ciphertexts of POIs’ locations and queries
but does not know the plaintexts. Obviously, every cloud has this ability. This is a weak attackmodel.

Known-sample attack. In this model, the attacker knows theplaintextsofsomePOls’locationsand/orqueries.The
attacker also knows that their corresponding ciphertexts must exist in all the ciphertexts observed by the attacker.
However, the attacker does not know which ciphertext is correspondingtoaknownplaintext.Utilizingsuchinfor-
mation, the attacker may be able to reveal the plaintext corresponded to any given ciphertext. Such information is
not hard to obtain if the attacker has the background knowledge that the LBS database must contain the POls of
certain type in a certainarea.

Known-plaintextattack.Inthismodel,theattackerknows the plaintexts of some POIs’ locations and/or queries as well
as their corresponding ciphertexts. Utilizing this information, the attacker may be able to reveal the plain- texts
corresponded to otherciphertexts.

Access-pattern attack. In this model, the attacker has some background knowledge about the pattern of POI

accessing. For example, the attacker knows that a known POI would be the most popular POI. If an encrypted POI
appearsmostfrequentlyinqueryresults,itmustbethe
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encrypted version of the known POI. Then, the attacker knows that corresponding query points must be close to the
known POI.

Inadditiontotheaboveattacks,otherattackssuchasinsider attacks may be possible. In this paper, we consider
ciphertext- onlyandknown-sampleattacks,whichdonotrequireattackers with very strong abilities. We will leave the
attacks requiring very strong abilities for futurestudy.

Design Goal:-
Under the outsourced LBS system model, our design goal is to develop an efficient, accurate, and secure solution
for privacy-preservingspatialrangequery.Specifically,thefollow- ing three objectives should beachieved.

Efficiency. As discussed in Section I, spatial range query has stringent performance requirements. A good solu- tion
should not consume many resources of mobile LBS
users,andthePOlsearchlatencyshouldbeacceptableforonlinequery.

Accuracy. It is desirable that a query result contains the exact records matching the query. False negatives would
hurtuserexperience,whilefalsepositiveswouldincrease communication cost. Additional computational cost is
alsorequiredattheusersidetofilteroutfalsepositives.

Security. The proposed solution should be resilient to ciphertext-only attacks and known-sample attacks. An
accurateandefficientsolutionforspatialrangequery

already exists, which is resilient to ciphertext-only attacksbutnottoknown-sampleattacksandmorepower- fat tacks.
The proposed solution should be more secure than the solution in[1].

Though subject to more powerful attacks such as known- plaintext attacks, the solution proposed in this paper still
can be used in many situations where the attackers do not have the required abilities or knowledge. Our solution also
has advan- tagesoverthesolutionsresilienttosuchattacks.Aswewillsee in the related works in Section VIII, such
solutions are either very computationally costly or not applicable to outsourced LBS.

Ipre: a novel predicate-onlyencryption:-

Scheme for inner product range:-

In this section, we present IPRE, which will serve as the basisofourSPATIALRANGEsolutionforprivacy-
preservingspatialrange query.

Overview:-
the proposed IPRE scheme allows computing inner products and comparing their values with a predefined range in a
privacy-preserving way. As far as we know, our scheme is the

firstpredicatepredicateonlyencryptionschemeforinnerproduct range. In IPRE, both attributes and predict are vector

IPRE scheme is a symmetric predicate-only encryption scheme, and it consists of four algorithms: 1) Setup
algorithm for generating a public parameter PP, an attribute encryption key AK, and a predicate encryption key PK;
Enc algorithm for encrypting attribute vectors to cipher texts; 3) GenToken algorithm for encrypting predicate
vectors to tokens; and 4) Check algorithm for checking if a cipher text’s attribute

satisfies a token’s predicate:-

Setup Algorithm:-

The setup algorithm is a probabilistic algorithm, which takes a security parameter A, the attribute/predicate vector
length t,and an inner product range

Enc Algorithm:-
The algorithm of encrypting attribute vectors is a probabilistic algorithm, which takes an attribute vector Vj = (vj,1,
vj,2, ..., Vj,t) and a random number sj€ Fp as input

GenToken Algorithm:-
The token generation algorithm GenToken is a probabilistic algorithm, which takes a predicate vector Ui = (ui,1,
ui,2, ..., ui,t) and a random number hi € Fp as input, and outputs Ki = (qi,1, qi,2, . . ., gi,n+1)
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Check Algorithm:-
The check algorithm takes a ciphertextCj = (cj,1, ¢j,2, . . ., ¢j,n+1) of an attribute vector Vj and a token Ki = (qi,1,
gi,2, . .., qi,n+1) associated with a predicate vector

Results And Summary:-
In this paper, we propose an efficient solution for privacy-preserving spatial range query named SPATIAL RANGE,
which allows queries over encrypted LBS data without disclosing user locations to the cloud or LBS provider.

To protect the privacy of user location in SPATIAL RANGE, we design a novel predicate-only encryption scheme
for inner product range (IPRE scheme for short), which, to the best of our knowledge, is the first predicate/predicate-
only scheme of this kind. To improve the performance, we also design a privacy preserving index structure named
“ss-tree. Specifically, the main contributions of this paper are three folds.

We propose IPRE, which allows testing whether the inner product of two vectors is within a given range without
disclosing the vectors. In predicate encryption, the key corresponding to a predicate f can decrypt a cipher text if and
only if the attribute of the ciphertextx satisfies the predicate, i.e., f(x) = 1. Predicate-only encryption is a special type
of predicate encryption not designed for encrypting/decrypting messages. Instead, it reveals that whether f(x) = 1 or
not. Predicate-only encryption schemes supporting different types of predicates have been proposed for privacy-
preserving query on outsourced data.

We propose SPATIAL RANGE, an efficient solution for privacy preserving spatial range query. In particular, we
show that whether a POl matches a spatial range query or not can be tested by examining whether the inner product
of two vectors is in a given range. The two vectors contain the location information of the POI and the query,
respectively. Based on this discovery and our IPRE scheme, spatial range query without leaking location
information can be achieved. To avoid scanning all POls to find matched POIs, we further exploit a novel index
structure named “ss-tree, which conceals sensitive location information with our IPRE scheme.

Our techniques can be used for more kinds of privacypreserving queries over outsourced data. In the spatial range
query discussed in this work, we consider Euclidean distance, which is widely used in spatial databases. Our IPRE
scheme and “ss-tree may be used for searching records within a given weighted Euclidean distance or great-circle
distance as well.Weighted Euclidean distance is used to measure the dissimilarity in many kinds of data, while great-
circle distance is the distance of two points on the surface of a sphere.

Advantages of proposed system:-

To the best of our knowledge, there does not existpredicate/predicate-only scheme supporting inner product range.
Though our scheme is used for privacy preserving spatial range query in this paper, it may be applied in other
applications as well.

Experiments on our implementation demonstrate that our solution is very efficient.Moreover, security analysis
shows that Spatial Range is secure under known-sample attacks and cipher text-only attacks.

Using great-circle distance instead of Euclidean distance for long distances on the surface of earth is more accurate.
By supporting these two kinds of distances, privacy-preserving similarity query and long spatial range query can
also be realize

Results:-

In this result we created many user to providing privacy using IPRE, which allows testing whether the inner product
of two vectors is within a given range without disclosing the vectors. In predicate encryption, the key corresponding
to a predicate f can decrypt a cipher text if and only if the attribute of the ciphertextx satisfies the predicate, i.e., f(x)
= 1. Predicate-only encryption is a special type of predicate encryption not designed for encrypting/decrypting
messages. Instead, it reveals that whether f(x) = 1 or not. Predicate-only encryption schemes supporting different
types of predicates have been proposed for privacy-preserving query on outsourced data.

Conclusion:-

In this paper, we have proposed SPATIAL RANGE, an efficient privacy-
preservingspatialrangequerysolutionforsmartphones,which preserves the privacy of user location, and achieves
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confiden- tiality of LBS data. To realize SPATIAL RANGE, we have designed an IPRE and a novel privacy-
preserving index tree named s’s-tree. SPATIAL RANGE’s efficacy has been evaluated with theoretical analy- sis
and experiments, and detailed analysis shows its security againstknown-sampleattacksandciphertext-onlyattacks.Our
techniques have potential usages in other kinds of privacy- preserving queries. If the query can be performed
through comparing inner products to a given range, the proposed IPRE and s"s-treemay be applied to realize
privacy-preserving query. Two potential usages are privacy-preserving similar- ity query and long spatial range
query. In the future, we will design solutions for these scenarios and identify more usages.
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