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Introduction:-

Embedded systems are being used in most of the defense application areas which includes missiles, rockets and
ammunitions. The main concern of defense technology is the confidentiality of data such that enemy should not
hack or utilize the confidential information. One way of securing the data is by use of encryption technique.
Encryption technique has been used from decades and still is in practice. The encryption techniques have matured
with the developing technology. Encryption technique has been used on speech, images and data which can be text
or numerical data. In this paper the author has designed an embedded system based encryption and data acquisition
system on FPGA. The concept is evolved keeping in mind the application covering defense area. In section 2 related
works is presented, in section 3 proposed work is briefed, in section 4 the principle of working is explained and in
section 5 of this paper the results and analysis is discussed. The results demonstrating the system functionality is
shown in this section.
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Related work:-

In [3] the author has designed FPGA based data acquisition system design for missile Telemetry and Telecontrol. In
this paper the author reported and designed a three-rank sequence collected method. The designed method has been
implemented on FPGA and gives high performance along with reduction of hardware complexity. Also, the system
designed used VHDL implementation for coding further enhancing the system functionality as suggested by author.

In [1] the author proposed a system design for acquisition of data using Fast Fourier transform on FPGA. This
method supported acquisition of huge amount of data by compression technique and enhanced the accuracy of
acquisition system.

In [2] and [10] the author designed FPGA based multi channel data acquisition system based on. The acquisition
systems designed were used for acquiring multiple data through channels and reduced the crosstalk and also
integrated filter for reduction of the noise, thereby increasing the system performance. The additional factors of
speed enhancement of the system, reduction in power consumption and decreased complexity were also achieved.

In [11] system design for data acquisition is carried out by using communication protocols such as RS232 and SPI.
The author was able to achieve accuracy up to 86% by using FPGA platform along with usage of onboard ADC,
decreasing the use of resource utilization for design implementation.

In [12] hardware description language (VHDL) is used for implementation of the design of acquisition system for
measuring the environmental parameters such as pressure, temperature and level.

In [6] author implemented cryptographic Blowfish algorithm consisting of Encryption scheme and Decryption
using VHDL language. The study carried out by author suggest that blowfish algorithm could be implemented for
high speed application and provides high privacy of data

In [7] blowfish algorithm providing more throughput and reduced battery usage for text based input data
cryptography has been implemented

In [5] FPGA based implementation of blowfish algorithm is proposed by author. The author concluded that the
algorithm is highly reliable, provides high privacy of data acquired and is simple to implement on hardware
platform.

In [4] Blowfish algorithm implementation on FPGA is studied along with author parameters such as security,
resource utilization and avalanche effect. The author concluded that blowfish is efficient than other algorithm
compared in the paper

In [8] blowfish algorithm effects due to changing input data is studied. The results provided consider various input
signals such as voice, text and data and image. The key size variation has no effect on encryption and decryption
time but changing the file size has effect on speed of performance.

In [9] and [16] comparative analysis of various cryptographic algorithms is studied. These paper analyse that
blowfish algorithm is more secure and enhance privacy of acquired data as considered to other symmetric
algorithms.

In [14], [15] and [13] implementation of AES and RAE algorithm on FPGA is designed. The AES algorithm
implementation suggested reduction in power utilization, and dual key AES increased security of input as compared
to AES In [15] the author has implemented AES algorithm using dual key. Also the resource utilization is reduced in
dual key AES. In [13] REA symmetric algorithm is implemented. This suggest if resource utilization is not
important than security can be increased by some factor in REA algorithm.

Proposed work:-

In this paper an embedded system design for encryption and decryption of information using FPGA, along with
acquisition of data is implemented. For designing the proposed embedded system, FPGA is used which is more
efficient than other controllers as the storage and reliability of the acquired data has been the main parameter
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considered for defense application. VHDL language is being used for the coding of cryptographic algorithm, which
consists of encryption and decryption algorithms. The symmetric cryptographic algorithm namely, Blowfish
algorithm is used for the implementation of security aspect of the overall embedded system design. This algorithm is
preferred as the information to be acquired and secured is analog in nature and this cryptographic algorithm have not
proven cryptanalyst until now, which ensures its excellent ability to secure data and information. The performance
of Blowfish algorithm is also more efficient as compared to AES and DES Algorithm for text data encryption. In
proposed work cryptographic algorithm “Blowfish algorithm” for analog information encryption and decryption is
been used and as this algorithm is being implemented on FPGA the throughput and performance is analytically
much more efficient than using other symmetric cryptographic algorithm considering the security aspect.

Principle of operation:-
The functional flow of Encryption and Data Acquisition using FPGA is described in fig1.

The designed embedded system for encryption and data acquisition consist of a FPGA SPARTAN 6 Series

evaluation board and an ADC board.

e The signal is captured through a sensor for instance in case 1 experimental signal from signal generator is
generated with different frequency and voltages is taken as signal source and in case 2 an acceleration sensor is
used as signal source.

e The signal is then passed to an analog to digital convertor where the signal is converted and further passed to
SPARTAN 6 evaluation board. The FPGA is programmed with the encryption and decryption algorithm and the
data acquisition part.

e The signal received from the ADC output is first encrypted and when the encryption is completed it is displayed
on PC using Docklight software. The same encrypted data is stored paralleled in the EEPROM memory.

e This first part of data acquisition and encryption is completed, after some delay decryption algorithm stored in
FPGA is executed on the encrypted data stored on EEPROM.

e The decrypted data is again displayed on PC using Docklight software. The decrypted data is passed to digital
to analog convertor where the signal is reconstructed again and it is displayed on oscilloscope. Thus the
decryption and data retrieval part is completed.
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Fig 1:- Functional Flow of Proposed Encryption and Data Acquisition Scheme.

Test setup and test Results:-
The embedded system is tested individually for the cryptographic algorithm part to ensure privacy, safety and
security of acquired information, using Docklight software. The setup for this cryptographic algorithm testing
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consists of SPARTAN 6 FPGA board integrated with VHDL coded Blowfish algorithm along with PC interface for
displaying the results. The tested results is displayed below in fig. 2
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Fig. 2:-Test results of hardware testing of Blowfish algorithm on FPGA.

The cryptographic Blowfish algorithm of encryption and decryption is further tested on hardware i.e. encryption and
decryption of information is done by passing test data inputs in hexadecimal form from PC through serial
communication port. The table | show the test sequences of hardware testing of information input, encrypted
information and decrypted information.

Table I: - Test Sequences of Input information, Encrypted Information And Decrypted Information.

Test sequence Encrypted sequence Decrypted sequence
22 66 33 77 AB C1 26 13 22 66 33 77
11 55 44 88 5510 D5 13 11 5544 88
56 67 78 89 13 BD 28 E4 56 67 78 89
12 2334 45 57 40 0D B6 12 2334 45
401050 80 615011 CE 10 20 30 40
70 20 30 60 6D 04 53 39 50 60 70 80
34 5E 76 60 02 07 03 39 34 5E 76 60
05 00 D2 FB 01 05 04 08 0500 D2 FB
0439 B2AC 0102 0BF9 0439 B2AC
01B0 01AB 039F 0506 01B0 01AB
02E0Q 48A7 4768 9851 02E0 48A7
AD73 985B 1276 4930 AD73 985B

The test setup for embedded system for encryption and data acquisition using SPARTAN 6 FPGA is shown in Fig.3.

Fig.3:- Test setup for embedded system for encryption

. o o

and data acduisition using SPARTAN 6 FPGA.
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For testing the proposed system SPARTAN 6 FPGA board along with ADC and DAC is used. The input from signal
generator with voltage and frequency levels which can be increased and decreased based on test cases are used.
Then this acquired information signal is passed to SPARTANG through an ADC. The SPARTANG platform is used
for storing encryption algorithm in program memory, where an encryption command is run on data/ information and
the information is encrypted and stored. Here the data encryption and acquisition part is achieved. For verifying and
retrieving the original information signal a decryption code stored in SPARTAN 6 program memory is run on the
acquired encrypted data and stored previously. After decryption is over the data is passed to DAC where the output
waveform is displayed and can be stored.

The designed system is tested using analog input from signal generator and accelerometer sensor. The results shown
in Figures below verify the functionality of designed system

Casel: Analog input to the embedded system for encryption and data acquisition is given through signal generator

The Fig 4, Fig 5 and Fig 6 shows the test signals of input analog data and the output of the designed embedded
system for encryption and data acquisition.

Case2: analog input to the embedded system for encryption and data acquisition is given through accelerometer
sensor

The Fig 7 shows the input and output test analog signal generated by the designed embedded system for encryption
and data acquisition. The input for Fig 7 is accelerometer and the generated output is measured and displayed in real
time ensuring the efficiency of the designed system.

The Fig 8 shows the encrypted data of input test signal from Fig 4.
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Fig 4:- Comparison of output and input signals of embedded system for encryption and data acquisition.
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Fig 5:- Comparison of output and input signals of embedded system for encryption and data acquisition.
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Fig 6:- Comparison of output and input signals of embedded system for encryption and data acquisition
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Fig 7:- Comparison of output and input signals of embedded system for encryption and data acquisition
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Fig 8:- Encrypted analog data for Fig 4

Conclusions:-

The embedded system designed for encryption and data acquisition system is tested both on software and hardware.
Software testing is achieved through Docklight software. Hardware testing is realized through evaluation Kits and
signal generator along with sensors. Both the software and hardware performances are compared and the data
acquisition and its encryption and decryption are achieved for defense application.
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