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VANET is formed mainly by vehicles. VANET is the collection of
information on moving vehicles throughout the period of
communication. Security in VANET is a complex issue. Black hole
attack is one of the possible attacks on AODV routing protocol in
vehicular ad hoc networks. In this attack, a malicious node advertises
itself as having freshest or shortest path to specific node to absorb
packets to it. The effect of Black hole attack on Adhoc network using
AODV as a routing protocol will be studied in this paper. The proposed
solution that is capable of detecting and removing Black hole nodes in
the VANET.
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Introduction:-

Nowadays, road traffic activities are one of the most important daily routines worldwide. Passenger and freight
transport are essential for human development. Thus, new improvements on this area are achieved every day - better
safety mechanisms, greener fuels, etc. Driving is one of the most incident factors of traffic safety, so there is a clear
need to make it safer. Apart from partially automating this task, reliable driver data provisioning is critical to
achieve this goal. An accurate weather description or early warnings of upcoming dangers (e.g. bottlenecks,
accidents) would be highly useful for drivers. For this purpose, a new kind of information technology called
VANET (Vehicular Ad-hoc Network) is being developed.

VANETS are a subset of MANETS (Mobile Ad-hoc Networks) in which communication nodes are mainly vehicles.
As such, this kind of network should deal with a great number of highly mobile nodes, eventually dispersed in
different roads. In VANETS, vehicles can communicate each other (V2V, Vehicle-to-Vehicle communications).
Moreover, they can connect to an infrastructure (V2I, Vehicle-to-Infrastructure) to get some service. This
infrastructure is assumed to be located along the roads.
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Figure 1:- Communication Network in VANET

Security is an important issue especially in this kind of network where one altered message can creates problem for
the users in many ways. Attackers create problem directly and indirectly by launching different kind of attacks.

Attacks on Vehicular Networks:-
Before designing any security solution for VANETS [2, 3], we should know different types of security threats, their
capabilities, and the types of attackers also.

Classification of Attackers:-

External attackers:-

External attackers are attackers that are not legally part of the network. They could be part of another network which
is linked to the target network using the same infrastructure or same communication technology. These nodes can
carry out attacks without being authorized on the target network.

Internal attackers: Internal attackers are compromised nodes which are authorized on the target network. These
nodes are capable of more sophisticated attacks because they are seen as authorized by the network and fellow
nodes. As an example they can produce false routing information to the network.

Passive Attackers:-

Passive attackers do not disrupt service. Eavesdropping is a good example of a passive attack, in this attack the
attacker only listens to traffic that it can intercept. The attacker does not do anything active in the sense of attracting
traffic to itself through the network.

Active attackers:-

Active attackers alter data, disrupt the operation or cut off nodes from neighbors. An active attacker must be able to
inject packets to the network. Active attackers can target the physical layer by jamming the transmissions of wireless
signals or by destroying the hardware at certain nodes.
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Different attacks in VANET:-
Table 1:- Attacks and their effects on each layer of Network

Figure 2:- Attacks in VANET

Layer Attacks Effect
Physical layer | Jamming Interrupt the entire network and blocks the path between sender and
receiver.
Tampering Can extract sensitive information such as cryptographic keys or other
data on the node
Data link layer | Collision Packets discarded as invalid.

Resource exhaustion

Exhaustion of network resources

Unfairness degradation of real-time applications
Network layer | Spoofed routing Generate fake error messages to disrupt traffic in the network
information

Black hole attack

Node does forward the packets to next intermediate nodes and drops
the packets.

Sink hole attack

Neighbor nodes choose the compromised node as the next-hop node.

Sybil attack

Mislead other nodes by presenting identities of multiple nodes.

Wormhole attack

low latency link between two portions of a network over which an
attacker replays network messages

HELLO flood

Overwhelm the node with hello packet requests.

Acknowledgment
spoofing

Attacker spoof the acknowledgments and provides false information to
the nodes

Transport layer

Flooding

All available resources are used up and cause DoS

Desynchronization

Cause drainage of energy of legitimate nodes.

1569




ISSN: 2320-5407 Int. J. Adv. Res. 5(12), 1567-1573

Application Overwhelm attack Consumes network bandwidth and drains node energy by overwhelm
layer network nodes

Path based DoS attack starve the network of legitimate traffic by consuming resources on the
path to base station

Proposed Algorithm:-

Description of Black Hole attack:-

Security is the major issue in VANET. Majority of the attacks were against Physical, MAC and few more layers
which deals with routing mechanism of Vehicular ad hoc network. Primarily the attacks were classified based on the
purpose i.e. not forwarding the packets through routing mechanism, which affects sequence number and hop count.
In the Black Hole attack malicious vehicle waits for the neighbors’ to initiate a RREQ packet. Since the receivable
RREQ Packet reaches the vehicle, it will immediately send a false RREP packet with a modified higher sequence
number. A malicious vehicle where there is a possibility of Black hole VANET attack which submerge all data
packets of all objects and the packet will not be distributed further. The AODV protocol is vulnerable to such kind
of attack because of having network centric property, where each vehicle of the network has to shares their routing
tables among each other. Black-Hole attack involves some modification of the data stream or the creation of a false
stream [9]. Figure 2 below show a simple scenario of this attack with one malicious vehicle.

Destination

Source Malicious node

RREP

Figure 3:- Black-hole attack in progress

The AODV protocol is vulnerable to the well-known black hole attack. AODV uses sequence numbers to determine
the freshness of routing information and to guarantee loop-free routes. In case of multiple routes, a vehicle selects
the route with the highest sequence number. If multiple routes have the same sequence number, then the vehicle
chooses the route with the shortest hop count. A malicious vehicle sends Route Reply (RREP) messages without
checking its routing table for a fresh route to a destination. As shown in Figure 3: above, source vehicle 1
broadcasts a Route Request (RREQ) message to discover a route for sending packets to destination vehicle 5. A
RREQ broadcast from vehicle 1 is received by neighboring vehicles 2, 4 and 3. However, malicious vehicle 3 sends
a RREP message immediately without even having a route to destination vehicle 5. A RREP message from a
malicious vehicle is the first to arrive at a source vehicle. Hence, a source vehicle updates its routing table for the
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new route to the particular destination vehicle and discards any RREP message from other neighboring vehicles
even from an actual destination vehicle. Once a source vehicle saves a route, it starts sending buffered data packets
to a malicious vehicle hoping they will be forwarded to a destination vehicle. Nevertheless, a malicious vehicle
(performing a black hole attack) drops all data packets rather than forwarding them on.

Recovery of Black hole Attack:-

The proposed algorithm performs Efficient Routing in VANET; it detects and recovers the Black hole attack. Here,
we modified the header of AODV by trust on vehicle. The trust value is used to verify the malicious vehicles. The
recovery approach is included in the proposed algorithm as shown in below.

Proposed Method:-

Step 1: Base node send bogus Request in network with the destination set to some randomly generated Address in
network (assuming that it is not present in network)

Step 2: On receiving of the first Reply, it starts the timer for receiving replies

Step 3: All the replies received before the timer expire are stored in RREP table.

Step 4: Once the timer expires, it check for the replies.

Step 5: Genuine nodes do not send reply as the dummy RREQ is for node that do not exist in network.

Step 6: Base node will generate an Alarm packet containing the Id of all nodes generated reply for Bogus Request
broadcast this packet in network

Step 7: Every node that receives this alarm packet will add the Node Ids in block table and block that node from any
further communication in network

Step 8: As a punishment any communication started by malicious node will also be blocked by other nodes of
network

Step 9: This process gets repeated after every time interval, so if in some node which was initially good and later
start acting as Blackhole will also be detected.

Simulation Results:-

Once a malicious vehicle is detected by the protocol, packets sent to it will automatically be dropped and stop
further communications to the vehicle and it is isolated from the communicating environment. The performance of
the vehicle in the network is demonstrated using the metrics packet delivery ratio and end to end delay.

Erd to End delou Delivered

£Enc to £ delou uwithout Slackhole
24 D000 - evd to end deleu with Blackhole

0. 0000 20000 4. 0000 £.0000 =.0000 Pl 2

Figure 4:- End To End Delay Without Blackhole And With Blackhole
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Figure 4 shows that end to end delay in malicious vehicle is greater than non malicious vehicle with increase in send
time.

. iure 5:ackt delier io ithot Blackhole and h Blackhole
Figure 5 show that packet delivered in malicious vehicle is lesser than non malicious vehicle with increase in packet
received time.

Conclusion:-

VANETSs are mainly used for improving efficiency and safety of (future) transportation. There are chances of a
number of possible attacks in VANET due to open nature of wireless medium. Cooperation between the vehicles is
essential to communicate with each other because of the short range of wireless communication medium. The
attacker generates problems in the network by getting full access of communication medium due to open nature of
the medium. In the black hole attack, node is used to advertise a zero metric to all destinations, which become cause
to all nodes around it in order to route data packets towards it. The AODV protocol is vulnerable to such kind of
attack because of having network centric property, where each node of the network has to shares their routing tables
among each other. By this research, Black hole attack is efficiently removed by using proposed method. In this
technique black hole attack is easy to detect, manage and recover. Here packet delivery ratio is increased and end-to-
end delay gets decreased. In future we will working on another attacks to protect and safe the vehicles as well as
passengers and drivers from the malicious vehicles.
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