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Password authentication has been adopted as one of the most commonly used
solution in the network environment to protect resources from unauthorized
access. Password authentication based on smart cards is one of the simplest
and the most convenient authentication scheme and is mostly used to
authenticate the legitimacy of remote users. Many schemes based on
cryptography have been proposed by various researchers to solve the
problem. However, previous schemes are vulnerable to various attacks and
are neither efficient, nor user friendly. Today, there are many potential
attacks that are targeted at authentication including masquerade attack,
insider attack, parallel session attack, offline password guessing attack,
server spoofing attack, and many more. In this paper, we have studied a
number of schemes proposed by many researchers, their applications, merits

and demerits and found that none of the schemes meet all the security
requirements and goals, which are necessary for secure password
authentication scheme. Here, we have defined and suggested all the security
requirements and the goals an ideal password authentication scheme must
satisfy and achieve.

Ajay Kumar Sahu
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INTRODUCTION

With recent developments in internet and e-commerce technologies, many services, such as online shopping, online
game, e-learning, internet-banking, e-health, online trading etc. are provided through the internet, which makes life
very easy and convenient. However, with the increase of network attacks, such as password guessing attacks, server-
spoofing attacks, replay attacks, forgery attacks etc, network and information security has become an important
issue for internet-based services. Remote user authentication schemes are common approaches to verify the
legitimacy of service seeker users. By employing a remote user authentication scheme, servers first authenticate the
remote users, and only after successful authentication, grant access to resources/services to those who are
authorized: whereas neglect the unauthorized or malicious entities whose target is to spoil the network security and
take undue advantage. Generally, there are three types of authentication methods used. 1. Identity authentication of
something known, such as passwords. This is called single factor authentication. 2. ldentity authentication of
something possessed, such as smart cards. This is called two-factor authentication. 3. Identity authentication of some
personal characteristics, such as iris scans, fingerprint scans and Voiceprint scans. This is called three-factor
authentication.

In recent years, the authentication schemes are based only on the password which is easiest and most
convenient security mechanism used in those days. Example of password authentication applications includes
remote login systems, database management system, automated teller machines (ATMs), and Personal Digital
Assistants (PDAs), etc., although such schemes are relatively easy to execute, but they have several vulnerabilities
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(Daniel V. Klein, 1990). After some time When researchers dug more into this field (Jan J. K, Chen YY., Chang
CC, Wu TC.), they found that only password is not sufficient to fulfill the security need of various application areas
like database management systems, corporate sector, and the banking sector, etc.. Which gave rise to the
introduction of smart card based remote user authentication schemes, which provide two-factor authentication that
is; a successful login requires the user to have a legal smart card and a proper password. Normally, a strong, smart
card based, password authentication scheme should satisfy some security requirements and withstand different types
of attacks such as password guessing attacks, forgery attacks, replay attacks, parallel session attacks, stolen-smart-
card attacks, leak-off-verifier attacks, etc. Besides, an ideal password authentication scheme should be user friendly
and achieve some functional requirements such as that:

1. Any un-authorized login should be quickly detected when any user inputs a wrong password in the login phase. 2.
Allow users to freely choose and change the passwords without interacting with the server, thus, it can decrease the
communication overheads 3. The server does not need to store a password table or verification table to avoid leak-
of-verifier attacks. 4. It must provide mutual authentication between the server and the user, which makes the server
confirm the user is a legal user and the user makes sure that he/she has login to a valid server. 5. It must allow the
user and the server to negotiate a shared session key, after which they can communicate to each other.

In the three-factor authentication scheme, it is very similar to the smart card based, password authentication scheme,
with the only difference is that it requires some biometric characteristics that can add as an additional authentication
factor (He et al., 2014). The three- factor authentication scheme is more expensive than single or two-factor
authentication because of the high implementation cost. Hence, the password authentication scheme using smart
card is one of the simplest and most convenient authentication methods for handling secret data in the insecure
network environment. Several password authentication schemes using smart cards have been proposed in the past,
some of which are discussed below.

2. Literature Review

In 1981, Lamport proposed a password-based remote user authentication scheme that used a one-way hash function.
However, this method has some drawbacks: 1. the requirement of a password table to be stored in the server to
verify the legitimacy of a user; 2. the necessity of password resetting; 3. High hash overhead. After some duration
several improved password-based authentication schemes (Hwang T-Y, 1983; Laih et al., 1989; W-H Yang et al.,
1997) have been proposed to overcome the drawbacks 2 and 3. All these schemes having verification table, stored
securely on the server and contains the user’s password. In 1990 a scheme was proposed without password tables;
this scheme requires the use of a smart card by the user, the login credentials of the user is not stored by the user.
The main drawback of this scheme is that the password cannot be modified easily. In 1991, (C. -C. Chang, S. -J.
Hwang) proposed a remote user password authentication scheme using smart cards. In this scheme, it is assumed
that the information stored on the smart card could be easily read out by a smart card user. The main drawback of
this scheme is that any smart card user can be easily found another user’s password by intercepting the login
transmitting messages. In the duration of 1993-1999, many authors proposed different authentication schemes with
smart cards (Yang W-H, 1999; Chang and Hwang S-J, 1993; Jeng and Jin-Fu C., 1996).

In 2000, M-S Hwang et. al., (2000) identified that Lamport’s scheme was vulnerable to the risks of hacking
and modifying the password table. They proposed a remote user authentication scheme without using the password
table, which was based on EI Gamal public key encryption method (EI Gamal T., 1985). However, Hwang et al.’s
scheme does not allow users to freely choose and change their passwords. Furthermore, this scheme has been found
to be vulnerable to various impersonation attacks (Chang, 2003; Her-Tyan et al., 2004). Until now, there have been
ample of remote user authentication schemes (I-En Liao et. al. 2006, Deepchand Ahirwal, 2012, Kwang Cheul Shin
et al., 2013) published in the literatures and each published scheme has its own merits and demerits.

In (2000), sun proposed an efficient and convenient remote user authentication scheme based on smart card which
uses cryptographic hash functions. The major drawback of the scheme of sun et al. is, passwords are not easily
memorable and that the user cannot freely choose or change his/her password. In 2002, Chien et al. (2002) criticized
the scheme of sun et. al. by pointing out that this scheme only achieves one-sided user authentication and
subsequently proposed an enhanced verifier-free password authentication scheme that is capable of mutual
authentication. Additionally, the user can freely choose his/her password in the scheme of Lizhen Yang, Kefei Chen
(2004) showed that Shieh et al.’s authentication scheme (Yang and Shieh, 1999) was insecure against forgery attack.

Hwang M-S. et al. (2003) devised an enhancement of the Yang et al. (1999) scheme. The devised
scheme introduced the mutual authentication to handle server spoofing attackes and tackled problems of forgery
attacks. However, Yang et al. pointed out that Hwang M-S et al’s (2003) scheme is still prone to forgery attacks. All
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the published schemes suffered with the risk of ID theft during the message transmission over an insecure channel.
Das et al. (2004) devised a dynamic ID based remote user authentication scheme to overcome the risk. It was a
novel scheme since avoids impersonation. It was based one way hash functions and provides the flexibility of
choosing and changing the password. Later on many researchers raised concerns over Das et al. scheme. Awasthi
(2004) observed that Das et al. scheme was insecure and did not fulfill all the basic needs of authentication schemes.
Chien and chen (2005) noticed that Das et al. scheme does not protect an user’s anonymity and proposed an
improved remote authentication scheme. Furthermore, Ku and Chang also revealed some of the weaknesses of Das
et al.’s scheme. In 2005, Lee et al. (2005) improved Chien et al.’s scheme by adding the ability to resist parallel
session attacks.

In 2006, Lee, C-C et al. proposed a password authentication scheme that could be implemented over insecure
networks. Unfortunately, Yoo K-Y et al.(2006) showed that , Lee C-C et al. scheme is vulnerable to offline
password guessing attacks, replay attacks, and denial-of-service attacks. However, none of these authors suggested
any modification over the vulnerabilities to above attacks. Later, Kumari S. et al. (2011) improved Liao et al.’s
scheme by enabling it to resist the attacks pointed out by E J Yoon et al. and Xiang et al. In 2007, Wang et al..
(2007) proved that both Ku and Chen (2004) and Yoon et al. (20004) schemes cannot resist forgery attacks, denial-
of-service attacks or offline password guessing attacks. Additionally, these authors proposed an improved scheme
for real application in resource-limited environments.

In 2008, Ku W-C et al. (2009) proved that Wang et al.’s schemes are vulnerable to offline password
guessing attacks and impersonation attacks and is unable to achieve perfect forward secrecy. Additionally, these
authors proposed an improved scheme with greater security strength. Later, Juang et al. (2008) proposed a robust
and efficient user authentication and key agreement scheme using smart cards. Unfortunately, Sun et al. (2009)
showed that Juang et al.’s scheme suffers from three weaknesses. Inability of the password changing operations the
session key problem and inefficiency of the double secret keys, and then presented improved schemes. Later in
(2014), Huang et al. (2013) analyzed Jung et al., s scheme and sun et al.’s scheme, and showed that these two
schemes are insecure against offline-dictionary attack. In (2009), Wang et al. Proposed a password authentication
scheme; but Wen and Li (2012) proved that YY. Wang et al.’s scheme is insecure against impersonation attack and
then proposed an enhanced scheme.

In 2010, R. Song introduced a new and more secure authentication scheme based on a symmetric key
cryptosystem and modular exponentiation. However W.B Horng-Cheng demonstrates that R. Song et al. scheme is
vulnerable to the offline password guessing attack, insider attack, and denial-of-service attack and proposed a
scheme which does not provide perfect forward secrecy for session keys. In the same year, sood et al. (2010)
showed that Xu et al.’s scheme is vulnerable to offline dictionary attacks, forgery attacks and then presented an
improved scheme. In 2011, Chen et al. analyzed Wang et al., 2007 scheme and proved that it is insecure against
parallel session attack, impersonation attack, and then proposed an enhanced scheme. Later, Fan et al. (2011)
proposed a two-factor authentication scheme, but wang and wang (2014) showed that the scheme is vulnerable to
smart card security breach attack; insider attack and node capture attack and fails to preserve user anonymity.

In 2012, Chen et al. (2012) proved that sood et al., 2010) does not achieve mutual authentication and that
song’s scheme (Song, 2010) is vulnerable to stolen-smart-card and offline password guessing attacks. Then Chen et
al. proposed a robust smart card- based remote user password authentication scheme. In the same year, Hsieh and
Leu (2012) reanalyzed the Hsiang et al.’s scheme (Hsiang and Shih, 2009) and showed that the scheme cannot
withstand off line password guessing attack, masquerading user/server attack.

In 2013, Kumari and Khan reanalyzed the Chen et al.’s scheme (Chen et al., 2012) and showed that the
scheme cannot resist impersonation attacks or insider attacks; they then presented an improved scheme. In the same
year, Li et al. (2013) also showed that Chen et al.”’s scheme cannot ensure perfect forward secrecy and that it cannot
detect incorrect password in the login phase, they then proposed an improved scheme. Jiang et al. showed that Chen
et al.”s scheme (Chen et al., 2012) is vulnerable to password guessing attack. Furthermore, Jiang et al., proposed a
solution to overcome the shortcoming of chen et al.’s scheme. However, Mishra et al. showed that Jiang et al.’s
scheme cannot resist insider attack, password guessing attack and user impersonation attack, and fails to ensure
perfect forward secrecy and user anonymity. Later on, Chang et al. proposed a dynamic identity based remote user
authentication scheme. Most recently (2014), Kumari et al. Analyze the Chang et al.’s scheme and showed that the
scheme is vulnerable to offline password guessing attack, impersonation attack and insider attack, and they then
proposed an improved scheme.

3. Security Requirement and Goals
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In general, an ideal smart card-based, password authentication scheme should satisfy some of the security
requirements (SR) described in (Madhusudhan and Mittal, 2012). Here, we list out and define the security attacks
that an ideal password authentication scheme should withstand.

SR1: The ability to resist smart card loss attacks, SR2: The ability to resist offline password guessing attacks, SR3:
The ability to resist denial of service attacks, SR4: The ability to resist forgery attacks or impersonation Attacks,
SR5: The achievement of mutual authentication, SR6: The ability to resist replay attacks, SR7: The ability to resist
parallel session attacks and reflection attacks, SR8: The ability to resist stolen-verifier attacks and modification
attacks, SR9: The ability to resist insider attack, SR10: Perfect forward secrecy, SR11: The ability to resist server
spoofing attacks, SR12: The achievement of session key agreement, SR13: The achievement of user anonymity,
SR14: Resist online password guessing attack.

An ideal password authentication scheme should withstand all of the above attacks. Besides, it should achieve the
following goals: G1: No verification table, G2: Freely chosen password by the user, G3: No password reveal, G4:
Password dependent, G5: Mutual authentication, G6: Session key agreement, G7: Forward secrecy, G8: User
anonymity, G9: Smart card revocation, G10: Efficiency for wrong password login. Furthermore, Ma et al. suggested
three principles that are important to design a secure remote user mutual authentication scheme. These principles
include the following:

1. Public-key techniques are very important to with stand offline password guessing attack and to preserve user
anonymity.

2. There is an unavoidable trade-off when fulfilling the goals of local password updates and resistance to smart card
loss attack.

3. At least two exponentiation operations conducted on the server side are necessary for achieving forward secrecy.

An ideal password authentication scheme withstands all above attacks and achieves goals. Surprisingly none of the
existing password authentication schemes passed requirements. Therefore, there are opportunities to develop an
ideal scheme satisfying all the requirements.

4. The Password Authentication Sschmes

Recently, a number of password authentication schemes with smart card have been proposed. These smart card
based authentication schemes are based on cryptography, which can classified into three main types are as follows:
a) The one-way hash function based, password authentication scheme, for eg. (MD5 and SHA-1).

b) The discrete logarithm problem (EI Gamal) based, password authentication scheme.

c) The Diffie Hellman Problem (RSA) based, password authentication scheme.

4.1 One Way Hash Function

A one-way hash function h: a (b is a function with the following properties:

The function h takes a message of arbitrary length as the input and produces a message digest of fixed-length as the

output

o The function h is one-way in the sense that given a, it is easy to compute h (a) =b. However, given by, it is hard to
compute h™ (b) =a.

o It is computationally infeasible to find any pair a,a' such that a'#a, but h(a')=h(a).

e The function h takes a message of arbitrary length as the input and produces a message digest of fixed-length as
the output

o Given a, it is computationally infeasible to find a' such that a'#a; but h(a")=h(a).

4.2 Discrete Logarithm Problems

e Until now, solving discrete logarithm problem is still a hard problem. We describe this problem as follows.
Assume that g is a generator of Zp and p is a large prime number. Consider the following equation:
J =g mod p. (€h)
o If we know g, j, and p, it is very easy to compute J, however, if we know g, J, and p, it is very difficult to solve the
equation for j. The difficulty is due to factoring prime numbers as that required for RSA. The problem of solving
equation (1) for j is called discrete logarithm problem.
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4.3 Diffie-Hellman Key Agreement

In 1976, Diffie and Hellman proposed a key agreement scheme for making agreement on a session key over insecure
networks. The scheme allows two parties communicate each other in a secure communication with the agreed
session key. Its security is based on solving discrete logarithm problem. Assume that sameer and mohan are to agree
on a session key over insecure networks. The parameters g and p are public. Then, they do the following steps to
agree on a session key.

e Sameer randomly chooses a large number a and sends Mohan A=g® mod p.

e In the meantime, Mohan also randomly chooses a large number b and sends sameer B=g” mod p.

e After that, sameer and Mohan can calculate their session key as K=B* mod p=A" mod p=¢* mod p.

Without knowing a and b, no one can listen on the sameer —Mohan channel. To derive a and b, it is the discrete
logarithm problem.

5. Performance and Security Requirements Comparison

In this section, we evaluate some schemes and compare to each other. Here, we compare the schemes of Yoon et al.
(2004), Liao et al.(2006), Wang et al. (2007), Xu et al. (2009), Song (2010), and Chen et al. (2012), in terms of
security requirements satisfied and performance. To analyses the computational cost, we define the following
notation;

t,: the computational cost of one hash operation.

tmexp: the computational cost of one modular exponent.

tym: the computational cost of one symmetric key encryption/decryption.

ty: the computational cost of one multiplication/division.

twor: the computational cost of one XOR operation.

Here we consider only the computational cost of the login phase and authentication phase because these two phases
are executed much more frequently in password authentication schemes. Here we do not consider t,,, into account
because as compared to the other four operations, the computational cost of XOR operation is negligible. Table 1
illustrates the results of the performance comparisons of some related schemes; from this table; It can be observed
that the overall computational costs of the schemes of Yoon et al.(2004), Liao et al. (2006), Wang et al. (2007), Xu
et al. (2009), Song (2010) and Chen et al. (2012) respectively. The comparisons of the security requirements
satisfied by related schemes are summarized in table 2; From this table, it can be seen that no one such scheme
proposed by various researchers fulfills all the security requirements.

Tablel- Computational cost of the proposed scheme and other related schemes

Schemes Login phase Authentication Total
phase
Yoon et al.(2004) 2ty 4ty 6t}
Liao et al. (2006) Atiexpt3ty Btmexpt3th Ttmexpt6lh
Wang et al. (2007) 4ty 4t 8ty
Xu et al. (2009) 2t mexpt 3t 2tmexp Aty Apexpt Tty
Song (2010) ltym+2t, LtmexptLteym+6t, Ltmexpt2teym 8ty
Chen et al. (2012) 2tmexpt2tm 21, Ltmexpt Lt +6ty Btmexpt3tm Bty

Table2- Security requirements of the proposed scheme and other related schemes

| Schemes | Security requirements (SR)
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SR1 [SR2 | SR3 [SR4 |SR5 | SR6 | SR7 | SR8 | SR9 | SR10 | SR11 | SR12 | SR13 | SR14
Yoon etal.(2004) | N N Y |[Y N |Y Y [V Y Y Y N N N
Liao et al. (2006) | N Y Y |[Y N |N Y [V Y Y N Y N N
Wang et al. (2007) | Y N Y |[Y N |Y Y [V Y N N Y N N
Xu et al. (2009) Y N Y |[Y N |Y Y [V Y Y N Y N N
Song (2010) Y Y Y |[Y N |Y N |Y Y Y N Y N N
Chenetal. (2012) | Y N Y |[Y Y |[Y Y |[Y Y N N Y N Y

Y: achieved; N: not achieved.

o t,: the computational cost of one hast operation;

tmexp: the computational cost of one modular exponent;

tm :the computational cost of one multiplication/division;

tym: the computational cost of one symmetric key encryption/decryption;
tyor : the computational cost of one XOR operation;

6. CONCLUSION

In this paper, the survey of the several password-based authentication schemes over insecure networks has been
done. Here, we studied the various schemes proposed by a number of researchers, their drawbacks of these schemes
and the modifications proposed by various researchers. Here, we have defined the security requirements and goals
an ideal password authentication scheme must satisfy and achieve. Unfortunately, none of the schemes can satisfy
all the security requirements and achieve all the goals. Thus, it is expected that the authentication scheme which will
propose by various researchers must efficiently solve the specified vulnerabilities while maintaining the advantages
of the existing smart-card based user authentication scheme. In the future, we aspect more secure and efficient
authentication protocol using smart card will be proposed by various researchers, whose computational cost is very
low and resist to all possible attacks. We hope an ideal smart card based, password authentication scheme, which
meets the entire security requirement and all the goals can be developed.
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