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Design and Simulation of IoT-Based Intelligent Home Automation 

Systems Using MATLAB Simulink and Python Integration  

 

Abstract 

The idea of "smart homes" has been completely transformed by the Internet of Things' (IoT) rapidly 

expanding technological capabilities, which allow for seamless automation and remote device 

control. Because of Python's strong and versatile programming features, this thesis discusses the 

design and simulation of IoT frameworks and device communication in a smart home setting. The 

suggested system incorporates a number of simulated Internet of Things (IoT) devices, including 

security cameras, smart lights, and thermostats. These devices use the MQTT (Message Queuing 

Telemetry Transport) protocol to connect with one another through a centralized message broker. 

The simulation demonstrates how various smart home components interact by simulating real-time 

communication between devices and a central controller using Python and the Paho MQTT module. 

Every gadget is represented as a MQTT client that reacts to simulated environmental changes and 

publishes status updates on a regular basis. Dynamic monitoring and control are made possible by 

the central controller, which processes incoming messages and subscribes to the device topics. The 

study simulates realistic smart home situations including automatic lighting, temperature control, 

and motion detection while highlighting the architectural concepts underlying effective 

communication, scalability, and security in IoT networks. This study advances knowledge about 

Internet of Things frameworks and how they may be used to improve the comfort, security, and 

energy efficiency of smart homes. It also lays the groundwork for future efforts to integrate more 

IoT protocols, cloud services, and sophisticated machine learning methods for predictive 

automation. 

Keywords: MQTT, IoT, light, wifi, automatic 

1. Introduction 

The Internet of Things (IoT) and the concept of a "smart home" have revolutionized how we use our 

living areas and interact with them. Smart camera entry point security to thermostat management 

and automation are just a few of the chores that homeowners can automate and remotely monitor by 

integrating IoT-enabled devices. The improvements in energy efficiency, security, and general 

quality of life that come with these technological developments go beyond convenience. An 

indication of the growing need for intelligent, networked devices that interact with ease is the 

growing popularity of "smart homes." IoT frameworks provide the infrastructure required for 

automation, data exchange, and device communication, making them the core of smart home 

systems. These frameworks enable communication between a variety of devices and central 

controllers, including cameras, thermostats, and smart lighting. But creating a secure, scalable, and 

effective IoT infrastructure is not without its difficulties. In addition to responding to user inputs, 

devices need to be able to manage a variety of network situations, ensure data security, and 

communicate across dependable communication protocols.In this thesis, we investigate how to use 

Python to simulate and create Internet of Things frameworks and device communication in a smart 

home setting. Python is used because it is easy to understand, has a large library, and speeds up the 

creation of Internet of Things solutions. The MQTT (Message Queuing Telemetry Transport) 

protocol, a lightweight messaging protocol ideal for Internet of Things applications because of its 

low bandwidth consumption, scalability, and real-time communication capabilities, is at the heart of 
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this study. In this study, an ecosystem of smart homes with several devices interacting with a central 

controller—like security cameras, smart lights, and thermostats—is simulated. We showcase how 

these devices can perform automatic tasks, share data, and react to changes in the environment 

through the simulation of real-world events. Beyond that, the study explores the fundamentals of 

IoT communication, tackling issues like security, scalability, and interoperability. Using IoT 

frameworks and devices in a smart home setting entails virtualizing gadgets such as security 

cameras, smart lights, and thermostats and integrating them with a framework that can manage 

control and communication. Typically, protocols like MQTT, HTTP, or CoAP are used. 

2. Overview of the Primary Objective 

The main goal of this thesis is to create and model an Internet of Things (IoT) framework for smart 

homes using Python. This framework will allow for efficient communication between various 

simulated devices, including security cameras, smart lights, and thermostats. The framework will 

address important issues including scalability, security, and data transmission while demonstrating 

real-time interaction, automation, and control using the MQTT protocol. The purpose of this 

simulation is to improve knowledge of IoT systems in smart homes and lay the groundwork for 

upcoming developments in IoT technology. 

Aims:  

Utilizing essential IoT protocols and libraries, the goal is to use Python to create IoT frameworks 

and set up effective device communication in smart home settings, guaranteeing scalability, security, 

and smooth IoT device integration. 

3. Literature Review 

Python has become a popular choice for the development of IoT-based smart home systems due to 

its ease of use, abundance of libraries, and robust community. Important IoT frameworks like 

MQTT, CoAP, and REST APIs facilitate device communication, allowing for the smooth integration 

of smart home devices like sensors, actuators, and controllers. Additionally, Python-based IoT 

frameworks improve data analytics, cloud integration, and edge computing, addressing issues like 

scalability, interoperability, and network constraints. All things considered, Python remains a useful 

tool for creating scalable, secure, and effective smart home IoT. 

4. Python IoT Device Simulation 

Here, we use MQTT to imitate a security camera, a thermostat, and a smart light. 

I. Device: Smart Light 

8

13

14

Page 6 of 18 - Integrity Submission Submission ID trn:oid:::1:3220681054

Page 6 of 18 - Integrity Submission Submission ID trn:oid:::1:3220681054



 

Fig 1 : Smart Light 

while True: 

# Randomly turn the light on or off  

light_status = random.choice(["ON", "OFF"]) 

client.publish(TOPIC, light_status) 

print(f"Light status: {light_status}") 

time.sleep(5) # Update every 5 seconds 

              simulate light() 

II. The Smart Thermostat 

A smart thermostat is a networked gadget that uses Internet of Things (IoT) technology to regulate 

the temperature in a house or building. Frequently using smartphone apps or voice assistants like 

Alexa or Google Assistant, it modifies the heating and cooling systems according to user 

preferences, schedule, or outside factors like the weather. By learning from user behavior, smart 

thermostats optimize energy use to lower energy consumption and increase comfort, which lowers 

costs and promotes environmental efficiency. 

while True: 

# Randomly set a temperature between 18°C and 24°C 

temperature = round(random.uniform(18.0, 24.0), 1) 

client.publish(TOPIC, f"Temperature: {temperature}°C") 

print(f"Thermostat: {temperature}°C") 

3
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time.sleep(10) # Update every 10 seconds 

 

Fig 2: The Smart Thermostat 

while True: 

# Randomly detect motion or not 

motion_detected = random.choice([True, False]) 

client.publish(TOPIC, f"Motion detected: {motion_detected}") 

print(f"Camera motion status: {motion_detected}") 

time.sleep(15) # Update every 15 seconds 

simulate_camera() 

III. Subscription-based Central Controller 

A Subscription-based With access granted via a subscription model, a central device or system known as a "Central 

Controller" oversees and regulates a network's numerous IoT devices. Using a cloud-based platform or mobile app, this 

controller integrates various IoT devices (like lights, thermostats, and security systems) and enables users to monitor, 

automate, and control them. Advanced features, remote access, and cloud storage frequently require a subscription fee. 

Constant upgrades, scalability, and improved functionality are guaranteed by this approach, which usually provides 

customized services like sophisticated analytics, third-party system integration, and wider device compatibility. 

All devices are subscribed to by the central controller, which also logs the messages.  

def setup_controller(): 

client = mqtt.Client("Smart_Home_Controller") 

client.on_message = on_message 

client.connect(BROKER) 

client.subscribe(TOPICS) 

        client.loop_forever() 

 
            setup_controller() 

IV. Relay Control 

Relay control is the process of regulating the electrical power flow in a circuit by means of an 

electromechanical relay. Relays are electrical switches that respond to outside impulses by 

opening or closing circuits. The relay's coil produces a magnetic field when a tiny control 

voltage is provided, which activates a set of contacts that either complete or break the circuit, 

permitting or prohibiting the passage of electricity. 

3
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3.1 Key An. Explanation 

Modeling apparatuses: 

1. The thermostat, light, and camera are all simulated devices that connect to the localhost 

MQTT broker. 

2. The gadgets provide status reports on the subjects they are related to. 

3. Updates are released on a regular basis (5 to 15 seconds) in order to replicate real-world 

activity. 

 

3.1.1. Controller Central 

1. Subscribes from the devices to various topics. 

2. Replicating a smart home hub that keeps an eye on every gadget, it logs the messages it 

receives. 

 

3.1.2. Diagram 

This diagram shows an Internet of Things (IoT) smart home setup with a MQTT broker, a central 

controller, and smart lights, thermostats, and security cameras. The communication channel between 

the devices and the central hub is depicted in the diagram. 

 

Fig 4: IoT-Diagram  

3.1.3. Circuit 

However, the following kinds of circuits and parts could be utilized in actual smart home system 

implementations: 

Microcontrollers (such as the ESP8266, ESP32, and Arduino): These devices operate as the main 

control units for numerous IoT devices, such smart lighting, thermostats, or sensors. 

 

3.2. ESP8266 

Espressif Systems manufactures the ESP8266, a system-on-a-chip (SOC) Wi-Fi microprocessor for 

Internet of Things (IoT) applications. The ESP8266 is currently widely utilized in many Internet of 

Things devices due to its low cost, small size, and versatility with embedded devices. 

3.2.1. ESP32 1

2
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The ESP32 is a semiconductor that gives embedded devices, or Internet of Things devices, Wi-Fi 

and (in certain models) Bluetooth connectivity. Although ESP32 is only the chip, the manufacturer 

also frequently refers to the development boards and modules that contain this chip as "ESP32." 

3.2.2. Arduino 

 Robots, home automation, sensing, and data collection are just a few applications for Arduino 

circuits. We'll be learning how to construct a basic circuit using an LED (light-emitting diode) and a 

button in this intractable. 

I. Weaknesses 

Several vulnerabilities can occur while using Python to create IoT frameworks and device 

interactions in smart home setups. The following is a condensed list of possible flaws: 

Vulnerabilities in Security: 

1. Insufficient encryption is used when sending data. 

2. Inadequate methods of device authentication. 

3. Possibility of illegal entry and device control. 

Compatibility Concerns: 

1. Communication between devices made by different manufacturers may be hampered by the 

absence of standard protocols. 

2. Merging older technology with newer ones is difficult. 

Challenges with Scalability: 

1. As the number of devices rises, performance can suffer. 

2. When there is a high device density, network congestion may happen. 

Issues with Dependability: 

 

1. Reliance on dependable internet access. 

2. In the absence of reliable failover methods, devices may malfunction or fall down. 

Challenges related to User Experience: 

1. User interface complexity may discourage efficient use. 

2. Inconsistent management and monitoring features. 

Energy Use: 

1. Devices that run on batteries could have problems with power management. 

2. Constant connectivity may result in increased energy use. 

Upkeep & Updates: 

1. Distributing updates to field-based equipment might be challenging. 
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2. Possibility of interruptions when performing maintenance. 

II. Data Table:  

Element Synopsis Methods Factors 

Device Level, Data transfer and 

messaging between 

devices 

MQTT, Web Sockets, 
Zigbee, LoRa 

Power consumption 

and device 

compatibility 

Layer of 

Communication 

Data transfer and 

messaging between 

devices 

MQTT, Web Sockets, 
Zigbee, LoRa 

Bandwidth, latency, 
reliability 

Layer of the 

Gateway 

Connects nearby 

gadgets to the web 

HTTP, REST, 
WebSockets 

Security (firewalls, 
VPNs), data 
aggregation 

Layer of Data 

Processing 

Storing and analyzing 

data 

SQL, NoSQL, InfluxDB Policies for data 

retention and 

scalability 

Level of 

Application 

User interfaces for 

mobile and online 

apps 

Django, React 

Native, and Flask 

Response time and 

user experience 

III. Math Equation 

Let's apply some of the previously covered mathematical ideas to a real-world case. To demonstrate how to 

determine data transfer rate, energy usage, and storage needs, we'll set up a scenario. 

 

Situation 

Assume the following specifications for a smart home environment are met: 

 

Data Size: A data packet of size 𝐷 = 256 D = 256 bits is sent by each smart device. 

Transmission Time: A single packet takes 𝑇 = 0.1 T = 0.1 seconds to transmit. 

Power Consumption: An apparatus uses 2 P = 2 Watts of power to run and transmits data for 60 t = 60 seconds 

every hour. 

A total of 𝑁 = 1440 N = 1440 data points (one every minute for 24 hours) are generated by the device's minutely 

data transmissions during the course of a day. 

 

Calculations 

 

1. Data Transmission Rate (R) 

Applying the equation: 

 
R= D 

T 

 

R=256
 bitS 

𝟎.𝟏 𝐬e 

= 2560 bits per second

 

2. Energy Usage (E) Applying the 

following formula: 

 

E= P×t = 𝐸× 𝑡, where 𝑡 = 60 t = 60 seconds: 

 

60 seconds × 2 Watts = 120 Joules 

E = 2 W × 60 s = 120 joules 

Given that this is carried out once every hour, the total energy used in a day (24 hours) would be: 
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120 joules per hour multiplied by 24 hours equals 2880 joules. 

E total = 120 hours/hour × 24 hours = 2880 hours 

3. Needs for Data Storage (S) 

Applying the equation: 

 

S = N×D 

Since one byte equals eight bits, start by converting 𝐷 

D from bits to bytes: 

 

D= 256 bitS  = 32 bytes 
8 

Next, figure out the overall storage: 

 

𝑆 = 1440 data points × 32 bytes = 46080 bytes ≈ 45 KB 

 

 

IV. Matlab Simulink 

 
Fig 5 : Overall Model 

 
Fig 6 :   Temperature   Sensor1
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Fig 7: Temperature   Sensor2 

 

Fig 8: Switch Control1 

 

Fig 9 : Switch Control2 
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Fig 10: Output Display 

 

Fig 11 : Smart Light output 

 

Fig 12: Relay Controller 
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4. Summary 

A central controller and multiple Internet of Things devices allow you to replicate a basic smart 

house. Real-time updates and commands are made possible via the MQTT broker, which simplifies 

communication between all devices. This system can be expanded by including additional devices 

or more sophisticated interactions, such as receiving commands to turn gadgets on or off. This 

provides you with a code-driven, fully complete smart home IoT framework simulation. 

5. Future Suggestion 

IoT frameworks and device connectivity in smart home environments have a lot of room to grow 

and innovate in the future. As technology develops further, we may anticipate that advances in 

machine learning and artificial intelligence will make it possible for systems to learn user 

preferences and optimize energy use on their own. This will lead to more intelligent automation and 

predictive analytics. Furthermore, resolving the growing concerns around data protection and 

privacy will depend on the development of stronger security mechanisms. The responsiveness of 

smart devices can be improved by increasing the use of edge computing, which can lower latency 

and boost real-time processing capabilities. Furthermore, promoting cooperation between 

manufacturers and other relevant parties to develop global standards will guarantee improved 

interoperability and streamline user experiences in a variety of ecosystems. Future smart homes will 

become even more integrated, effective, and user-friendly by adopting these innovations, making 

daily life a seamless experience. 

6. Conclusion 

Python-based IoT frameworks and device communication for smart home environments lay the 

groundwork for connected and effective living environments. Standardized protocols guarantee 

interoperability across many systems, and a modular architecture facilitates scaling and the simple 

integration of new devices. Along with efficient data administration that permits perceptive analysis 

and automation, strong security measures are necessary to safeguard user data and foster 

confidence. Encouraging user-centric design improves usability by creating intuitive interfaces, 

while emphasizing energy efficiency encourages sustainable gadget operation. When combined, 

these components support creative smart home solutions that greatly enhance users' convenience 

and quality of life. 
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