
AI-Enhanced Intrusion
Detection for Industry 4.0: A

Cross-Regional Study on
Mitigating Advanced Persistent

Threats in Cyber-Physical
Systems

by Jana Publication & Research

Submission date: 21-Aug-2025 01:30PM (UTC+0700)
Submission ID: 2690343513

File name: IJAR-53446.doc (395.5K)

Word count: 9563

Character count: 64588



2

2

10

13



4



12

22



3

19



1

1

2

6

25



8

15

23



4





11



5

18



16

24





3







14



20





17



2

21



26





9





7













3%
SIMILARITY INDEX

2%
INTERNET SOURCES

2%
PUBLICATIONS

0%
STUDENT PAPERS

1 <1%

2 <1%

3 <1%

4 <1%

5 <1%

6 <1%

7 <1%

8 <1%

AI-Enhanced Intrusion Detection for Industry 4.0: A Cross-
Regional Study on Mitigating Advanced Persistent Threats in
Cyber-Physical Systems
ORIGINALITY REPORT

PRIMARY SOURCES

arxiv.org
Internet Source

Agbotiname Lucky Imoize, Webert Montlouis,
Segun I. Popoola, Mohammad Hammoudeh.
"Security and Privacy of Cyber-physical
Systems - Emerging Trends, Technologies,
and Applications", River Publishers, 2025
Publication

Thangaprakash Sengodan, Sanjay Misra, M
Murugappan. "Advances in Electrical and
Computer Technologies", CRC Press, 2025
Publication

Tariq Ahamed Ahanger, Imdad Ullah,
Shabbab Ali Algamdi, Usman Tariq. "Machine
learning-inspired intrusion detection system
for IoT: Security issues and future challenges",
Computers and Electrical Engineering, 2025
Publication

ijrpr.com
Internet Source

cdn.techscience.cn
Internet Source

www.scirp.org
Internet Source

journal.esrgroups.org
Internet Source



9 <1%

10 <1%

11 <1%

12 <1%

13 <1%

14 <1%

15 <1%

16 <1%

17 <1%

18 <1%

19 <1%

20 <1%

www.portnox.com
Internet Source

link.springer.com
Internet Source

micsymposium.org
Internet Source

G.R. Karpagam, B. Vinoth Kumar, J. Uma
Maheswari, Xiao-Zhi Gao. "Smart Cyber
Physical Systems - Advances, Challenges and
Opportunities", CRC Press, 2020
Publication

Nima Terawi, Huthaifa I. Ashqar, Omar
Darwish, Anas Alsobeh, Plamen Zahariev,
Yahya Tashtoush. "Enhanced Detection of
Intrusion Detection System in Cloud Networks
Using Time-Aware and Deep Learning
Techniques", Computers, 2025
Publication

bmcnephrol.biomedcentral.com
Internet Source

download.bibis.ir
Internet Source

ebin.pub
Internet Source

export.arxiv.org
Internet Source

jyx.jyu.fi
Internet Source

tud.qucosa.de
Internet Source

Anil Sawhney, Mike Riley, Javier Irizarry.
"Construction 4.0 - An Innovation Platform for



21 <1%

22 <1%

23 <1%

24 <1%

25 <1%

26 <1%

Exclude quotes On

Exclude bibliography On

Exclude matches Off

the Built Environment", Routledge, 2020
Publication

Fadi Al-Turjman. "Artificial Intelligence
Learning Facilitators - Creating Smart
Education Systems", CRC Press, 2025
Publication

Turan Paksoy, Çiğdem Koçhan, Sadia Samar
Ali. "Logistics 4.0 - Digital Transformation of
Supply Chain Management", CRC Press, 2020
Publication

dokumen.pub
Internet Source

par.nsf.gov
Internet Source

www.ijsr.net
Internet Source

Jose Luis Hernandez-ramos, Georgios
Karopoulos, Efstratios Chatzoglou, Vasileios
Kouliaridis et al. "Intrusion Detection Based
on Federated Learning: A Systematic Review",
ACM Computing Surveys, 2025
Publication


