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Sink failure is one of the critical issues in wireless sensor networks (WSNSs).
Prolonging the network lifetime of WSNs, the robust sink has a paramount
significance to provide an interface between deployed sensors successfully.
The sink failure highly affects the performance of several WSN applications.
Hence, the Sink must have the capability to recover from the failure state
immediately.

In this paper, we introduce a sink failure avoidance (SFA) protocol that
improves the network lifetime by using sink fault tolerance algorithms. SFA
helps determine the error detection and error recovery processes successfully.
To demonstrate the effectiveness of algorithms, we use network simulator-2
(ns2.35). Based on the simulation results, it is validated that our algorithms
highly support the error-detection and error-recovery process of the sink
failure successfully.
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Introduction

Wireless sensor networks typically involve the technology of small devices that comprise of tiny sensor nodes. Each

sensor node does its job as a unit to monitor the critical data in the environment[1],[2],[3]. WSNs are self-configuring
and self-healing networks comprising of homogenous and heterogeneous nodes. WSNs provide the promising
solutions for numerous applications such as target detection, intrusion detection, industrial automation, airport
surveillance systems, medical diagnosing systems, environmental monitoring, battlefield, etc. However, WSNs
experience the challenge due to sink-failure for several applications.
The sink is of paramount importance to collect the data from different sensor nodes and forwards to the base station.
The sink failure affects the network performance caused by lack of energy, limited storage capacity, computing
power and security in the susceptible environment[4],[5]. As, these problems are not sufficiently addressed to avoid
the sink failure in WSNs. Due to these restrictions, fault-affecting sensor nodes may lead to an unpredictable
condition in which a region of interest is disconnected from the WSN. As a result, the forwarded data cannot be
reached to sink node. A more complex situation in which a sink node fails is inappropriate selection of routing
protocols for a specific application[6].

The sink is data-gathering node from all the nodes in the WSNs and is also responsible for transmitting to the end
user. The sink node is selected to improve the data flows so that energy can be preserved[7]. Thus, generic two-
tiered model was created to improve the network topology to augment the sink and application nodes[8]. The
average bit-stream was used between sink and sensor nodes for prolonging the network lifetime. However, the
energy efficiency was not considered [9]. Probability and missing probability (PMP) model was used to resolve the
sink placement problem[10]. However, sink placement needs to be determined prior to selection of some points [11].
If sink functions correctly that achieves high probability of success for WSN applications.

On the other hand, the failed sink makes WSN as unusable. As a result, the quality of service provisioning is
highly affected. Thus, balancing and improving the performance of WSNs, we introduce a sink failure avoidance
protocol that improves the network lifetime by using sink fault tolerance algorithms that help determine the sink
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failure and sink recovery process. This process is initiated by using backup sink (BS) to replace principal sink (PS)
in case of failure. The research of art in this contribution depends on prolonging the network lifetime and improve
the QoS provisioning. The remainder of the paper is organized as follows: The section I, presents the problem
statement. Section 11 discusses the protocol that provides the sink with fault-tolerance capabilities. Section 111 gives
the simulation setup and analysis of the result and section 1V, finally concludes the paper.

l. PROBLEM STATEMENT

The wireless sensor networks comprise of tiny nodes with limited energy resources. They are scattered in the
different regions of the network to collect the critical information from the physical environment[12]. These tiny
nodes process the collected critical data to sink node in order to forward to end node. The WSNSs experience the
problem due to the sink failure. As a result, the sink failure causes the interruption and subsequently may
compromise the network resources. Even if a sink node encompasses of additional resources as compared with other
sensor nodes. However, it experiences the severe problem due to failures caused by the tough deployment
phenomena.

The prerequisite of fault tolerance is inevitable with WSNs, particularly if the application running on WSN is of
high significance. To make WSN functional, fault-tolerance capability fulfills its task despite faults[13]. There are
two approaches are introduced to handle permanent and temporary sink failures, which are check pointing with
active and passive replications. However, these both approaches fail to address the exact cause of sink failure and its
recovery.

I1. PROTOCOL PROVIDING SINK WITH FAULT TOLERANCE CAPABILITIES

The goal of this protocol is to make sink be highly robust for handling the error occurrences. In resulting, the
fault-tolerance protocol prolongs the network lifetime by rending the sink as fault-tolerant. The protocol follows
three basic rules, which include fast failure detection, maintaining the reliable sink state, and finally resuming the
sporadic task. We represent the sink (base station) by 'S’ that creates the interface between WSN and end users. The
sink involves two types: principal sink 'B," and backup sink ‘B,’. The By’ creates the relay for 'P,’. Therefore, 'B,’
functions rather than 'R’ and collects the critical information from sensing nodes and forwards to the end nodes
depicted in Figure 1. The 'P," is invoked to distribute the interested queries 'V&' periodically on the request of users
during each unit waiting time 'At,’. The initial behavior of 'P." is defined in Algorithm-1.

Algorithm 1: Initial behavior of Principal Sink

1. Initialization of variables (At,: waiting time for principal sink, 'R’: sensed data table, Ve: interested queries,
and 'Sy;": sensor node j)

P; sending initialization request

Repeat until all nodes are initialized

Initializing ((At; and R))

if {Reception (Ve, P,)|| Timeout At then
Broadcasting (Ve)

endif

If (Reception (Ve, Sy1)) then

Add (Ve, R)

10. Compute (R)  //Aggregating and computing the data
11. Send (w, P,) until (End of Ve)

12. endif

CoOoNoRA~LN

Let us assume that 'P,” may fail due to either by unexpected physical interruptions or dearth of energy. Let 'E, i,/
be a minimum energy required for 'P,’ to work properly. Once an error is detected at 'B,’, then responsibilities of 'P,’
are shifted to 'B,".

The protocol uses checkpoint process that helps determine the status of the principal node. Once principal node
'P,’ saves its state and determines the checkpoint (level of energy), then it forwards to B,'. Thus, this process occurs
in the following three steps.

= It occurs after computing and data aggregation phase.
= It occurs once By inquires the check point request.
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= After expiration of set-timer At;

When Bg obtains the checkpoint 'yA’ of Py, then it stores in the checkpoint table 'yA,’. The behavior of principal
sink and backup sink is elaborated in algorithm 2.

User-4
(o.b‘

INTERESTED REQUEST ROUTE
RESPONSE REQUEST ROUTE

Figure 1. Fault tolerance robust architecture for a wireless sensor networks

Algorithm 2: New behavior of principal sink

1. Initialization of variables (At,: waiting time of principal sink, At,: waiting time of Backup sink to take
responsibility 'R’: sensed data table, Ve: interested queries, and 'Sy ": sensor node k)
WSN sending initialization request

Initializing ((Aty, At,, R)

Repeat until all nodes are initialized

if {Reception (Ve, B,)|| Timeout At; then

Broadcasting (Ve)

endif

If (Reception (Ve, Syi)) then

Adding (Ve, R)

10. processing (R) // aggregating and calculating the data

11. endif

12. Sending (@: computed result, P,)

13. Set (YA = yA,)

14. Sending (M, B,) // Measuring E,,,;, of ‘B’ to function instead of 'P,’

15. Setting (Epnin, Bs)

16. if {Reception (Ve, B,)|| Timeout At, then

17. set (yA' =K)

18. Sending (M, By) // Measuring E,;,, of ‘B’ to function instead of 'P,’

19. Setting (Ejnin, Bs)

©OoN A~ WN
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20.
21.
22.
23.
24,
25.
26.

endif

If Receiving message ( “Hello”, P;) then
Responding message (“I am still alive” By)
Measuring ( Enin, Bs)

Sending ( Ein, Bs)

Until (End of Ve)

endif

Furthermore, the protocol applies the sink error detection process that consists of the following steps.

The backup sink node checks each At time units periodically and also sends a "hello™ messages to
principal node to determine the status. Once B does not receive a response after fixed N number of
attempts, and then P; is declared as failure sink.

Once backup sink inquires the minimum energy level of principal sink node, and if it finds an energy
level of principal sink node is less than set threshold value '8’ of minimum energy. And then P, is
declared as failure sink node. This statement can be written as:

If E,pin < 0, thus Py is failure ‘R’.

Once, principal sink node is declared as a failure, then message is broadcasted in the entire network in
order to restrict the nodes to stop sending messages to failureP.

If error is detected in principal sink node, then error recovery process is initiated. As a result, B starts to store the
last state 'yA," of P, to avoid the energy consumption in order to improve QoS provisioning explained in
algorithm 3. Furthermore, Table 1 demonstrates the used parameters in the system.

TABLE 1: Showing used parameters with definition in the system model

PARAMETERS SYSTEM DEFINITIONS
Backup sink node that replaces the principal sink

B node in case of failure of principal sink node

Vp, MAC address of principal sink node

Enin Minimum energy

4 Initializing request

P, Principal sink node
Sink failure

R

R Sensed data table

) Threshold value that is set to measure the
minimum energy level of
sink node

S Sink (base station)

Snj sensor node j in WSN

Snk Sensor node k in WSN

Aty At,, At; and
At,

Different waiting times for principal node to
detect its failure state

Ve Interested queries

@ Computed result

yA checkpoint

yAs Stored checkpoint is used when detecting the

error state of the principal node
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yA, checkpoint table is used when principal sink node
gets failure; then backup sink node stores the
current status of principal sink node in this table

Algorithm 3: Replacement of Principal Sink node Py with Backup sink node Bg

NG~ WN PR

Initialization of variables (At;: waiting time for principal sink, At,: waiting time for principal sink
Initializing the waiting time and checkpoint table (Ats, At,, M)

If receiving ( €, PS) then

Sending (Vp_, P )

Repeat until message is delivered

endif

If At, occurs, then send (yA, Py )

endif

If (Ats occurs, then send a message ("Hello", P, )

. endif

. Ifreceiving (yA, P ), then store (yA, yA;)
. Until the end of the request

. endif

If not receiving (“I am alive”, Py ) || (¥A, Py ) || Emin < 8; then, error detection process starts
Broadcasting the message P is failure ‘R

. Storing yAg(yAy)
. Installing yA and Broadcasting (“I am Ps")
. endif

1. SIMULATIONS AND RESULTS

We have simulated the performance of sink failure avoidance protocol using ns-2.35-RC7[14] with Ubuntu 13.10
operating system. We have created realistic scenario that reflects the real WSNs phenomenon. The nodes are
randomly placed with uniform fashion in the area of 500 X 500 square meters. The initial energy of each sensor
node is set 8 joules. The bandwidth of the node is 250 kb/sec, and maximum power consumption for each sensor
node is set 13.6 mW. In addition, the sensing and idle modes have 12.4 mW and 0.45 mW respectively. Each sensor
node has the capability to broadcast data from -16 dBm to 11 dBm power intensity.

The total simulation time is set to 35 minutes, and the pause time is set to 5 seconds for the initialization of phase

to warm the nodes at the start of the simulation. The obtained results demonstrate an average of 12 simulation runs.
The energy consumption pertaining to different radio modes and simulation parameters is summed up in Table 2.

Table 2. Summarized simulation parameters

Name of parameters Description
Transmission Range 30 meters
Sensors BT node sensors
Sensing Range of node 15 meters
Initial energy of the node 8 Joules
Bandwidth of node 250 Kb/Sec
Number of sensors 350
Number of sinks 2
Network size 500 X 500 m*
Packet transmission rate 25 Packets/Sec
Data Packet size 256 bytes
Simulation time 35 minutes
Initial pause time 5 Seconds
Transmitter energy 13.6 mW
Receiver energy 12 mWw,
Power intensity -16 dBmto 11 dBm
Location of principal sink (0, 550)
Location of backup sink (0, 530)
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The selected criteria for our protocol involve following metrics.

A

Initialization time

Initialization Time

Energy consumption
Recovery time

We determine the initialization time for sensor node, principal sink node and backup sink node depicted in Figure
2 and 3. In Figure 2, we use our sink failure avoidance protocol to detect the consumed time for initialization of
different number of sensor nodes. We have observed that when network size increases then initialization time
increases that prove the direct trade-off between initialization time and network size. Based on the result, we also

noticed very important point that the consumed time for first 50 nodes is slightly different from last 50 nodes.

Initialization Time (milliseconds)

Figure 2. Initialization time for different number of sensor nodes
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Figure 3. Initialization time for Principal sink node, backup sink node and sensor node at different topologies

The reason is this, the nodes have more energy for initializing the first 50 sensor nodes, but nodes run out their
energy for initializing the last 50 nodes.

However, time is not changed for each simulation runs. In Figure 3, we have calculated the initialization time for
sensor node, principal sink node and backup sink node at the different size of the network. We have observed that
network size increases, then initialization time for sensor node, principal sink node and backup sink node
increases in a different way. The principal sink node takes slightly higher initialization time as compared with
backup sink node and sensor node. The reason of the increase in initialization time of principal sink node is its
additional functionalities.

B. Energy Consumption

The sensor nodes in WSN are powered by limited battery resources. Thus, they require using the limited energy
budget. We have computed consumed energy for different components of sensor node e.g. CUP, LED, EEPROM
and Radio transceiver depicted from Figure 4 to 7. Each component of the sensor node consumes different energy
in network. We have observed that in Figure 4 and 5, principal sink node consumes more energy followed by
backup sink node, sensor node j and sensor node k for CPU and Radio transceiver components.
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Figure 4: Energy consumed for CPU on different sinks

The reason for the consumption of additional energy in case of principal sink node is to transmit additional data and
control packets. Whereas, backup sink node has responsibility to keep on monitoring the principal sink node on the
regular basis for replacement of principal sink node in case of its failure occurs that causes the energy consumption.
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Figure 5: Energy consumed for RADIO on different sinks
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Figure 6: Energy consumed for LED on different sinks

Figure 6 demonstrates the consumed energy for light emitting diode (LED) for principal sink node, backup sink
node, sensor node j, and sensor node k. In LED, principal sink node consumes less energy as compared with other
nodes. We have observed from Figure 4 to 6 that more energy is consumed for Radio transceiver and CUP. In
Figure 7, consumed energy for electrically erasable programmable read-only memory (EEPROM) is measured only
for backup sink node because principal sink node and other nodes do not require EEPROM. The reason of
consuming the energy for EEPROM is to monitor the principal sink node periodically.

728



ISSN 2320-5407 International Journal of Advanced Research (2014), Volume 2, Issue 9, 721-731

150

e e e e R W o W i i Ol i e i ey
'
'
'
'
'
'

Consumed Energy for EEPROM [Millijoule]

M AR P A P = P e e D A P A e A e S P o P R T PR el

50 100 150 200 250 300 350
Number of Nodes in Network
Figure 7: Energy consumed for EEPROM on different sinks

In Figure 8, we show the total energy consumed for all components of principal sink node, backup sink node,
sensor node j, and sensor node k. Based on the outcomes, we have observed that principal sink node consumes more
energy that is around 992.4 millijoules for CPU, but in our case, Radio does not consumes less energy in our case.
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Figure 8: Total energy consumed for different components of the sensor

C. Recovery Time

One of the key metrics is to determine the recovery time, when principal sink node got failure and replaced by
backup sink node. Therefore, simulation time and consumed energy are two significant constraints. We observe in
Figure 9, the recovery time that is the trade-off between the failure and recovery occurrences. We have observed that
principal sink node gets failure at 13.2 minutes, then backup sink node replaces the principal sink node for
improving the quality of service provisioning. In the case of replacement, much recovery is reduced. We further
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observe that the curve for principal sink node is balanced, and no information is retrieved because of the injection of
failure. The consumed energy for backup sensor node remains stabilized when it starts relaying rather than principal

sink node.
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Figure 9. Failure of the principal node and consumed energy using the different period
V. CONCLUSION

In this paper, we have introduced sink failure avoidance protocol for the detection and recovery of the sink errors.
This contribution aims to determine the normal activity and energy consumption level of sink nodes using SFA. The
SFA protocol provides the robust fault tolerance functionality to improve the quality of service provisioning by
replacing failure primary sink node with backup sink node. To demonstrate the validity of SFA protocol, we have
used network simulator-2.

Based on the simulation results, we observed that CPU consumed more energy as compared with other
components of sensor nodes that are very interesting discovery. Furthermore, another significant discovery is to
determine the EEPROM that is only used for backup sink node because it only monitors the failure of principal sink
node. We also validated that SFA also reduces the recovery time and energy consumption.
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