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Introduction:-

Now a days all kinds of peoples who uses the personal computers. They perform variety of task on it such as sharing
Jretrieving, manipulation etc. These kind of operations leads a attacks, computer crimes such as hacking. Because of
the attacks the peoples has a chance to loss their data or any information. To protecting and preventing

data from the attack we have to use the discipline as computer forensics .The computer forensics is emerged during
the time of investigating and recovering of digital evidences which is gathered from digital devices when
the  malfunctioning activity. Many forensics techniques are available to determine the forces of breaking and
entering into the system such as forensics document examination, the use of galvanoplastic compounds to preserve
footprints, ballistics and the dynamometer. The investigation of crime activities using some of the specialized
mechanisms or procedures is called forensics investigation.
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Fig.1(a) Activity Of Forensics Investigation.

Vulnerability is the flaw, many vulnerabilities are gathered from computer devices are documented into the common
vulnerability and exposure(CVE) database. The vulnerability management is used to recovering the information,
which are discovered from malfunctioning activity.

Vulnerability management uses the cyclical process of identifying ,classifying, remediating and mitigating the
vulnerabilities. To secure the computer system from various attacks is important to understand about the various
attacks. Various attacks has different motivation to breach the security of the system. Different categories of
attacks are: Denial of service attack breach the security of the system by making the system or network resource is
unavailable for the intended user. Attackers may enter wrong password continuously to cause the user account to be
locked. Otherwise the attacker make overload to the capabilities of the system or a network resource to block the
user at once. At that time, there may be a chance to get the information from the particular system by
attacker.Tampering is the process of modification on the information for malicious purpose. After that the
information may be used by any kind of user, they process with that malicious information .It may cause the
problems into their process or system. Best example of tampering is Evil Maid attack.

In Privilege escalation, attackers has some restricted access, if they enter into the system without authorization. The
privilege escalation describes a situation when the attackers access the system by fool it then escalate their privileges
to access the restricted data. Even they act as a root and have a unrestricted access to the system.

In government entities, the local and regional government infrastructure like traffic light control, police and
intelligence agency communications, financial systems, etc are may attacked by some criminal activities. The
attacker commonly breach the security of military computer systems for know about the military information.

"\\ O Malicious code 35%
| O Denial of service 293

|| B Access or credential abuse 1024
O Suspicious activity 12%
H Unauthorized access 13%
E Sustained probe/scan 2804

Fig.1(b)Categories Of Incidents.
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Computer protection, The counter measure is an action ,event, procedure, mechanism or device to minimize the
activity of threat, vulnerability, even an attack. It may discover the action from computer devices and reporting for
take the corrective action against the harmful process. The security management may be improved via a design,
hardware protection mechanism, secure operating system, secure codings, by responsing to breach.The knowledge
of this domain was used in our proposed system. In this proposed system, the attacked images are discovered from
digital devices and they are recovered from attack. Also providing the security to the image by using watermarking
mechanism.

In the earlier mechanisms, they also attempting to recovering the image from attack. But they not fully attain their
goal. According to the existing system, they attempt to generating a secondary image from the input image by
dividing the input image into number of blocks, randomly selecting the sub image and so after preprocessing the
input image. From the secondary image the features are extracted by using YC,C, color model, HSV color model for
identifying the attacked image. These kinds of color models are does not providing the stable values. It may vary
depending on their digital representation. So it cannot provide the optimal values for identification. There may be a
possible to identify the original image as attacked one. Earlier methods unable to identify the minor modifications
on the image caused by intruder. Also they cannot provide the similar values of same image, if the image is
rotated. So they do not obtain the rotation robustness. Some of they obtain rotation within particular degree. If we
attempt to apply any operation for temper detection, it may be fragile. To reduce these kinds of disabilities, we
propose the ring partition mechanism. In our proposed system, the input image is divided into number of rings. From
each ring the features are extracted by using CIE L*a*b* color space. Using that values the hash values are
generated for corresponding image. Then the values are compared to visually identical image’s hash value for
identify the attacked image. After that the original image will be watermarked by using specified algorithm for
improving the security of that image. This method can achieve rotation robustness with arbitrary angle.

Related work:-

Kang.L.W et.al [1] proposed a method, that only detecting the authentication of an image by generating the hash
values. The hash code is generated by compressive sensing based random projection after down sampling that
image. This technique cannot achieve the rotation robustness.

Lin.C.Yet.al[2]conclude the authentication strategy. In this approach, the JPEG image is encrypted with the help of
secret key. Then it produce the signature. At the receiver end, the signature and received image will be decrypted. If
the two values are equal, the image is considered as original one otherwise, hacked one.

Mongo.V et.al [3] exposed a clustering based approach to the image hashing for authenticate the image. In this
approach the features are directly extracted from the image. From that the intermediate hash codes are generated.
Then the final value is created by compress the intermediate hash code. This method also consider the authentication
only, does not has the care about hacked image.

Mongo.V et.al [4] discussed about the determination of hacked image. In this paper non-negative matrix
factorization method is used for generate the matrix values for randomly selected sub image of input image. Using
the matrix value it creates the hash code. The randomly selecting manner may be reducing the detecting technology
on attacked image.

Petitcolas.F.A.P et.al [5]describes the watermarking methodology to the image. The evaluation tool of watermarking
provides simplicity, customization and modularity also a choice of test, but it do not check the content representation
of the input image.

Swaminathan A et.al [6] discussed about the robust and secure hashing mechanism. But it achieve the rotation
robustness within the 5°~20°. If we attempt to exceeds that degree the image will be fragile. It is difficult to find the
minor modifications.

Tang.Z et.al [7] exposed a generation of hash values based on invariant moments of the image. In this, the input
image is converted to normalized image. Then the color image is converted to the HSI and YC,C, color spaces.
There is a need of two more color space conversions. After that the features are extracted based on its invariant
moments. It does not has the rotation robustness.
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Tang Z et.al [8] proposed ring based image hashing using non-negative matrix factorization. In this approach, the
input image preprocessed and then divided based on ring mannerism. From the rings, the secondary image is
formed by creating the number of strips. Then the features are extracted from the secondary image.

Tang.Z et.al [9] conclude detection of temper by using non-negative matrix factorization. In this approach, the noise
is filtered from the input image. Then the image is divided into number of blocks. From the blocks the features are
extracted and the similarities are checked by using hamming distances. It does not able to detect the minor changes
on the image. It resists the rotation robustness.

Tang Z et.al[10] discussed about the image hashing based on lexicographical framework. The features of image are
gathered and construct the dictionary. Then the image is divided into number of blocks. From the block the
intermediate hash value is generated with the help of dictionary details. The final hash value is generated by
compress the intermediate hash value. It will increase the computation burden.

Xiang.S et.al [11] proposed the histogram based image hashing scheme. In this scheme, the low pass filtering is
applied to the input image. Then the features are extracted from the image based on histogram values. From that the
hash values are created. But it has high computation cost.

Zhao.Y et.al [12] exposed robust image hashing based on Zernike moments. In this technique, preprocessing the
input image and then the local and global features are extracted from the normalized image. After that the hash code
is formed by using the features.

Proposed System:-

In our proposed system, the attacked image is identified from the input by using involved modules. Then the
identified image removed and the original one is secured from other attacks by using watermarking mechanism. The
modules includes preprocessing of image which performs filtering the noise from image. Then the image is
converted into CIE L*a*b* color space. After that the image was divided into number of rings. Each rings has the
same origin. From the ring required features are extracted by using CIE L*a*b* color space. Because this color
space only gives the stable value. By using these values, the hash values are created. Then the attacked image is
identified by checking the similarities between the hash values. For providing the security to the original image, the
watermarking is used.
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The modules of our proposed system are:-

Preprocessing:-

The input image has some addition of noise contamination or any modification of its digital representation. To
determine the digital modifications of various images we have to use the preprocessing mechanism. It includes three
different operations such as bilinear interpolation, Gaussian low pass filtering and color space conversion. The
output of this module as normalized image. Normalized image is nothing but the intensity of that image is adjusted
by using its pixels. The process of preprocessing as, the input image is converted into standard NxN size image for
supporting different sized images. Then the Gaussian low pass filtering is applied to that image. The filtering can
reduce the minor modification from the resized image. After that the color image is converted to CIE L*a*b* color
space for extracting the stable values for hash code generation. The component of CIE L*a*b* color space
represents, L* as lightness of image. Which is used for hash code generation. The values of L* component is more
stable compared to the components of YC,C, color space and HSI color space. a* and b* are chromaticity
coordinates of the image. The values of CIE L*a*b* color space are closely matches to the human perception level
of lightness.

Ring partition:-

In this module, the preprocessed image is divided into number of rings. The center of the image is considered as
origin of the ring. Each rings are divided based on the same origin. The number of rings of different images are
expected to be same. The image contents of each rings does not change after rotation, so only we choose ring
partition. From each ring the features are extracted, this property provides the chance to create hash values which is
resistant to rotation.

Feature Extraction:-

The statistical features of each image are extracted from each rings of them. The CIE L*a*b* color space is used for
providing the stable features for hash generation. To identify the visual content of rings, we have to determine the
four different statistics such as mean, variance, skewness and kurtosis. Using these statistics we have to generate the
hash values by using secure hashing algorithm. If any modification in the original image, however small changes it
must cause a changes to the hash value. So the hash values of original one and attacked one both are fully different.
Which is identified by checking the similarities between both hash values.

Similarity Checking:-

Checking the similarities between the hash values of both original and hacked images by using rough similarity
relation. The rough similarity relation is a tool for determine the similarities of two different values. The tempered
image has the different hash value compared with the hash value of original image.

Digital Watermarking:-

The watermarking mechanism is used for enhance the security to the original image. The steganography method is
implemented into our proposed system for provide security to the specified image by using stegano analyzer
algorithm. It prevents the image from the harmful attacks.

Conclusion:-

In this paper we have to analyze the hacked image by comparing hash values of visually similar images which has
the slight modifications. During analysis of attacked images improve the rotation robustness and also compared
with existing images using ring partition mechanism. Also we enhance the security of original image with the help
of watermarking scheme.In future, implement this project for supporting all kinds of image. Also improves the
capability of similarity checking for find hacked image, if the same hash value will be obtained.
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