ISSN 2320-5407 International Journal of Advanced Research (2016), Volume 4, Issue 3, 1630-1633

Journal homepage: http://www.journalijar.com INTERNATIONAL JOURNAL
OF ADVANCED RESEARCH

RESEARCH ARTICLE

ISSN NO. 2320-5407

MINING FRAUD DETECTION IN MOBILE APPS BY ANALYZING USER RATINGS AND RANKING.

Mr. C.KarthikME(CSE)*, Ms. S. Ramya ME(CSE)®.
1. Department of CSE, PPG Institute of Technology, Coimbatore, Tamilnadu.
2. Department of CSE, PPG Institute of Technology, Coimbatore, Tamilnadu.

Manuscript History: Discovering fraudulent mobile apps in mobile app market method we are
going to identify the fraudulent mobile apps by collecting three type of

Received: 14 January 2016 evidence and eliminating the fraud apps. Using this method app user can

Final Accepted: 25 February 2016

Published Online: April 2016 save their data and time because we are eliminating the mobile apps in our

market by collecting rating based evidence, review based evidence and
Key words: ranking based evidence from user who already download and used. After
Mobile Apps, rating and review, identifying the fraudulent apps.we are going to eliminate the fraudulent apps.
ranking fraud detection, historical The data aggregation is based on Leading event and Leading session.

ranking records, data aggregation,

*Corresponding Author

Copy Right, 1JAR, 2016,. All rights reserved.

Introduction:-

Now-a-days the number of apps are developing by apps developers. Apps developers are developing many kinds of
apps for many purpose. In apps store two kind of categories are there. That are “Top paid apps” and “Top free
apps”. Now-a-days many fraudulent apps are spreading in apple or apps store. In our project,We are going to find
out the fraudulent apps based on three type of evidence, which are rating, review, ranking. And also based on this
fraudulent apps are eliminated from our web page and finding out the active user.

Initiallycreating the web page to get apps details by registering apps by developer. Based on the users response
admin will collect the evidence using OLAP method we are going to aggregate the data which is collecting from
user. After aggregation administrator going to picking out the fraudulent apps and eliminating that apps. Draw the
chart using the aggregating data for easy identification. Using this user can identify the fraudulent app and original
app. And they can save their data and money which they are paying in case of paid app.
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In the literature survey, there are some works related to detection like spam detection, online review spam detection.
LatentDirichletallocation describes explanation of challenges of modeling text collection and other collections of
discrete data. By using novelty detection, summarization, and similarity and relevance judgments, the large number
discrete data are briefly described.In next literature model building is a major task of opinion spam analysis.In
Supervised Rank Aggregation, better one will generate by combining results of entity’s ranking from multiple
ranking functions. Based on these existing we going to proposed that detecting the fraudulent apps in mobile apps
market. But we have some challenges in it. Which are Ranking fraud, Rating fraud does not happen always. So we
want to detect the fraud when it happens. Detecting Ranking and Rating fraud mobile apps is difficult. So automatic
fraud app detection is only way to detect fraud app from multiple Ranking and Rating.

Mining leading event and leading session for mobile apps:-

In this section We are going to identifythe leading event and leading session of mobile apps from their historical
Ranking records. We are consider the app leaderboard with respect to “Top paid apps” and “Top free apps”.
Leaderboard apps of will update periodically for example: Daily bases, weakly bases or constant time period bases.
Therefore, each mobileApp has many historical ranking records, mobile App acan bedenoted as a time series,
Roe={ra,..1a,...T,a}, Where 71,2 € {1,...,K,} is the ranking of app aat time stampt; +codenotes app ais not
ranked in the top list (K).n denotes the numberof all ranking records. Note that r;ais a smaller value. It has higher
ranking position.By analyzing the historical ranking records of mobileAppsare not always highly ranked in the
leaderboard but only in some leading events.

Definition 1 (leading Event):-

Ranking threshold K*€[1,K],Leading event (e) of a contain time limit T.=[t°a. t%nq] and ranking of a.which
satisfies rag <K*<ragq; andrigg<K*<ragq.; Moreover V€ (t s tPend), We have ra <K*.
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we apply apps a ranking thresholdK* which is usuallysmaller than K here K may be very big (e.g., morethan 2,000),
and records below K*(e.g., 100).which are not very useful for detecting the ranking manipulations.

Definition 1 (leading Session):-

A leading session s of app a time range T=[t*qar tend] and nadjacent leadingEvents {es,...,e}, Which satisfies s =
1%, tona = €swrand there is no other leading session s* that makes T,<T..meanwhile,V; € [1.n), we have (t**. .
teend)<(2)-

Mining leading session:-
In this section we are mining the session valuesleading event€ and session (s) as tuples <€(t%an ,teend> and <ty
teng>respectively, where E is the set of leading events insession s.

Algorithm 1 Mining Leading Sessions

Input 1: a's historical ranking records R,;
Input 2: the ranking threshold K*;

Input 2: the merging threshold ¢;
Output: the set of a's leading sessions S,,;
Initialization: S, = {);

L B =0e=0a=0thum=0
for each ¢ € [1, |1, || do
ifr! <K" and t5;,,, == 0 then

2:
3
4 !:hnt tlfl

5  elseif r! » K* and (5, # 0 then
: / /found one event;

7: tend = iz € =< Gpare bend )
8

9

if £, == 0 then

Al PR 1 - 48 s - :
h"—“ € t,«tan l‘tarutend endr

10; else if (15,0 — t5,4) < ¢ then

11 Eu=gt =t

12 else then

13 [ /found one session;

14: gttt By

5. SaU = 8; 5 =015 a new session;

16: E' o {P}r ":Inrl = '-.:fn.'lr. !':nd b t:r.d;
17 toart = 0; € = { 15 2 new leading event;

18 return §,

Data aggregation:-

By using WRP Algorithm data aggregation in perform, Based on the page popularity by taking into consideration of
both the outlinks and inlinks of the pages WPR decides the rank score. WRP algorithm provides high value of rank
and doesn’t equally divide the rank of a page among it’soutlink pages. Based on its popularity only every outlink
page giving a rank value.First step of the Algorithm is Find rich hyperlinks website, because the weighted
PageRank and WPR (VOL) methods rely on the web structures. Next Then generate the web map from the selected
website. Then Win (v,u) for each node present in web graph is calculated by applying the equation.
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Wm _ n

Where
Based on the number of inlinks of all reference pages of page v,Win(v,u) is the weight of link(v, u) calculated. the
number of inlinks of page u and.

WPRM(H) = (1 - d) + dEz:EE(u]

R (m) denotes the reference page list of page m.
By using the proposed formula to calculate the PageRank value of the nodes present in web graph

L WER, (e )W
TLir)

Where

u represents a web page,

Biu) 15 the set of pages that point to u,

d, 18 the dampening factor.

WPR, (w) and WPR  (v) are rank scores of page u
and v respectively,

L, denotes number of wistts of link which 15 pointing
page uform v,

TL{v) denotes total number of wistts of all links
present of v,

Repeat proposed formula final step will be used recursively until the values are to be stable.
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