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Discovering fraudulent mobile apps in mobile app market method we are 

going to identify the fraudulent mobile apps by collecting three type of 

evidence and eliminating the fraud apps. Using this method app user can  

save their data and time because we are eliminating the mobile apps in our 

market by collecting  rating based evidence, review based evidence and 

ranking based evidence from user who already download and used. After 

identifying the fraudulent apps.we are going to eliminate the fraudulent apps. 

The data aggregation is based on Leading event and Leading session.  
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Introduction:- 
Now-a-days the number of apps are developing by apps developers. Apps developers are developing many kinds of 

apps for many purpose. In apps store two kind of categories are there. That are “Top paid apps” and “Top free 

apps”. Now-a-days many fraudulent apps are spreading in apple or apps store. In our  project,We are going to find 

out the fraudulent apps based on three type of evidence, which are rating, review, ranking. And also based on this 

fraudulent apps are eliminated from our web page and finding out the active user. 

 

Initiallycreating the web page to get apps details by registering apps by developer. Based on the users response 

admin will collect the evidence using OLAP method we are going to aggregate the data which is collecting from 

user. After aggregation administrator going to picking out the fraudulent  apps and eliminating that apps. Draw the 

chart using the aggregating data for easy identification. Using this  user can identify the fraudulent app and original 

app. And they can save their data and money which they are paying in case of paid app. 
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Fig1.1 framework of mining fraud detection in mobile apps 

 

In the literature survey, there are some works related to detection like spam detection, online review spam detection.  

LatentDirichletallocation  describes explanation of challenges of modeling text collection and other collections of 

discrete data. By using  novelty detection, summarization, and similarity and relevance judgments, the large number 

discrete data are briefly described.In next literature model building is a major task of opinion spam analysis.In 

Supervised Rank Aggregation, better one will generate by combining results of entity’s ranking from multiple 

ranking functions. Based on these existing we going to proposed that detecting the fraudulent apps in mobile apps 

market. But we have some challenges in it. Which are Ranking fraud, Rating fraud does not happen always. So we 

want to detect the fraud when it happens. Detecting Ranking and Rating fraud mobile apps is difficult. So automatic 

fraud app detection is only way to detect fraud app from multiple Ranking and Rating. 

 

Mining leading event and leading session for mobile apps:- 
In this section We are going to identifythe  leading event and leading session of mobile apps  from their historical 

Ranking records. We are consider the app leaderboard with respect to “Top paid  apps” and “Top free apps”. 

Leaderboard apps of will update periodically for example: Daily bases, weakly bases or constant time period bases. 

Therefore, each mobileApp has many historical ranking records, mobile App 𝑎can bedenoted as a time series, 

R𝑎={𝑟1a ,…𝑟𝑖a ,…𝑟𝑛a}, Where  𝑟𝑖a ∈ {1,… ,𝐾,∞} is the ranking of app 𝑎at time stampti. +∞denotes app 𝑎is not 

ranked in the top list (K).n denotes the numberof all ranking records. Note that 𝑟𝑖a is a smaller value. It has higher 

ranking position.By analyzing the historical ranking records of mobileAppsare not always highly ranked in the 

leaderboard but only in some leading events. 

 

Definition 1 (leading Event):- 

Ranking threshold K*∈[1,K],Leading event (e) of  𝑎 contain time limit Te=[t
e
start ,t

e
end] and ranking of 𝑎.which 

satisfies r𝑎start≤K*<r𝑎start-1 ,andr𝑎end≤K*<r𝑎end+1, Moreover  ,∀tk∈(t
e
start ,t

e
end), we have 𝑟𝑘a ≤K*. 
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we apply apps 𝑎 ranking thresholdK* which is usuallysmaller than K here K may be very big (e.g., morethan 2,000), 

and records below K*(e.g., 100).which are not very useful for detecting the ranking manipulations. 

 

Definition 1 (leading Session):- 

 A leading session s of app 𝑎 time range Ts=[t
s
start ,t

s
end] and nadjacent leadingEvents {e1,…,en}, which satisfies t

s
start = 

t
e1

start, t
s
end = t

en
start.and there is no other leading session s* that makes Ts≤Ts*.meanwhile,∀i ∈ [1.n), we have (t

e+1
start - 

t
e
end)<∅. 

 

Mining leading session:- 

In this section we are mining the session valuesleading event€ and session (s) as tuples <∈(t
e
start ,t

e
end> and <t

s
start 

,t
s
end>respectively, where Es is the set of leading events insession s. 

 
 

Data aggregation:- 
By using WRP Algorithm data aggregation in perform, Based on the page popularity by taking into consideration  of 

both the outlinks and inlinks of the pages WPR decides the rank score.WRP algorithm provides high value of rank 

and doesn’t equally divide the rank of a page among it’soutlink pages. Based on its popularity only every outlink 

page giving a rank value.First step of the Algorithm is Find  rich hyperlinks website, because the weighted 

PageRank and WPR (VOL) methods rely on the web structures. Next Then generate the web map from the selected 

website. Then Win (v,u) for each node present in web graph is calculated by applying the equation. 
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Where 

Based on the  number of inlinks of all reference pages of page v,Win(v,u) is the weight of link(v, u) calculated. the 

number of inlinks of page u and.  

R (m) denotes the reference page list of page m.  

By using the proposed formula to calculate the PageRank value of the nodes present in web graph  

 

 

 

 
Repeat proposed formula  final step will be used recursively until the values are to be stable. 
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