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Email is one of the most modern and widely used means of communication 

nowadays, mainly due to its efficiency, low cost, and compatibility of 

diversified types of information. However, spammers are continuously 

crawling the Web for email addresses available at Web pages, so that more 

and more and more  people can be reached, thus eroding away much of the 

attractiveness of email communication. Not only Spam frustrating for most 

email users, it strains the IT infrastructure of organizations and costs 

businesses billions of dollars in lost productivity. The proposed approach 

discovers patterns hidden in the message, and then it builds a classification 

model by exploring the associations among the discovered patterns. 
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Introduction:- 
Email provides a perfect way to send millions of advertisements at no cost for sender and this is the reason mail 

boxes are cluttered with spam [1]. But whatever it is, spammers have to deliver their message to the user. This fact 

makes the message itself a weak point of the spammer. Therefore we propose a content based spam detection 

technique. The proposed system shall make use of naïve baye’s filtering algorithm, therefore, the words in the 

subject will be compared with those are compared with the words stored in the database; if match is found then the 

mail will be discarded. Further, if a match is not found, lazy associative classification rule is applied and a 

classification model is developed on the basis of content of the message to find out whether the mail falls under 

spam or legitimate class. 

 

Existing System:- 
Lazy Associative Classification Rule:- 

Classification aims to map a data instance to its appropriate class or label. In associative classification the mapping 

is done through an association rule with the consequent restricted to the class attribute. Eager associative 

classification algorithms build a single rule set during the training phase, and this rule set is used to classify all test 

instances. Lazy algorithms, however, do not build a rule set during the training phase; the rule set generation is 

delayed until a test instance is given. 

 

 Definitions:- 

[ITEMSETS] 

For any set X, its size is the number of elements in X. 

Let I denote the set of n natural numbers 

{1, 2,. . .,n}. Each x∈ I is called an item. A non-empty subset of I is called an itemset. An itemset of size k, 

X={x1,x2,…xk} is called a k-itemset. We say that X contains Y if Y ⊆X.[1].  
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 Training and tests instances:- 

A data instance Ti is an itemset where I is a natural number called instance identifier or tid. A dataset D is a finite set 

of instances, and it is divided into two partitions, 

 

D=Dseen ∪Dunseen, whereDseen is the set of training instances (i.e., the training data) and Dunseen  is the set of 

test instances(i.e., the test data). If Ti is followed by the class attribute c, then Ti∈ Dseen, otherwise Ti ∈ Dunseen. 

The support of an itemset X is the fraction of training instances that contain X, given as,  

σ(X) =   Ti ∈ Dseen X ⊆ Ti   Dseen  …(1) 

 

The itemset X may appear too frequently in some 

 

classes, and too rarely in others. Weighted support is the support of X normalized by  the support of each class, and 

it is given as, by 

γ(X)  = σ(X ∪ c)σ(c) …(2) 

 

 Association rules:- 

An association rule is a rule with the form   𝑋𝜃, 𝜑, 𝜋 − −−→ 𝑐,  (3)     𝑋𝜃, 𝜑, 𝜋 − −−→ 𝑐, 

where c is the class attribute and X is an itemset (c /∈ X). The An association rule is a rule with the form 

Xθ,φ,π−−−→c,  where c is the class attribute and X is an itemset (c /∈ X). The rule, denoted as θ, is given by,  

𝜎 𝑋 ∪ 𝑐 𝜎 𝑋  4  1] 

 

The exclusiveness (or weighted confidence) of the rule, denoted as φ, is given by, 

𝛾 𝑋 ∪ 𝑐 𝛾 𝑋 ∪ 𝑐 + 𝛾 𝑋 ∪ 𝑐 …  5  

 

The higher the exclusion, strongly X is associated to class c. The conviction of the rule, denoted as π, is given by, 

𝜎 𝑋 × 𝜎 𝑐 𝜎 𝑋 ∪ 𝑐 … (6) 
 and measures implication[1]. It is directional and it is maximal (π=∞) for perfect implications, and it indicates when 

the rule does not hold anything more than expected (π= 1). A rule 

 𝑋𝜃, 𝜑, 𝜋 − −−→ 𝑐 7   
matches a data instance Ti if X ⊆Ti. 

 

Bayesian Classifier:- 

These types of classifier uses Bayes theorem, which states that 

 probability(cj | d ) = probability(d | cj ) probability(cj) probability(d). 

 probability(cj | d) = probability of instance d being in class cj, This is what we are trying to compute. 

 probability(d | cj) = probability of generating instance d given class cj, We can imagine that being in class cj, 

causes you to have feature d with some probability. 

 probability(cj) = probability of occurrence of class cj, This is just how frequent the class cj, is in our database. 

 probability(d) = probability of instance d occurring[2]. It does not hold much importance, since it is the same 

for all classes. 

 Assume that we have two classes c1 = male, and c2 = female.  

 We have a person whose sex we do not know, say  “joe” or j. Classifying drew as male or female is equivalent 

to asking is it more probable that d is male or female, i.e which is greater probability(male| joe) or 

probability(female| joe). 

 probability(male| joe) = probability(joe | male) probability(male)/probability(male). 
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Proposed system:- 

 
 

Fig: Classifier using proposed  approach. 

 

In the proposed system we make use of features of both the algorithms inorder to cause a better impact on 

classification process. There are two general approaches to mail filtering: knowledge engineering (KE) and machine 

learning (ML). In the former case, a set of rules is created according to which messages are categorized as spam or 

legitimate mail. [4] 

 

Naïve Bayes is a generative classification method that is based on Bayes theorem. It calculates the prior probabilities 

of each class and probabilities of each attribute in each class. It assumes that the probabilities of each attribute are 

independent of each other. At the time of classification it uses the prior probabilities of each class and the 

probabilities of the observed attributes. The class with highest probability is assigned to the instance being 

classified. 

 

The proposed system introduces a novel content-based spam detection approach, which first uncovers patterns 

hidden in both spam and legitimate messages, and then it associates the discovered patterns with the corresponding 

class .Not only it uses words and links for classification of message, but it uses the combination of them. [7] This 

approach is efficient in terms of computational complexity, being able to classify more than one hundred messages 

per second. 

 

Association rules generation process is as given below, Given a set of messages D, and thresholds σmin and θmin, 

the task of generating association rules is to find all strong rules in D. This task can be divided in two steps:  

 

 Enumerate frequent patterns: The set of all patterns X for which 𝝈 𝑿 ≥ 𝝈 𝒎𝒊𝒏…  𝟕  is generated. 

 Generate strong rules: The set of all rules X → c for which X is frequent and 𝜽  𝑿 →  𝒄 ≥ 𝜽 𝒎𝒊𝒏  . .  𝟖  is 

generated.   

 

The system also provide a feedback facility in case of those words that are not found in the database and are 

expected to be a spam, in such situations user can report such words to the administrator. The administrator is 

responsible for development and maintenance of database. The administrator would perform an update operation in 

the database if he finds the reported word or link to be a spam. 
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Conclusion:- 
This paper reports a spam email detection method, where previous knowledge about spam emails is assumed in the 

form of set of links and words which are stored in the database. The motivation of this proposal of ours is due to the 

fact that spammers are persistently creating new strategies of spam emails, which may be completely different from 

the previous ones, to defeat the spam detection engines. In order for a spam detection engine to detection the new 

strains of spam emails, it has to operate without any knowledge about these new spam emails 
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