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Today, security is becoming more important as more WSN applications
are developed. In a sensor network, an attacker can easily physically
acquire and compromise the node, and such threats can be used to
inject false reports into the network. The Cluster-based False Data
Filtering Scheme (CFFS), a recently proposed security protocol,
divides the nodes into cluster units, and the nodes verify the report.
This scheme exhibits a high false report filtering performance, but does
not consider the regional environment. Further, this scheme consumes a
lot of energy in areas where no attacks occur. Energy management is

important because nodes are difficult to charge or replace after
deployment. This paper proposes an independent security threshold
setting method considering regional characteristics using a fuzzy
system to select appropriate security boundaries. In the fuzzy system,
the appropriate security threshold value is output considering the false
report ratio, ratio of the damaged key, and residual energy of the node.
Experimental results show that the proposed method improves the
energy efficiency by an average of 11.717% over CFFS.

Copy Right, 1JAR, 2018,. All rights reserved.

Introduction:-

Internet of Thing (IoT) applications using Wireless Sensor Networks (WSNs) have grown in number over the past
decade. 10T has various application domains such as transportation and logistics, healthcare, smart environments,
personal and social, and futuristic domains [1]. 10T can be configured based on a WSN, which consists of many
nodes and performs peer-to-peer communication between the nodes to transmit the event data to the sink node [2].
Military applications, one type of WSN applications, need a reliable multi-hop networking path from the source
node to the sink node because it collects important information [3]. As a result, filtering false data in this area is also
a very important issue. In particular, nodes have limited resources and may be subject to repetitive application layer
attacks or may malfunction due to energy exhaustion [4]. Generally, sensor nodes have limited capability and it is
difficult to supply or replace their power after deployment [5].
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Figure 1:-Wireless Sensor Network Overview

Figure 1 shows a schematic of the adversary detection situation in WSNs. When a sensor node detects an event, it
generates a report based on the corresponding information. Then, the sensor nodes transmit the report to the sink
node according to the determined routing path, and the sink node transmits the corresponding contents to the user or
network administrator via the Internet or satellites. However, sensor nodes are vulnerable to attacks because they are
deployed in open environments. False report injection attacks can be performed using keys from compromised
nodes. Research has been performed to prevent such threats [6-10]. The proposed Cluster-based False Data Filtering
Scheme (CFFS) verifies the report that is generated randomly, specifically using the contents of the report and the
key of the node [11]. The verification process is described in Section 2. The false report validation probability is
proportional to the number of Message Authentication Codes (MACS) included in the report. The number of MACs
included in the report is propagated before the nodes are deployed. Thus, a high number of MACs guarantees high
security for the network. However, as the number of MACs increases, the report size will also increase, which will
require a large amount of energy to transfer and receive the report. Therefore, since the number of MACs suitable
for each cluster is different, an independent threshold value should be set that considers environmental factors. This
paper proposes a method to determine the appropriate number of MACs according to the environmental factors of
the cluster and the network environment using fuzzy logic. The proposed method reduced the number of MACs in
areas with a low attack ratio and reduced the report capacity to lower the costs of sending and receiving data.
Alternatively, in regions where the attack rate is high, the number of MACs is increased in order to increase the
probability of en-route filtering. Therefore, the proposed scheme provides efficient network energy management
considering the security and node energy. Section 2 describes a false report injection attack process and CFFS. In
Section 3, the proposed scheme is introduced. Section 4 demonstrates the effectiveness of the proposed scheme
through experiments. Section 5 concludes the paper.

Related Works:-

This section introduces the false report injection attacks, the proposed scheme motivation and the operation of CFFS.
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False Report Injection Attack:-
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Figure 2:-False Report Injection attack Problems

Figure 2 shows an example of a false report insert attack. It is possible for attackers to physically compromise few
nodes and capture the node information. In addition, false reports can be created and injected into the network based
on the confidential information obtained by the compromised node. False report injection attacks have three critical
adverse effects on networks:

1. A node can consume unnecessary energy and deplete its energy.
2. Energy depletion of nodes hinders node routing, which prevents transmission of normal reports.
3. False alarms are generated that can require unnecessary actions of the user.

Cluster-based False Data Filtering Scheme:-

CFFS consists of five phases: the Pre-deployment and bootstrapping phase, Distributed key assignment phase,
Report generation phase, En-route filtering phase, and Sink verification phase [11]. In the Pre-distribution phase, the
CH nodes calculate the burden value and send it to the upstream node. This phase is determined by two factors:
distance to the sink node and number of paths. When a node detects an event, it generates a report as follows:

R:{e; Sy, Sy ...y Sy My, My, ..., M; 3/ MAC M; : Ki(e),

where e denotes event content, S; is the id of node;, and M; denotes the MAC. When an event occurs, the node that
detects the strongest signal is selected as the Cluster Head (CH) node. The CH node broadcasts the event content e
and informs its member nodes. The member node compares the content of e with its own content. If the contents of
the event are detected as the same, the member node generates a MAC with its own key. The CH node collects the
MAC generated from the member node and generates a report by attaching the MAC corresponding to the security
threshold value T. Finally, the report is sent to the sink node. During transmission, if the intermediate nodes have the
same key as included in the report, they generate and verify the MAC of the report. Later on, the sink node verifies
the integrity of the report by verifying all MACs using the global key pool.

Motivation:-

In CFFS, a report is generated by a CH node selected by a cluster-based filtering scheme. The probability of
verification of this report at the intermediate node is determined in proportion to the number of MACSs included in
the report. Therefore, if the node has a high security threshold, it has a high false report validation probability.
However, there is a trade-off between security and energy consumption of report delivery. If a false report is
detected through the verification node’s filtering or BS verification, the network risk increases, and if the security
threshold of all nodes is increased, the network maintenance time may be adversely affected. This is because, even
in pure areas, a lot of energy is required to send and receive reports. Therefore, the security threshold needs to be
adjusted based on the compromised key ratio per cluster.
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Proposed Scheme:-

Overview:-

If CFFS detects false reports through an intermediate verification node or BS validation, the source cluster of the
report is considered as corrupt. In the en-route phase of CFFS, it is checked whether the node belongs to the same
cluster. Therefore, a false report injection attack cannot be performed in the other cluster using the damaged node.
The proposed scheme uses these characteristics of CFFS to set the damage rate for each cluster and to increase the
probability of intermediate filtering of the false reports by assigning independent thresholds. As a result, the
proposed scheme will provide sufficient security power for the cluster environment and increases network lifetime.

Detailed Procedure:-
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Figure 3:-Proposed Scheme Overview

Sink nodes are more likely to receive false reports if they are configured with low thresholds in an environment with

high attack rates. If the intermediate verification node detects a false report, it notifies the sink node.

1. The sink node executes the fuzzy system when receiving the message about false report detection or the set
period. The fuzzy system collects environmental factors from nodes and uses them as inputs.

2. Inthe fuzzy system, a new threshold value is derived, and this value is propagated to the damaged cluster.

3. The cluster head node that receives the message sets a new threshold value.

4. If a false report is generated in the compromised area, the false report can be dropped early with an enhanced
detection power. In areas with low attack rates, it also reduces the size of the report, saving energy between
transmissions. The threshold updating frequency is also an important issue, but it is beyond the scope of this

paper.

875



ISSN: 2320-5407 Int. J. Adv. Res. 6(7), 872-879

Fuzzy System:-
Fuzzy Membership Function:-
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Figure 4:-Fuzzy Membership Function

The proposed fuzzy system has three membership functions.

1. False Traffic Ratio (FTR): The risk of clusters can be measured through the percentage of false reports. A
higher cluster risk indicates a higher attack frequency in the cluster.

2. Residual Energy (RE): Since the sensor nodes have limited energy resources, an increase of the security
threshold should be decided on by considering the energy level of the node.

3. Compromised Key Ratio (CKR): If the ratio of the compromised key increases, the probability of verifying the
forged report decreases. Therefore, the threshold value should be determined considering the compromising ratio
of the key. The variables of the fuzzy membership function are as follows:

4. False Traffic Ratio (FTR) : { Low (F_L), Middle (F_M), High (F_H) }

5. Residual Energy (RE) : { Very_Low (R_V_L), Low (R_L), Middle (R_M), High (R_H), Very_High (R_V_H) }

6. Compromised Key Ratio (CKR) : { Low (C_L), Middle (C_M), High (C_H) }

7. Threshold (TH) : { THRESHOLD1, THRESHOLD2, THRESHOLD3, THRESHOLD4, THRESHOLDS }

Fuzzy Rules:-

Rule No. IF THEN
FTR CKR RE TH
01 F L CL EV L TH1
02 F L CL E L TH1
03 F L CL EM TH1
15 F L CH EVH TH3
16 FM CL EVL TH2
17 FM CL E L TH3
35 FH CL EVH TH4
36 FH CM EV L TH3
37 FH CM E L TH3
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43 FH C H E M TH4
44 FH C H EH TH5
45 FH C H EVH TH5

Table 1:-Fuzzy Rules for Propose_d Scheme

Table 1 shows some of the fuzzy rules for the proposed scheme. A total of 45 rules are used in the proposed fuzzy
system. In addition, there are 3 inputs for fuzzification, and the Mamdani model and center of gravity are used for
defuzzification [12-13]. The Inference Engine outputs a new security threshold value considering the 45 rules in
Table 1, False Traffic Ratio, Compromised Key Ratio, and Residual Energy. When the attack rate, i.e., the ratio of
the damaged key, is low and the amount of residual energy is small, a small security threshold value is selected that
can reduce the report delivery cost while providing minimum-security power.

Experimental results:-

In this section, the CFFS and proposed scheme are experimentally analyzed in terms of the energy management and
detection rate. The Network Area for the Experiment is set to 1,000 x 1,000 m? and 3000 nodes are randomly
deployed. 100 nodes among these are randomly chosen for CH nodes and 10 nodes are chosen as compromised
nodes. The Mica2 node is considered for the proposed experiment [14]. 16.25uJ and 12.5uJ of energy are consumed
while transmitting and receiving a byte, respectively. Every member nodes consume 15uJ and 75uJ for MAC
generation and report validation, respectively. The node’s routing path is established with directed diffusion and
GPSR during the node distribution phase [15-16]. The sizes of the report and MAC are 24 and 1 bytes, respectively.
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Figure 5:-Energy Consumption and Efficiency versus FTR

The performance comparison between the existing scheme and the proposed scheme is shown in Figure 5. We
generated 5000 events at random locations and analyzed the energy consumption of the nodes. When the false report
rate is 0%, the fuzzy system does not operate and therefore shows the same energy consumption as the existing
CFFS. However, starting from when the false report injection attack occurs, the detection rate is improved by
adjusting the security threshold value to the cluster range in the proposed method. The following is the experimental
results of the energy consumption according to the attack rate. The proposed method improves the energy efficiency
by 11.717% on average compared to the original CFFS.
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Figure 6:-Energy Consumption and Efficiency versus Number of Keys

Figure 6 shows the energy consumption and its efficiency according to the number of distributed keys at a 50%
attack ratio. The amount of energy consumption increases while the number of distributed keys increases. However,
the proposed scheme shows better performance than the existing scheme. Experiments on energy consumption
according to the number of keys showed that the average energy efficiency increased by 7.045%.

Conclusion:-

Zhixiong et al. proposed CFFS to prevent false report injection attacks. In CFFS, nodes are configured on a cluster
basis to verify reports. The attack ratio may be different from each cluster. Therefore, for efficient-energy
management, a method of constructing a dynamic threshold value for each cluster is needed. This paper proposes an
adaptive security threshold setting method by applying fuzzy logic according to the cluster environment for CFFS.
In the proposed method, different security boundaries are set for each cluster to maintain proper security and show
efficient energy management.
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