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This article analyzes the concept and significance of information 

technologies, forms of information use, the role of networks, electronic 

communication services and expertise in combating crime. The author 

defines concepts and classification of forensic computer expertise as 

computer-programming expertise, computer-network expertise, 

computer-information expertise, computer-technical expertise and 

computer-digital expertise. The article analyzes the classification of 

technical means as computers, laptops, smartphones, printers, scanners, 

cameras, mobile phones, GPS navigators, media, cash equipment with 

fiscal memory and determines the features of their traces. The analysis 

resulted in proposals for improving the norms of the national criminal 

procedure legislation in the field of detection, fixing of evidentiary 

information stored on the Internet resources or in other technical means 

and conducting forensic computer examinations. 
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Introduction:- 
The development of modern technologies in the field of telecommunications allows criminals to commit serious and 

especially felonies with impunity, to obtain profits, but it is sometimes impossible to collect sufficient evidence to 

bring them to criminal responsibility. The practice of combating transnational crime requires not only improved 

means and methods of combating it, but also the creation of new procedural mechanisms for providing legal 

assistance in criminal cases
1
.  The analysis of investigative and judicial practices shows that new technical 

developments are being successfully used in the system of means and methods of evidence in criminal cases. In spite 

of the law enforcement difficulties, there is considerable experience in the field of criminal justice in the application 

of audio, video and other technical means that allow to objectively and accurately record the entire process of 

evidence and evidence in the criminal case. Scientific and technological progress is not stopping, and today 

scientists and legislators predict the prospects for the early normative consolidation of the order of using such new 

technical developments as video conferencing (video communication), a strain-gauge platform for assessing the 

stress psychophysical state of man, systems for conducting "electronic" criminal cases, video protocols, an 

electronic judge and conducting forensic computer expertise.  

 

Forensic computer examination refers to the section of engineering and technical expertise. The purpose of this 

examination is to determine the status of the computer, its functioning as an information medium. The examination 
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is conducted including the computer and performing inspection of the content in the presence of a specialist, 

understandable, investigator, investigator or court. If the investigative action (inspection) is executed without 

violations of the criminal procedure code, the computer can be used as material evidence in the criminal case. 

 

Methods:- 
Several important points are taken into account when conducting the examination, so the procedure is carried out in 

several stages. In the first stage, only a visual inspection is applied: The system unit, the monitor and other 

components. In the second stage of the computer's examination, technical means are used to detect hidden 

defects. In this case, electrical, mechanical systems, units, instruments and devices are studied. The timing of the 

computer's examination usually depends on the type of examination. If the range of questions for the study is not 

outlined, then the expert conducts a comprehensive examination. In the course of the study, the expert is sure to 

identify the fact that the computer's operating time and intensity are the same. Depending on this, you can identify 

all the questions you are interested in. Only a person with qualifications corresponding to the status of an expert can 

conduct forensic computer examination. The progress and results are recorded in a special document called the 

expert's conclusion. The Code of Criminal Procedure allowed the appointment and production of studies before the 

initiation of a criminal case, which allows more rapid study of carriers and the capture of evidence information.  

 

Discussion:-  
Forensic computer examination is divided into the following types: 

1. Computer-programming expertise; 

2. Computer-network expertise; 

3. Computer-information expertise; 

4. Computer-technical expertise; 

5. Computer-digital expertise. 

 

Forensic computer examination may concern its program part. That is, computer-software expertise considers the 

software development that was used in it. Software testing identifies the following information: 

1)  software components; 

2) access protection; 

3) formation of functional problems; 

4) a single algorithm of programming products; 

5) evidence of counterfeit products; 

6) use of devices in project research; 

7) availability of the initial files in the media; 

8) program name and type. 

 

The computer-network expertise includes testing of network technologies. For this study, the expert will need data 

such as the telecommunications and network technologies used. Internet technologies should be mentioned 

separately. Research into this aspect can examine the computer connected to the Internet and the network of 

computers. What kind of services the network used when using the Internet is also an important question. This 

expertise is more extensive and requires attention to several issues, such as: 

1) international network security; 

2) sent and received messages; 

3) characteristics and significance of networks; 

4) bookmarks; 

5) bans; 

6) indecent; 

7) configuration changes; 

8) use of hardware; 

9) annexes; 

10) all users. 

 

The computer and information expertise considers the information development used in it and identifies the 

following information: 

1) type of record of information; 
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2) peculiarities of use; 

3) access to information; 

4) types and characteristics of information; 

5) user information; 

6) information security features; 

7) preliminary information; 

8) changes and place of information; 

9) attempt to information; 

10) historical file movement 

11) observance of operating rules; 

12) saved files; 

13) integrity of information; 

14) changes to the media. 

 

Unlike forensic studies, computer and technical expertise is a subtype of forensic expertise that answers questions 

relevant to the case within the strict framework of legislation: 

(1) computer system installation; 

2) chronological order of use; 

3) damage; 

4) technical characteristics; 

5) model; 

6) time limits; 

7) value in the computer system. 

 

The objects of computer and technical expertise can be: 

1. hardware: computers, laptops, mobile phones, equipment, servers, workstations, etc., as well as their peripherals 

and accessories; 

2. software, including its source code; 

3. information objects (data): text, graphics, audio and video files, electronic documents, databases, log files, etc. 

 

Digital and computer expertise is a subset of forensic expertise that answers questions based on digital accounting. 

The objects of computer and digital expertise can be computers, laptops, smartphones, printers, scanners, cameras, 

mobile phones, GPS navigators, media, cash equipment with fiscal memory
2
. 

 

Questions for forensic computer examination are asked by the person or body appointing the forensic examination, 

but for drafting questions a specialist may be involved. The involvement of a specialist guarantees that no questions 

that are not within the competence of the expert will be raised to the permission. This is extremely important, since 

it may result in the recognition of such an answer or of the entire conclusion being invalid if the answer to a question 

is not within the competence of the competent authority. In some cases, the expert institution is indicated when the 

examination is performed. In the Expert Center, experts divide the work on specialization, and then summarize the 

information obtained. Thus, the examination includes a rather specific concept, which includes a lot of requirements 

and factors. 

 

The expert is obliged to ensure the safety of the submitted objects of investigation and materials of the case. 

However, there are currently storage media that cannot be accessed without modifying their content. For example, 

mobile devices, etc. In this case, the investigator, investigator or court must be authorized to make changes that do 

not cause damage or destruction of the object or part of the study. The relevant authorization may be specified in the 

order of appointment of forensic computer examination or obtained by the court or investigator, the investigator of 

the special application. 
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The second examination on the same issues is appointed in cases of doubt about the validity of the expert's 

conclusion or the existence of contradictions in the conclusions of the expert (or expert Commission). Such 

examination shall be appointed by another expert or expert Commission. 

 

Additional examination is appointed in case of insufficient clarity or completeness of the expert's conclusion, as well 

as in case of new questions regarding the previously investigated circumstances of the case. The examination is 

assigned to the same or another expert. The previous participation of an expert in the proceedings as an expert or 

specialist is not a reason for his withdrawal. The question of involving a person as an expert, if it had previously 

conducted a contract study from one of the parties, should be decided in the light of legality. Very often, a specialist 

is interrogated as a witness, which excludes his further participation in the case as an expert on formal grounds. The 

Commission examination is performed by two or more experts of one specialty. A complex examination is 

appointed if it requires experts of different specialties. 

 

At present, the disclosure and investigation of computer-related crimes cannot be carried out without the use of 

special knowledge in the field of modern information technology. Computer means - modern means of providing 

automated information systems and information technologies - software, technical, information, etc., used or created 

during the design of information systems and ensuring their operation. Scientific and technical means, in principle, 

can successfully organize an investigation, but cannot do without the help of a specialist in the collection and study 

of evidence. The peculiarities of the detection and research of criminally significant computer information are 

connected, first of all, with the fact that this area of special knowledge includes a number of sufficiently diverse 

science-intensive directions (electronics, electrical engineering, information systems and processes, radio 

engineering and communication, computer technology (programming) and automation). The crimes in question are 

often patentless, leave no visible traces and are complex in terms of disclosure and collection of evidentiary 

information in connection with the widespread use of remote access and data protection. 

 

The main procedural form of the use of special knowledge in these cases is forensic computer examination. It is 

expert research that provides the results with the greatest evidentiary value in the study of hardware, software and 

computer information
3
. 

 

R. S. Belkin, divides the traces into: Material (in material evidence) and ideal (in the memory of the victim or 

witness)
4
. 

 

V.A.Meshcheryakova and A.N.Kolychev define virtual traces, "electron-digital trace" as criminally significant 

information expressed by means of electromagnetic interactions or signals in a form suitable for processing with the 

use of computer technology, as a result of creation of a certain set of binary machine code or its transformation, 

expressed in modification, copying, removal or blocking, fixed on a material carrier, without which it cannot exist
5
. 

The basis of the mechanism for the formation of traces of the category under consideration is their electronic-digital 

display, which occurs in artificially created environments: The memory of electronic media, information-

telecommunication networks, communication channels, information systems. The main objects of the fixation from 

the point of view of the evidentiary value are IP address, MAC address, log files, cached application data, history or 

logs of the users' work contained in the computer system, on the server of the organization and provider, files, their 

physical addresses, names, details of connections. The record of evidence stored on the Internet should be presented 

in the form of a consistent and complete chain of information reflected in the procedural documents (such 

investigative actions as search, seizure and examination of the scene of the incident). 

 

Taking into account the positions of D.A. Ilyushin and A.L. Osipenko
6
, the provisions included in the doctrine of the 

fixation of evidence information, as well as the features of the functioning of the Internet network, identified the 
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main objects of fixing evidence information placed on the resources of the Internet, which are recorded in a certain 

way, including: 

 

a procedural component, the content of which is the protocol form established by the criminal procedure legislation, 

as a reflection of the situation, actions, phenomena and verbal signals; 

 

a technical-criminally component containing graphic (plans, schemes, drawings, graphics, drawings), subject 

(removal of objects in full or their parts, making of casts, layouts, prints) and visual-like (photography and video, 

screenshots) forms of fixation
7
. 

 

The analysis of the theoretical aspects of the fixation of evidence stored on the resources of the Internet made it 

possible to conclude that further recommendations on fixing the relevant information, which in the future can have 

evidentiary significance. One of the properties of electronic-digital traces is the possibility of their easy duplication 

without changing the original data source, as well as the possibility of creating an unlimited number of easily and 

quickly modified duplicates of information, and you can destroy a fairly large amount of information in a rather 

short time interval. It is believed that it is incorrect to divide electronic-digital traces into traces arising on electronic 

computers and traces found on the global Internet, since the Internet is, in fact, a system of communication networks 

and a set of technical means that unite various computer systems, and therefore it can be considered as a means of 

transmitting information. With ponoscopic and genomic traces, using technical means, the information located on a 

material medium is transformed in such a way that a person can perceive it visually, audial or otherwise. Therefore, 

despite the fact that computer information does not have physical parameters inherent in material objects, it has 

certain fixed characteristics that significantly differ from ideal traces, such as volume (size), format (type of 

information), location information (particulars of placement on the carrier), time (creation, modification, use, 

destruction), etc., as well as a number of other properties, such as objectivity, reliability, completeness, accuracy, 

relevance, utility, etc., traces can serve not only transformed objects, but also recorded information about the 

progress of their transformations, and often they will play an equally important role in the evidentiary process. 

 

Without analyzing the information about the means of its modernization, the time, the subjects of reference to this 

file, it is impossible to get a full idea of the event and criminalally information. In turn, the mechanism of 

investigative education in information networks depends on a number of factors: 

1. factors independent of the identity of the victim or the offender; 

2. factors directly dependent on the identity of the victim or the offender. 

   

Conclusion:-  
Thus, unlike the criminally doctrine of follow-up education, where the main factor is the mechanical contact 

interaction of the following and the following objects having physical properties, when forming digital traces, due to 

the lack of the physical shape of the object, it is possible to fix only changes at the level of electromagnetic 

interactions of the digital signal, which can be revealed only by means of technical means, which transform the 

electronic-digital model of the object into a view accessible for human perception. In each case, it is necessary to 

identify the information environment, due to certain rules and algorithms, in which information was processed, 

where this information will be criminally information, and not a set of coded symbols that do not represent practical 

value, in order to identify traces.  

 

The work on creation of mechanisms of investigation of evidence information in information networks through 

features of storage on the Internet resources, fixation of evidence information, reveal ways of fixing evidence in the 

materials of criminal case taking into account the capabilities of computer hardware and software, to classify 

electronic and digital traces of crime, To consider the peculiarities of carrying out separate investigative actions 

aimed at revealing and fixing of evidence stored on the Internet resources.  

Traces by type are classified into: 

1. system and application software files; 
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2. configuration files; 

3. software and hardware log files; 

 

files, sources of information generated during the user's activities, including their backups and deleted files to be 

restored; 

1. files that provide authentication and confidentiality of users; 

2. information stored in the ram or swap file; 

3. information obtained through appropriate radio electronic or special equipment. 

 

And by the location of electron-digital traces: 

1. technical devices and channels of communication of the victim; 

2. technical devices and channels of communication of criminals; 

3. technical devices of communication operators. 

 

And by the source of storage of electronic-digital traces: 

1. traces on hard drives; 

2. traces in the computer's RAM, peripherals and communications; 

3. traces in wired, radio-fiber and other electromagnetic communication systems. 

 

The classification of technical means on the basis of the purpose for the needs of criminal proceedings can be 

presented in the form of three groups of technical means: 

1. technical means – physical evidence; 

2. technical means of office equipment and telecommunications; 

3. technical means used in the investigation and judicial proceedings for the formation, verification and 

investigation of evidence. 

 

The need to appoint forensic computer examination during the proceedings in the court is substantially dependent on 

the procedural situation in which the matter is dealt with. The necessary cases are understood as the following:  

 

conclusion of the examination is especially important as evidence in the case under investigation (for example, in 

the case of the discovery in the electronic notebook of a suspect in the murder of data with the address and telephone 

of the killed, the acquaintance with which the suspect categorically denies); 

 

conclusion of the examination is not substantiated, contradicts other materials of the case, has other shortcomings, 

and doubts arise about its correctness (for example, as a result of inspection during the investigation and later, as a 

result of the examination, different computer information on the same data carriers is revealed); 

 

In the preliminary investigation, two examinations were conducted to establish the same fact, and the experts 

reached the opposite conclusions; there were disagreements between the experts who were conducting the 

commission or the complex examination and each of them made its opinion; 

 

Interested participants in the trial do not agree with the conclusions of the examination and have filed a request for 

the expert to be called to court (for example, files with evidence in the case prepared by a specialized package of 

programs were found on the accused's computer, while the accused claims that computer illiteracy and the possible 

accidental appearance of this data on the computer); 

 

conclusion of the examination is based on the initial data taken from the testimony of the accused, the victim, the 

witness, and there are grounds to believe that they can be changed in the court hearing; new background data has 

appeared or there are reasons to believe that they will appear in court (for example, one of the participants of the 

process intends to present in court the carriers of computer information received in due time from the accused for 

storage), etc. 

 

There may be other situations that are not so typical when an expert is required to be called in court to give an 

opinion. However, it is illegal to call an expert to court only to answer the question whether he confirms his 

conclusion given in the preliminary investigation, since the expert is summoned to court not to confirm the earlier 

conclusion, but to produce an examination and give an opinion on its results. 
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The examination in court is an independent procedural action. In the cognitive plan, it can be a continuation of the 

previous research of computer means
8
. In case of appointment of the examination, the presiding officer shall invite 

the parties to submit questions in writing to the expert. The questions raised should be read out and heard by the 

participants in the trial.  

 

Depending on the complexity of the questions posed, other circumstances, expert research of computer tools can be 

carried out directly in court or elsewhere (for example, in an expert institution specializing in information 

technology, or an information and computing center, or at the scene of the incident - in the premises of the 

information security service, etc.). 

 

The written conclusion is announced by the expert in court and is attached to the case together with the court's 

decision on the appointment of an expert. On the request of the expert, his presence in the court may be limited to 

the time necessary for the study of evidence relevant to the subject. After the expert has given his or her opinion, and 

after hearing the opinions of the prosecutor, the defendant, the civil plaintiff, the civil defendant and their 

representatives, the court may free the expert from further presence in the court. 

 

Interrogation of an expert in court, the court has the right to call for the interrogation of an expert who has given an 

opinion during the preliminary investigation, for clarification or addition of the given opinion. The Law of Criminal 

Procedure determines that after the conclusion of the expert is announced, he may be asked questions by the parties. 

At the same time, the first questions are asked by the party on whose initiative the examination was assigned. If an 

expert is required, the court may give him time to prepare answers to the questions of the court and the parties.  

 

In some situations, the incomplete conclusion of an expert may serve as the basis for the appointment of additional 

examination, the production of which is entrusted to the same or another expert. If the court has doubts about the 

validity of the expert's conclusion, and also contradictions in the expert's conclusions, then a second examination 

may be appointed, the production of which is entrusted to another expert. In any case, all questions raised to the 

expert during the interrogation and his answers to them should be recorded in the minutes of the trial.  
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