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Pairing research has been conducted since the invention of Bluetooth. 

Today, tethering is also used in IOT. Bonding has a lot to do with 

security. The global IoT market size will grow from USD 399.41 

billion in 2022 to USD 486.7 billion in 2023 at a compound growth rate 

(CAGR) of 21.9%. The IoT market in India is projected to reach 

$27.31 billion in revenue by 2023. Industrial IoT dominates the market 

and is projected to reach a market size of USD 9.67 billion by 2023. 

Revenues are expected to grow at a compound annual growth rate 

(CAGR 2023-2028) of 17.05%. The global Bluetooth 5 market 

exceeded USD 4.1 billion in 2022 and is projected to grow at a CAGR 

of 11.0% during the forecast period 2022-2027 to reach more than USD 

7.0 billion by 2027. The India wireless speaker market is expected to 

reach USD 271.32 million in 2023 and will grow at a CAGR of 21.20% 

to reach $709.56 million by 2028. In short, growth projections are quite 

high, so security considerations are very important. I looked at 100 

papers in this review and categorized them below.  

11 papers on attacks 

8 papers on security against attacks 

32 papers on new algorithms, new architectures and systems  

14 papers on evaluation of the current connection method. Their 

components  

15 papers on proposals for existing coupling techniques,  

20 papers on existing coupling techniques.  

Objectives of this review are study of how an attack can be simulated 

on pairing and how to simulate defensive mechanisms. 

 
Copy Right, IJAR, 2024,. All rights reserved. 

…………………………………………………………………………………………………….... 

Introduction:- 
Development of short-range radio technology, later known as Bluetooth, was started in 1989 by Nils Rydbeck, CTO 

of Ericsson Mobile in Lund, Sweden. The aim was to develop wireless headphones according to Johan Ullman's two 

inventions, SE 8902098-6 published on 12-06-1989 and SE 9202239 published on 24-07-1992. Nils Rydbeck 

provided specification to Tord Wingren and development to Dutchmen Jaap Haartsen and Sven Mattisson. Both 

worked at Ericsson in Lund. The main design and development started in 1994, and by 1997 the team had a working 
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solution. From 1997, Örjan Johansson became the project manager and promoted the technology and 

standardization. In 1997, Nils Rydbeck was contacted by Adalio Sanchez, who was then head of RandD, an IBM 

ThinkPad product. Collaboration to integrate a mobile phone into a ThinkPad laptop. Two engineers from Ericsson 

and IBM investigated the idea. The conclusion was that the energy consumption of mobile phone technology at the 

time was too high to integrate it into a laptop and still achieve sufficient battery life. Instead, the companies agreed 

to integrate Ericsson's Short Link technology into both the ThinkPad laptop and the Ericsson phone to achieve the 

goal. Since neither IBM ThinkPad laptops nor Ericsson phones were market leaders at the time, Adalio Sanchez and 

Nils Rydbeck agreed to make short-link technology an open industry standard to allow each player having 

maximum access to the market. Ericsson was involved in short circuit radio technology and IBM patented the logic 

layer. Adalio Sanchez of IBM then recruited Stephen Nachtsheim of Intel to join, and Intel later also recruited 

engineers from Toshiba and Nokia. In May 1998, the Bluetooth SIG was launched with IBM and Ericsson as 

founding members and a total of five members: Ericsson, Intel, Nokia, Toshiba and IBM.  

 

What is Bluetooth pairing?  

Bluetooth pairing is a form of data logging for connecting devices. By registering device information (pairing) 

between devices, they can establish a connection. To use a Bluetooth device, you must first pair it with another 

Bluetooth device. Pairing is a bit like exchanging phone numbers. Just like you have to exchange phone numbers 

with the person you want to call, connecting Bluetooth devices requires them to be paired first to record each 

device's pairing information. If the device is paired for the first time, there is no need to repeat the pairing process. 

This is because every device has the necessary information stored on it and therefore can be connected easily.  

 

The pairing process SSP facilitates pairing of Bluetooth devices.  The remaining paper is divided into 6 sections as 

follow. 

1) Survey that took place for pairing 

2) Attacks on pairing 

3) Safety against pairing attacks 

4) Evaluations of existing pairing protocols 

5) Suggestions for existing pairing methods 

6) New Approaches for pairing 

 

Survey 

A usability analysis of secure pairing methods taken place in 2007. Users clearly distinguished between the 

methods, but at that time SSP (Secure Simple Pairing) was not launched. [99] A safety study was done. They 

described a variety of different commonly used countermeasures. Since then, many other security attacks and many 

other countermeasures have been proposed. They used the human factor in the BEDA protocol. They emphasized 

the need for a longer and more complex plaque. Many proposals to change the 6-digit pairing key have been theirs 

so far, but none have been accepted by the Bluetooth Special Interest Group (SIG). [97]  

 

A study on research mechanisms taken place. They identified and described various research questions and 

challenges in the field of wireless communication. [91] 

 

Evaluation of Bluetooth security threats and solutions taken place. They gave an overview of the biggest attacks that 

Bluetooth has faced over the years, as well as some possible solutions. A typical study, such studies should be done 

regularly. [82]  

 

Analysis of the security risks of Bluetooth devices, listed various attack types and advised the user to be vigilant 

when using Bluetooth. [84]  

 

An offer was made for future transformative applications of Bluetooth technology. He listed some promising future 

Bluetooth applications and hinted at possible future Bluetooth research. Bluetooth is here to stay. right? [58]  

 

They deployed more advanced Bluetooth stacks in hosts, which is a more interesting and profitable target for 

attackers. Additionally, Bluetooth devices that have more features or are designed outside the Bluetooth definition 

(such as smart locks) tend to have security issues. SSP or Enhanced SSP should not only be for Bluetooth, but for all 

devices that require pairing. [55]  
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The (ECDSA) Electronic Digital Signature (EDS) has eliminated most of the problems associated with signing a 

paper document. Why was manual signature not replaced by ECDSA? [37]  

 

A Modern Study of Bluetooth Wireless Technology took place. Their article was intended as a brief introduction to 

the many challenges that Bluetooth technology faces if it is to succeed as an adhoc networking technology. The 

work done in this area is presented . [28]  

 

They explored Bluetooth security solutions. Their article provides an overview of the main attacks that Bluetooth 

has faced over the years and some possible solutions were discussed. Such surveys should be conducted at regular 

intervals[31]. 

 

A comprehensive study on digital signatures took place in 2021. There article provides comprehensive information 

about the digital token and its benefits.[22]   

 

A Bluetooth Low Energy security and privacy study took place. Considering all the described security holes and 

attacks, designing a secure BLE device can seem very difficult. As they showed, the Bluetooth SIG addressed most 

of the threats and suggested ways to mitigate them. Therefore, building a secure BLE device can mostly be achieved 

by using all the protections provided in the specification in its latest version. [16] 

 

A study on security analysis of non-radio pairing protocols had taken place. They proposed a new out-group 

classification by evaluating several security guarantees such as confidentiality, data freshness, integrity, data 

authenticity, liveness and channel availability. [12]  

 

A research on Elliptic Curve Cryptography based secure healthcare system communication with mobile devices took 

place. This survey discusses various technologies that include mobile healthcare, wearable sensors, secure key 

distribution, group key management, health monitoring, etc. [8]  

 

A literature review on Bluetooth security threats and mitigations was conducted.. They conducted a systematic 

literature review of articles published in ACM and IEEEXplore. Their detailed analysis compiled a list of 48 

academic papers that focused on an overview of Bluetooth functionality, threats and mitigations studied by previous 

researchers. Their findings show that there are a number of Bluetooth attacks that can lead to the loss and 

exploitation of user data. The purpose of this article was to inform users about relevant attacks and provide them 

with useful ways to mitigate them by analyzing previous research. [20]  

 

An information security and privacy threats caused by Bluetooth low energy in IoT and mobile devices were 

investigated. In this study, they critically analyzed the BLE security protocol and identified security flaws in device 

pairing that lead to many security and privacy issues. They then present a comprehensive taxonomy of different 

attack vectors, focusing in detail on the different techniques for each threat, and provide recommendations to 

mitigate those threats. They provided some recent attack summaries and introduced some popular tools for 

analyzing, pinpointing and mitigating vulnerabilities. Finally, they discussed the new features and potential new 

application areas that will drive the adoption of BLE in future IoT devices. [21]  

 

An overview of additions and changes to the RSA algorithm was presented. All techniques are useful for speeding 

up the RSA algorithm and improving security. Each technology is unique and can be used for different applications. 

[3] 

 

A study was conducted on eavesdropping in Bluetooth networks. They expressed the security flows of Bluetooth 

networks, described how eavesdropping can happen. [6]  

 

A paper was presented on elliptic curve cryptographic analysis. its applications - challenges - recent advances and 

future trends - EC is used to secure open communication channels and make the digital age accessible to 

authenticated users.[1]  

 

Change of matrix function keys were implemented.. They proposed a key exchange protocol similar to the classical 

Diffie-Hellman protocol based on the semi direct product of two cyclic semi group matrices over _p. One of the 
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semi groups is additive and the other iterative. Their protocol never exposes the ability of any matrix or element of 

_p, so all standard attacks against protocols like Diffie-Hellman are not usable. [11]  

 

Attacks  

M Thrinatha Reddy, Et.all- in 2011- gave an overview of Man-in-the-middle Attack and Countermeasures in 

Bluetooth Secure Simple Pairing. They tried to solve the man-in-the-middle problem by storing the keys in a 

database. They also recommended using encryption before starting the pairing. [88]  

 

A Man-in-the-Middle Attack Against Bluetooth Secure Simple Pairing took place, The attacks were based on 

falsifying the data sent when exchanging I/O functions and also that the security of the protocol is likely to be 

limited by the least effective or least protected device type characteristics. The less secure device and the more 

secure device can be decrypted using an optimal algorithm. [86]  

 

They launched a new Bluetooth Man-In-The-Middle Attack Based SSP using OOB association model. SSP 

association patterns such as Numeric Comparison, Jobs Only and Password Entry have been proven in the literature 

to be insecure. It is necessary to study how to eliminate their weaknesses. [74]  

 

A man-in-the-middle analysis in SSL attack was performed. They implemented ARP poisoning and fake certificate 

attack (phishing attack). Can such an attack happen to SSP? This should be investigated. [79]  

 

The t-mobile made a "man-in-the-middle attack" against Wi-Fi calls was implemented. They used ARP spoofing, 

DNS cache poisoning to attack. Can such an attack be made against SSP? This should be investigated. [64]  

 

The Bluetooth pin was broken again; they broke their Bluetooth pin and used a more secure algorithm. Well, this  6 

digit number is a week, so it can be broken.[46]  

 

Bluetooth Low Energy passkey authentication, the Passkey Entry assembly method of the Bluetooth Low Energy 

communication standard cannot guarantee the authentication of the respondent to the author even with a one-time 

PIN, proven. The passkey injection method provides protection against active man-in-the-mid (MITM) attacks, 

because an active man-in-the-mid will succeed with probability 0.000001 for each method. Many attacks have been 

made against SSP. [49]  

 

The Bluetooth PIN code was broken, they organized an attack against the Bluetooth security mechanism. Their 

results show that using algebraic optimizations, the most common Bluetooth PIN code can be cracked in less than 

0.06-0.3 seconds. If two Bluetooth devices are paired in a hostile area, they are vulnerable to this attack. SSP is not 

completely secure, that has been proven many times. [50] an algorithm was created to perform the ET.ALL attack 

and showed how the first test used by the attacker limits it. They provided a model that should be practically tested 

in all environments.[47]  

 

A method obfuscation attack against Bluetooth pairing took place... They introduced a new attack against BLE 

pairing in BT version 5.2. The attack uses what they call Method Confusion to get the MITM status between two 

paired Bluetooth devices. It exploits a critical design flaw that was acknowledged by the Bluetooth SIG after their 

disclosure.[30] 

 

An organized attack against Bluetooth was implemented. They present Black tooth attack against Bluetooth 

BR/EDR. Their attack exploits several security holes in the Bluetooth configuration. If you want to personalize a 

Bluetooth peripheral, connect to the victim's device (such as a Smartphone) and extend access rights by changing 

profiles. As a result, an attacker can issue arbitrary commands and steal sensitive data from the victim's device 

without warning the user or interacting with the user during the entire connection key authentication process, 

without a malicious agent pre-installed on the victim device, and without knowledge or authentication of connection 

key [17]  

 

Safety Against Attacks 

A researched took place on pure pairing of audio devices with human help. They converted cryptographic data into a 

verifiable human voice. But at that time there were also stupid Bluetooth devices for which this method is not 
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suitable. IN 2009, they offered secure pairing for devices with limited interfaces. They used the human factor in the 

BEDA protocol. [98]  

 

Man-in-the-Middle Attack and Countermeasures were studied in Bluetooth Secure Simple Pairing - MITM attack on 

PHY layer can be avoided by using anti-jamming technique in SSP model. A MITM attack on the PHY layer can be 

avoided by using anti-blowing techniques in the SSP model. Anti-bullying technologies are not available 

everywhere. [85]  

 

Bluetooth security review was conducted. A number of possible countermeasures against the attacks are proposed. 

Research into comprehensive countermeasures is an ongoing process. [70]  

 

They proposed security measures against man-in-the-middle attack in key exchange. They proposed double 

encryption using the public key of both parties and found a way to achieve protection even if an attacker decrypts 

the public key. The proposed solution should be tested. [78]  

 

They proposed a defense against MIDA ATTACKS. Secure simple pairing; they proposed a solution for MITM 

attacks. They proposed a solution for MITM attacks. Their proposal was A cryptographic solution to start before 

SSP. that should be tested in practice. [83] 

 

An analysis of the MITM attack in Secure Simple Binding took place. An algorithm that detects a MITM attack has 

been presented. The proposed algorithm should be tested in practice.[62]  

 

Compromise of one network does not lead to compromise of all networks and each sensor network has its own as 

(authentication server). Each sensor network has a private key generator (PKG) that is part of the authentication 

server AS. Let SKPKG be the private key PKG of the sensor network and PKPKG be its public key. Here, it is 

assumed that an intruder can attack only with a Smartphone. If one Bluetooth device is attacked, Piconet should 

investigate how it affects other devices.[60]  

 

Once an attacker has compromised the gateway node, the entire IoT system can be down and become critical. To 

solve this, they proposed that a new client node could become a member by generating a cryptographically signed 

authenticator. The identity of the token (client) is controlled by the administrative node. This concept can be used in 

a piconet. The main device can play an important role. [41]  

 

Evaluation 

A tool to analyze device pairing methods was developed.  and tested 4 different pairing methods. After that came 

many other bonding methods. Can a generic tool be developed to test all binding methods? [94]  

 

A comparative study on secure device pairing methods took place. The results show that simple number comparison 

is generally quite attractive, fast and safe and easily accepted by users. [96]   

 

Evaluation of the security aspect of different WEP protocols took place. Now wpa2 exists, but different binding 

methods should be evaluated. [73]  

 

The security of WPE and WPA was tested, now wpa-2 is in practice and was also attacked.[76]  

 

A study on Wireless Ad-Hoc Network Attacks and Routing Protocol Attacks was performed. They looked at 

security threats in mobile adhoc networks. It is necessary to investigate whether there are such dangers in short-

distance networks. [80] 

 

A study was performed on wireless Ad-Hoc network attacks and routing protocol attacks. Are such attacks possible 

through SSP? This should be investigated. [75]  

 

A proposal was made for internet protocol security for spoofing attacks. They explained how VoIP works and what 

its weaknesses are?. Whether spoofing attacks are possible in SSP needs to be investigated. [77]  
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How Diffie-Hellman fails in practice was shown. Diffie-Hellman key exchange is a cornerstone of applied 

cryptography because in practice it is often less secured than commonly believed. Diffie-Hellman key exchange is 

only part of any protocol. It is not synonymous with protocol. [48]  

 

The security analysis of mobile phone Bluetooth transmission was done and improvements to the link connection 

mechanism were suggested. The link connection mechanism of the link layer was analyzed, 3 different secure data 

transfer modes were discussed. It was mainly about the process of matching two mobile Bluetooth devices in the 

third safe mode, and the security of data transmission could also be ensured, which at least partially compensated for 

the hidden problems of the underlying Bluetooth protocol. Not only must the data transfer be secure, but also the 

connection. There are no MULTIPLES. [52]  

 

RSA is strongest and finding a crack of 200 digits requires 4 billion years of computing time! However, this claim is 

questionable. [39]  

 

Cyber security flaws were analyzed and argued that no algorithm is perfect and can be compromised under certain 

conditions. [40]  

 

Formal authentication analysis was introduced for pairing Bluetooth devices. They point out that the simple binding 

protocol specification appears to allow no user input other than confirming that two hashes are the same. In that 

sense, their symbolic model is an appropriate abstraction of user interaction in a simple binding, and the problem 

arises with concurrent sessions. Piconet has concurrent sessions. From this perspective, this study is valuable. [51]  

 

A comparison of digital signature algorithms was performed. The difference between EdDSA and ECDSA was 

presented. The differences are based on several parameters such as key length, signature size and key length. 

Different digital signatures have been evaluated from different perspectives. Such an analysis can be performed for 

binding  and for secure simple binding.[27]  

 

Theory and application analysis of password-authenticated key exchange was carried out. As knowledge of PAKE 

protocols continues to evolve, they provided an overview of where they stand after 30 years of research. Why is SSP 

not evolving? [23]  

 

A weaknesses in existing protocols and settings was highlighted. A security token was offered. In many security 

algorithms, the token plays an important role. [89]  

 

Suggestions:- 
Security measures had been proposed in wired and wireless networks. It was believed that humans played an 

important role in ensuring wireless security. Today it seems profitable; people play an important role in cyber 

security! I think algorithms play a big role. [90]  

 

The hopping protocol improvement was proposed, the LEAP protocol was improved to use multiple base stations to 

minimize data loss, and the proposed solution could also identify the compromised inter-base station. 

Implementation of this protocol for a piconet (a group of 8 or more Bluetooth devices connected to each other). [71]  

 

A general approach to Bluetooth network security had been offered. They provided a list of combination key 

(generation) algorithm used for matching. A good paper for those who want to study relationships. [66]  

 

A secure communication architecture was proposed for the Internet of Things using smart phones and universal edge 

computing in environmental monitoring. They evaluated the performance and security issues of a Bluetooth-based 

secure simple pairing concept using elliptic curve encryption using various performance metrics such as throughput, 

end-to-end delay, and packet rate. Elliptic curve cryptography is currently widely used in various cyber security 

algorithms.[67]  

 

Automating Bluetooth Pairing with Near Field Communication (NFC) was proposed. Showed how to make pairing 

automatic (unlike Bluetooth mobile where visual confirmation is required). With NFO (nearby found objects) 

displayed. Can't we replace the visual verification with an automatic pairing mode? [65]  
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A scalable and secure architecture for distributed IoT systems had been proposed. They stated that False Miner 

requires previous (n - 1) blocks to mine and a window size of n blocks. The window size is kept secret and only sent 

to miners with the birth block. [44]  

 

A sliding block architecture for IoT had been proposed. They suggested that an approach based on the SEMIoTICS 

model provides a holistic approach that includes the security, privacy, reliability and interoperability of IoT/IIoT 

systems. Security, privacy, reliability and interoperability are all characteristics of strong security, all are 

characteristics of strong security, all are characteristics of strong security, all are characteristics of strong security, 

all are characteristics of strong security, all are characteristics of strong security. [45]  

 

A mathematical analysis was done and adopted Diffie-Hellman Elliptic Curve (ECDH) to encode messages. They 

also published another paper on the public exchange process of an elliptic curve Diffie-Hellman cryptosystem. They 

implemented an information security system in restricted areas. The proposed system with rich dynamics, which is 

confirmed by the software implementing the ECDH key exchange algorithm and decryption algorithm, has been 

successfully built. [35]  

 

Authentication of IoT terminals based on proximity and dynamic device pairs using a decision tree method. 

Research results show that authentication-based proximity and dynamic device pairing with a decision tree for IoT 

devices is better than without a decision tree. Connectivity is also important in IOT, and there is still no universal 

approach to connecting IOT devices. [53]  

 

Elliptic curve encryption technology with digital signature algorithm was introduced. They provide a complete 

description of the proposed ECDSMR method for creating and verifying an electronic digital signature using elliptic 

curves. The proposed electronic digital signature model with message recovery is implemented with the Shnorr 

signature algorithm, which allows data to be recovered directly from the signature like RSA-type signature systems, 

and the amount of data to be recovered is variable, i.e. it depends on the signature information message . [26]  

 

Pairing-based Cryptography in Theory and Practice was discussed; they illustrated the strong connection between 

elliptic curve cryptography and the theory of divisors, as well as how commonly used assumptions are related to 

pairing. They also discussed several encryption methods based on pairing. [25]  

 

A secure architecture for an IoT healthcare system was proposed. They proposed that the module include block 

chain infrastructure and cryptographic key management as consensus algorithms. Binding programming Libraries 

exist but are not yet widely used.[15] 

 

Modification in RSA Algorithm In Network Security was introduced. Some modified methods of RSA algorithms 

are discussed. As researchers have tried to use the more secure RSA algorithm, the research in this paper shows that 

new approaches are being developed every day to improve security and speed up the key generation, encryption and 

decryption process.[14]  

 

An architectural model was proposed for secure IoT instrumentation. They pushed for it. An edge device must be 

designed to work only when the first software to run is cryptographically signed by a trusted entity (eg, the device 

vendor) and its signature matches the public root key stored on the device. Special hardware can be used to store 

encryption keys and verify signatures. Well, can the same approach be adapted for SSP? That's a big question. [59]  

 

New Approaches 

The possibility of making financial transactions with near field wireless technology was explored. Well, today it's 

just a dream. [100] – 

 

A secure pairing of limited interface devices explored. They used the human factor in the BEDA protocol. This 

highlight the need for longer and more complex stacks, and their research continues.[95]  

 

A study conducted on a wireless home security system using mobile devices. They developed software for mobile 

devices that integrate everything from image capture, audio recording, wireless communication devices, email and 

text messaging. Based on such research, many smart homes have been created in recent years. [93]  
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The problem of attacks against the system was studied. They proposed a new approach to increase the strength of 

the existing binding mechanism by adding an additional shared secret parameter called au_id. [92]  

 

Secure public key exchange was proposed during Simple Secure Pairing (SSP) against man-in-the-middle attacks. 

They proposed the Enhanced SSP Architecture (ESSP). Many such changes were made in SSP. [87]  

 

An introduction of  a new symmetric encryption algorithm with fast flexible and high security based on key update 

was proposed. They proposed a block cipher algorithm using S-Box and XOR gate. Such algorithms should be 

tested in all possible environments. [81]  

 

A zero-knowledge proof for network security management of wireless networks was launched. They proposed a 

new security model that deals with three major types of active attacks: MITM attack, clone attack and replay attack. 

Using a 3-round zero data protocol. This protocol should also be evaluated for SSP. [72]  

 

An interesting proposal was made for a simple, convenient and advanced protocol that uses a well-known 

authentication method by entering the same PIN code on both connected devices as an alternative to checking 

displayed numbers. This method is inconvenient for some users. Imagine the user entering a Bluetooth PIN instead 

of confirming! [69] 

 

A lightweight security architecture based on embedded virtualization and trust mechanisms for IoT Edge devices 

was proposed. They proposed "SDN IoT Security (SIS)" to improve security. Their proposal is to use device 

attributes such as device type, device certificate, and device manufacturer certificate as a means of identification. 

Can this technique be implemented in SSP or not? It should be checked. [68]  

 

Literary with synchronization was proposed. Good innovation suggestion, but can we expect users to design to 

match? Well, a bit difficult part for the users. [63]  

 

An evaluation of the performance and security of a Bluetooth-based secure simple pairing concept using elliptic 

curve encryption using various performance metrics such as throughput, end-to-end delay, and packet delivery rate. 

To use ECC in SSP, more such parameters should be evaluated. [61]  

 

An Architectural Design for Bluetooth Network Wireless Authentication Security was presented. They proposed a 

new architecture for creating pins. Such models require extensive testing before they can be evaluated. [57]  

 

A hybrid pairing protocol was proposed, a hybrid pairing protocol based on Diffie-Hellman key exchange protocol, 

MD5 and Hummingbird-2. Such combinations of protocols should be tested. [56]  

 

A Bluetooth-enabled robot that uses a Smartphone during a disaster was introduced. Governments should promote 

such research. The proposed system shows how an Android Smartphone can be used as a remote control for a robot 

and various embedded technologies using Bluetooth technology. The proposed system also shows how the robot can 

be used for travel. [54]  

 

An SDN-based secure architecture design and implementation for IoT-Lab was proposed. They used artificial 

intelligence with block chain to detect IoT attacks. In this way, they claim, the computation required by the block 

chain is greatly reduced. Using block chain for local network security is an attractive proposition.[43]  

 

An Edge Decentralized Security Architecture for Industrial IoT Applications had been proposed. They proposed to 

use SDN (Software Defined Network) to overcome the intrusion problem and improve the security of IOT. [42]  

 

The ECDH curve was analyzed and showed much faster shared key generation with lower storage costs, which is 

very important in most cloud applications where time and memory are important parameters for data sharing. These 

findings may or may not be associated with SSP.[38]  

 

An alternative to the DHkey algorithm was proposed Compared with the Diffie-Hellman method to create a shared 

secret, the proposed protocol has the advantage that it requires fewer numbers at the beginning and the key size is 

unknown. This possibility should also be tested for SSP.[36]  
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The elliptic curve Diffie-Hellman encryption system in the process of public information exchange was introduced. 

They implemented an information security system in restricted areas. The proposed system has rich dynamics, 

which is confirmed by the software implementing the ECDH key exchange algorithm, and the encryption-

decryption algorithm has been successfully designed. [34]  

 

A smart mobile communication system with Bluetooth technology was launched. Traditional attendance system 

tends to be unreliable due to lack of auditing. The proposed framework uses Bluetooth and a one-time password to 

authenticate employees and record attendance in a systematic and secure manner. Each student is provided with a 

mobile phone which would be used to automate attendance marking. The use of Bluetooth should be promoted in 

this way. And for that, its security must be strong.[33]  

 

An advanced pass code entry protocol for secure, easy Bluetooth pairing was proposed. They introduced a new 

advanced password injection protocol that successfully protects Bluetooth devices against passive attacks and 

MITM attacks by halving the computation and communication costs. So far no one has proposed attacking the 

ESSP. [32]  

 

An analysis of the Full Human-Machine Passkey Entry AKE protocol was performed. Their findings provide 

guidance to the user and manufacturer in the SHMmodied Passkey Entry field.  Although complete CYBORG 

security cannot be achieved. [29]  

 

A new digital signature algorithm was introduced and tested. In this work, EDSA is proposed and implemented to 

ensure secure data storage in the cloud and has also been used to access cloud data. This proposed EDSA is 

developed according to the elliptic curve square points generated by the updated equation. [24]  

 

Improvisation of the security of the Diffie-Hellman key exchange protocol using RSA encryption was proposed. The 

paper presents a model that would combine the key generation, encryption and decryption steps of the RSA 

cryptosystem with the well-  known DH key exchange to avoid the latter.[13] 

 

Conclusion:- 
Pairing is wide research area and Bluetooth whose connectivity does not depend on internet, but it does not mean it 

does not have security risk and efforts are consistently on for new attacks and their remedies. There is no fix method 

of either attack or defense of pairing. Various tools and methodologies can be used for that. 
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