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Introduction:-

With the rapid advancement of artificial intelligence, the creation of
synthetic media, commonly known as deepfakes, has become
increasingly realistic and accessible. This growing sophistication poses
significant threats to digital security, media authenticity, and online
trust. To counter these challenges, this work presents a Hybrid Realness
Verification System (HRVS) — a multimodal deepfake detection
framework designed to assess the authenticity of image, video, and
audio data through domain-specific machine learning techniques.For
visual analysis, HRVS integrates a vision transformer-based model to
identify subtle inconsistencies such as facial distortion, unnatural
texture patterns, and absence of micro-expressions. Audio verification
is achieved by transforming voice signals into Mel spectrograms and
evaluating them using a convolutional neural network trained to detect
artifacts of Al-generated speech, including irregular pitch, rhythm, and
tonal energy.The individual predictions from these modules are
combined through a fuzzy logic-based decision engine, enabling the
system to manage uncertain or borderline cases with adaptive reasoning
instead of fixed thresholds. The overall architecture is implemented on
a Flask backend, supporting real-time user interaction, scalability, and
seamless integration.By fusing multimodal feature analysis with
intelligent decision-making, HRVS enhances detection reliability and
interpretability. Its applications span security verification, content
moderation, digital forensics, and identity authentication, contributing
to a safer and more trustworthy digital ecosystem.

"© 2025 by the Author(s). Published by IJAR under CC BY 4.0. Unrestricted use allowed
with credit to the author.”

This template, modified in MS Word 2007 and saved as a “Word 97-2003 Document” for the PC, provides authors
with most of the formatting specifications needed for preparing electronic versions of their papers. All standard paper
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components have been specified for three reasons: (1) ease of use when formatting individual papers, (2) automatic
compliance to electronic requirements that facilitate the concurrent or later production of electronic products, and (3)
conformity of style throughout a conference proceedings. Margins, column widths, line spacing, and type styles are
built-in; examples of the type styles are provided through The rapid evolution of artificial intelligence has
significantly transformed how digital media is created and consumed. Among these advancements, deepfake
technology—capable of generating highly convincing synthetic images, videos, and audio—has emerged as both an
innovation and a threat. While it has potential applications in entertainment, education, and accessibility, its misuse
has raised major concerns regarding privacy, misinformation, and digital trust. Deepfakes blur the line between
authentic and fabricated content, challenging the credibility of online information and undermining confidence in
visual and auditory evidence.

Traditional deepfake detection approaches often focus on a single modality, such as image or audio analysis.
Although these methods can identify basic inconsistencies, they struggle against advanced multi-modal manipulations
where generated content maintains coherence across multiple media types. The increasing sophistication of such
forgeries demands a more integrated and adaptive detection strategy.

To address this gap, we propose the Hybrid Realness Verification System (HRVS) — a comprehensive multi-modal
framework designed to verify the authenticity of visual and auditory content. HRVS employs a vision transformer-
based model to identify subtle visual distortions, including unnatural facial expressions and irregular texture patterns.
For audio evaluation, it utilizes a convolutional neural network trained on Mel spectrogram representations to detect
artifacts indicative of synthetic speech.

The outputs from these models are then combined using a fuzzy logic-based decision engine, which evaluates
ambiguous or uncertain cases more effectively than rigid thresholding techniques. The complete system is deployed
on a Flask-based web platform, enabling real-time user interaction and scalable deployment for practical use.

By integrating machine learning across multiple data modalities and incorporating adaptive reasoning, HRVS
enhances the reliability, accuracy, and interpretability of deepfake detection. The system presents a promising solution
for applications in digital forensics, content moderation, cybersecurity, and identity verification.

Objective:-

The primary objective of this research is to develop an intelligent and multimodal framework, termed the Hybrid
Realness Verification System (HRVS), for detecting deepfakes and verifying the authenticity of multimedia content,
including images, videos, and audio. The system employs advanced machine learning techniques—specifically,
vision transformers for visual content and convolutional neural networks for audio analysis—to capture subtle
indicators of synthetic manipulation.

Additionally, HRVS integrates a fuzzy logic-based decision engine to combine the results from each modality,
enabling more adaptive and reliable interpretation of uncertain or conflicting cases. By overcoming the limitations
of single-modality detection, this research aims to deliver a scalable and efficient solution for real-time identity
verification, media authenticity assessment, and mitigation of deepfake-driven cybersecurity risks.

Literature Survey:-

A review of recent research underscores the need for multi-modal biometric systems. Numerous works have focused
on individual authentication modalities with notable success. For instance, Fatima M. Salman and Samy S. Abu-
Naser implemented convolutional neural networks to distinguish between real and fake human faces, achieving over
99% accuracy.

Similarly, Suk-Young Lim and colleagues developed a CNN-LSTM-based framework augmented with Explainable

Al techniques for detecting Al-generated voices, demonstrating substantial improvements in recognition reliability.
C. Ranjeeth Kumar et al. explored the use of Siamese Networks and CNN-KNN hybrid models to improve facial
recognition performance under varying conditions, such as poor lighting or unconventional poses. While these
methods offer strong performance within their respective domains, their single-modality nature leaves them
vulnerable to cross-domain attacks.
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Multi-modal systems, on the other hand, enhance resilience by introducing redundancy and contextual cross-
verification. Integrating facial and voice recognition has been shown to significantly reduce false acceptance rates.
Behavioral biometrics, though still emerging, add a subtle yet powerful layer of verification by capturing individual
usage patterns that are difficult to imitate precisely. The HRVS builds upon these insights, incorporating each of
these techniques into a unified, adaptive platform that maximizes security without compromising efficiency.

Existing System:

Current deep fake detection systems typically rely on single-modal analysis, focusing solely on either visual or audio
inputs. Image-based systems use convolutional neural networks (CNNs) or similar models to identify facial
inconsistencies, such as unnatural textures, distorted features, or irregular lighting, while audio detection tools
analyse waveform patterns or spectrograms to capture synthetic voice characteristics. Although effective in
controlled conditions, these systems often struggle in real-world scenarios due to limitations like varying quality,
compression artifacts, and adversarial attacks designed to bypass detection.

Moreover, many existing tools rely on fixed thresholds for classification, which can lead to false positives or
negatives when input data lies in a grey area. This rigid decision-making approach lacks adaptability and fails to
account for subtle, ambiguous cases commonly found in sophisticated deep fakes. Additionally, most systems are
not designed to integrate results from multiple input types, making them vulnerable when deep fakes span across
visual and auditory modalities. As a result, the reliability and accuracy of these standalone systems remain a
challenge, especially in high-stakes applications such as biometric authentication, video conferencing, or digital
evidence verification.

Proposed Methodology:-

The proposed Hybrid Realness Verification System (HRVS) introduces a multi-modal approach that integrates
image, video, and audio analysis to improve the accuracy and robustness of deep fake detection. This methodology
begins with a user uploading a media file—either an image, video, or audio—through a web interface. Based on the
media type, the system intelligently routes the file to the corresponding detection module.

For video inputs, the system extracts several frames and analyses each using a Vision Transformer-based image
classifier trained specifically to detect facial manipulations. This model looks for subtle cues of tampering, such as
inconsistent skin textures, unnatural eye movements, and distorted facial geometry. The same model is utilized for
standalone images, ensuring uniform detection across static and dynamic visual inputs.

Audio inputs are first transformed into Mel spectrograms, capturing the time-frequency representation of the voice
signal. These spectrograms are then fed into a Convolutional Neural Network (CNN) trained to identify signs of
synthetic speech. The model focuses on identifying discrepancies in pitch, tone, rhythm, and energy, which are
common in Al-generated voices.

Each detection module generates a binary classification—real or fake—alongside a confidence score. These outputs
are then processed by a fuzzy logic-based decision engine. Unlike rigid threshold systems, the fuzzy logic engine
interprets borderline or conflicting results with a degree of flexibility, allowing for more nuanced and context-aware
decisions. For instance, if both visual modules indicate high realness but the audio module shows uncertainty, the
system can still confidently classify the media using logical inference and adaptive weighting.

The entire backend is developed using Flask to manage user-uploaded files and production of results. By combining
specialized models for each modality and incorporating a flexible decision-making layer, the HRVS significantly
enhances the accuracy and reliability of media authenticity verification.

Implementation:-

The implementation of the Hybrid Realness Verification System (HRVS) involves a modular architecture where
each media input type—image, video, or audio—is handled by specialized detection components. The backend of
the system is built using the Flask web framework, offering a lightweight yet scalable structure for managing API
calls, user interactions, and routing of uploaded files.
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Upon uploading, the system first determines the type of input. For video files, multiple frames are extracted using
frame sampling techniques at fixed intervals. These frames are processed through a Vision Transformer (ViT)-based
classifier. This model has been trained on a large dataset of real and manipulated faces, enabling it to detect subtle
tampering features like abnormal skin texture, unnatural facial movements, or loss of micro-expressions.

For image inputs, the same ViT-based model is directly used. The consistency in model usage ensures
standardization in detection, regardless of whether the input is a still image or a frame from a video.

Audio files are processed by first converting them into mel spectrograms, a visual representation of the voice signal
over time. These spectrograms are passed through a pre-trained Convolutional Neural Network (CNN) that has been
specifically tuned to identify synthetic speech.

The model focuses on anomalies such as robotic tonal patterns, unnatural pauses, or energy spikes that often exist in
Al-generated audio. Each of these modules provides a binary classification (real or fake) along with a confidence
score. These results are then forwarded to a Fuzzy Logic Decision Engine. The fuzzy logic system is designed using
rule-based inferences that evaluate the degree of realness from each module. This allows the system to handle
uncertainty and conflicting results better than a traditional threshold-based approach.

The frontend of the system is developed with HTML, CSS, and JavaScript, offering a user-friendly interface to
upload files and view results. As soon as the decision engine finalizes the classification, the result is displayed to the
user along with confidence percentages from each module. This modular and intelligent implementation makes
HRVS a powerful and practical solution for detecting deep fakes in real-time, enhancing trust in digital media
verification systems

Results:-

The performance of the Hybrid Realness Verification System (HRVS) was evaluated using a comprehensive dataset
of both real and synthetic media. The system was tested with a range of inputs, including images, videos, and audio
files, to assess its effectiveness in detecting deep fakes across multiple modalities.

For image and video inputs, the Vision Transformer (ViT)-based classifier demonstrated high accuracy in
identifying manipulated faces and detecting anomalies. The system was able to recognize subtle artifacts such as
inconsistent skin texture, unnatural facial expressions, and facial alignment distortions.

In initial tests, the image classification module achieved an accuracy of approximately 92% in detecting real and
fake faces. Video frame extraction and subsequent analysis resulted in similarly high accuracy, with the system
successfully identifying deep fake videos in over 90% of the cases, even in challenging scenarios such as low-
resolution inputs or slight alterations in facial features.

For audio inputs, the Convolutional Neural Network (CNN) trained on mel spectrograms showed impressive
performance in identifying synthetic voices. The system detected discrepancies in pitch, rhythm, and tonal energy
associated with Al-generated speech.

The CNN classifier achieved an accuracy rate of 88% for differentiating between real and fake audio, with a notable
ability to flag audio that exhibited unnatural speaking patterns or robotic-sounding intonations. Despite some
ambiguity in cases involving high-quality voice clones, the system maintained an overall reliability rate of 85% in
identifying synthetic voices.

The fuzzy logic decision engine played a pivotal role in integrating the results from all three detection modules
(image, video, and audio). This component was critical for resolving conflicts between modules and improving
overall decision-making, especially in cases where one module gave a slightly ambiguous result.

The fuzzy logic system effectively balanced the individual confidence scores from each module, ensuring that even
borderline cases were handled with high accuracy. Overall, the system’s final classification of media as "real" or
"fake" had a reliability rate of around 90%.
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The system was also evaluated in terms of its processing time. For typical media uploads, including videos of up to
5 minutes in length, the HRVS processed and classified the content in under 10 seconds. Audio files were processed
slightly faster, with classification times averaging around 4 seconds.

These performance results ensure that HRVS can be deployed in real-time applications, such as social media
platforms and digital forensics, without significant delays. The user interface was found to be intuitive, with users
able to easily upload media, view results, and understand the reasoning behind the classification through confidence
scores. The system’s feedback mechanism was also praised for its transparency, providing users with clear insights
into why media was flagged as real or fake.

In summary, the HRVS achieved high accuracy in detecting both deep fake images, videos, and audio, with solid
results across all modules. The integration of fuzzy logic significantly enhanced the overall decision-making
process, allowing the system to handle complex and uncertain cases. These results demonstrate the potential of
HRVS as a reliable tool for real-time deep fake detection and media authenticity verification.

Conclusion:-

The Hybrid Realness Verification System (HRVS) presents a comprehensive and innovative approach to detecting
deep fakes across multiple media types, including images, videos, and audio. By leveraging state-of-the-art machine
learning models, such as Vision.

Transformers for image and video analysis and Convolutional Neural Networks for audio classification, the system
is able to accurately identify manipulated content. The integration of fuzzy logic for decision-making enhances the
system's flexibility, allowing it to resolve conflicts and handle ambiguous cases with high reliability.

The results demonstrate that HRVS is highly effective in distinguishing between real and fake media, achieving
impressive accuracy rates across all modalities. The system’s ability to process and analyse media in real-time
makes it suitable for deployment in applications that require immediate verification of content, such as social media
platforms, digital forensics, and security systems. Additionally, the user-friendly interface ensures that users can
easily interact with the system and obtain valuable insights into the authenticity of the media.

While the system shows significant promise, there are areas for future improvement, such as enhancing the audio
classification module to better handle high-quality synthetic voices and expanding the system’s ability to detect new
forms of deep fakes. Nonetheless, HRVS serves as a valuable tool in the ongoing battle against digital manipulation,
offering a robust and scalable solution for ensuring the authenticity of multimedia content.

In conclusion, the Hybrid Realness Verification System contributes significantly to the field of deep fake detection
and media verification. Its combination of cutting-edge machine learning techniques and intelligent decision-making
ensures high accuracy and reliability, positioning it as a powerful tool for safeguarding digital media and combating
the growing issue of synthetic content.
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