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With the rapid expansion of online recruitment platforms, fake job
advertisements have emerged as a serious concern, often resulting in
identity theft, financial fraud, and the manipulation of innocent job
seekers.To combat this growing challenge,we present a hybrid machine
learning— based solution designed to detect and classify fraudulent job
postings with high precision. The system is versatile, accepting job-
related inputs in multiple forms such as text, website links, and images,
making it suitable for real world deployment across various job platfor
ms.After extraction,the collected information is organized into CSV dat
asets and analyzed using multiple classification models,including Naive
Bayes, Random Forest, Support Vector Machine (SVM), and XGBoost.
By combining the predictive capabilities of these algorithms, the model
achieves robust and reliable identification of authentic versus scam job
listings.Ultimately, this approach strengthens online hiring security and
assists job seekers in identifying legitimate opportunities with greater
trust and confidence.

"© 2025 by the Author(s). Published by 1JAR under CC BY 4.0. Unrestricted use allowed
with credit to the author.”

Introduction:-

The rise of online job portals has revolutionized recruitment—but it’s also opened the door to a disturbing trend:
fake job postings designed to exploit job seekers. These scams often lead to identity theft, financial loss, and
emotional distress. While platforms attempt to moderate content, the sheer volume and sophistication of fraudulent
listings make manual detection nearly impossible. This paper introduces a hybrid machine learning system designed
to tackle this issue head-on. By analyzing job postings in text, link, and image formats, our system classifies listings
as genuine or fraudulent with high accuracy. We leverage multiple algorithms—Naive Bayes, Random Forest,
SVM, and XGBoost—to ensure robust performance across diverse data types. The goal is simple: empower job
seekers with a tool that helps them navigate the digital job market safely and confidently.
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Objective:-

The main goal of this project is to build a smart, easy-to-use system that can spot fake job postings across online job
portals using hybrid machine learning methods. It is designed to protect job seekers from scams, data theft, and
financial fraud by accurately telling apart real and fake job listings. The system accepts different types of inputs such
as text, links, or screenshots, processes them automatically, and then provides clear results showing whether a job is
genuine or fraudulent, along with a confidence score. By combining multiple algorithms like Naive Bayes, Random
Forest, SVM, and XGBoost, the system ensures higher accuracy and reliability. Overall, the project aims to create a
trustworthy and accessible tool that helps users make safer career decisions and promotes transparency in online
recruitment.

Related Work:-

Over the past few years, research on detecting fraudulent job advertisements and online recruitment scams has
grown rapidly due to increasing cyber risks and digital exploitation. Studies by Naudé et al. [1] and Swapna [2]
demonstrated that machine learning can successfully differentiate real and fake job postings by examining linguistic
cues and structural patterns found in job descriptions. Further evidence was presented by Sharma et al. [6] and
Mehboob and Malik [20], who applied algorithms such as Random Forest and Decision Trees, achieving promising
results in identifying deceptive recruitment posts. More recent work by Kaur and Sharma [17] and Abedeen et al.
[18] introduced deep learning methods like BERT and LSTM, which significantly enhanced model accuracy and
classification reliability. In addition to job fraud detection, several researchers have focused on financial and digital
fraud prevention using machine learning techniques. Ali et al. [3] and Hernandez Aros et al. [5] provided detailed
reviews on ML-based fraud detection approaches and emphasized that hybrid and ensemble strategies offer stronger
resilience when identifying unusual financial patterns. Kolupuri et al. [4] also contributed by recommending
classification-based preventive measures to combat digital scams across a wide range of online platforms. A closely
related research domain involves detecting fake accounts and automated bot activity on social media, which relies
heavily on anomaly detection principles similar to job fraud analysis.

Studies conducted by Aldayel and Magdy [8], Cola et al. [7], Li et al. [9], and Aguilera et al. [11] showcased how
deep learning and graph- based techniques can be used to detect suspicious or automated accounts in real time. Alam
et al. [12] and Rizvi et al. [13] further explored graph-based anomaly detection to uncover hidden and potentially
harmful network relationships. Additionally, the works of Siraj et al. [14], Bhatnagar and Behl [15], Revathi et al.
[16], and Menaria and Borisagar [19] proposed machine learning frameworks for identifying fake user profiles,
which conceptually align with fraudulent job post detection due to similar behavioral and textual irregularities. From
a methodological perspective, numerous foundational studies have informed the development of modern hybrid
classification models. Sharma and Kumar [21] analyzed the role of Decision Trees in classification tasks, while
Remya and Ramya [22] introduced a Weighted Majority Voting approach to boost predictive performance. Biggio et
al. [23] emphasized the importance of ensemble learning in preventing adversarial manipulation, and Friedman et al.
[24] provided key statistical principles that underpin machine learning algorithms. Additionally, Pagotto [25]
discussed challenges in text classification, particularly when dealing with unstructured, noisy, or mislabeled
datasets. Overall, existing research demonstrates that combining machine learning with natural language processing
provides an effective pathway for detecting fraudulent digital content. In line with these findings, the proposed
system employs a hybrid ML approach to achieve improved accuracy, scalability, and model interpretability in
identifying fake job postings.

Proposed System:-

The proposed system is built to make life easier for job seekers by helping them quickly check if a job posting is real
or fake. It’s designed so that anyone can use it—no technical knowledge required. Users can simply paste a job
description, upload a screenshot, or share a link, and the system takes care of the rest. It can be accessed through a
website, mobile app, or even built directly into job portals, so people can use it wherever they are. After the user
submits the job post, the system automatically pulls out important details like the job title, company name, recruiter
information, and other relevant clues. It uses machine learning and language processing to analyze the post and
compare it with patterns from both genuine and fake listings. Based on this evaluation, the system clearly labels the
job as “Genuine” or “Fraudulent” and gives a confidence score to show how certain the prediction is. The results are
shown in a clean and easy-to-read way, with no confusing technical terms. Users can instantly understand whether a
job is safe to apply for. If integrated with job websites, the system can even check listings in the background before
people see them. By focusing on simplicity, accuracy, and trust, this system helps job seekers stay safe, avoid scams,
and make smarter career choices.
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Methodology:-

The workflow of the system starts by accepting job postings in three different formats — text, URL link, and image.
When an image is provided, Optical Character Recognition (OCR) is used to convert the text within the image into
readable digital text. All collected and extracted information is then organized into a CSV file, ensuring that the data
is properly structured for further processing. After this stage, feature extraction techniques are applied to identify
important details such as the job title, company name, location, salary, and description style or pattern. Next, the
processed dataset is supplied to four different machine learning models: Naive Bayes, Random Forest, Support
Vector Machine (SVM), and XGBoost. These models are trained and evaluated using a labeled datasetconsisting of
both authentic and fraudulent job postings. The performance of each model is assessed using standard evaluation
metrics like accuracy, precision, recall, and F1-score. Finally, the system adopts a hybrid strategy, combining the
strengths of all models to generate a more accurate and reliable final prediction of whether a job posting is genuine
or fake.

Results and Discussions:-

The evaluation results show that the hybrid model outperforms individual classifiers, with XGBoost delivering the
highest accuracy. The system consistently identified fraudulent postings with over 95% accuracy, demonstrating
strong generalization to unseen data. The multi-format input capability proved especially valuable, enabling
detection of scams that rely on image-based advertisements or disguised URLs. These results highlight the system’s
potential as a practical, real-world solution for job seekers and recruitment platforms.

Fig.1: HomeDashboard page

The homepage of FakeJobDetector has a clean and user-friendly layout. It features a top navigation bar with links to
Home, About Us, Contact Us, and a Login option. At the center, there is a clear message: “Trust good work, but
verify job posts.” followed by the mission statement to help users avoid fake job listings. New users are encouraged
to log in or register, with buttons provided for both actions. A footer at the bottom shows © 2025 FakeJobDetector
— Built for demo. The design is simple, clear, and easy to navigate.

Welcome to FakeJobDetector Tool

Fig.2: User-Registration Page

Identify applicable funding agency here. If none, delete this text box.
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The Register page of the FakeJobDetector platform provides a simple and clean form for new users to create an
account. It includes input fields for Username, Email, Password, and Confirm Password, ensuring secure and
accurate registration. A Register button is placed below the form to submit the details.

Fig.3: User Login Page

The Login page of FakeJobDetector provides a simple and clean interface for existing users to access their accounts.
It includes two main input fields: one for the Email or Username and another for the Password. A Login button is
placed below the form to submit the credentials.

0o w

Fig.4: Job Scan Portal Page

User interface of the Fake Job Detector system, illustrating the input module that supports URL, text, and image-
based job submission for fraudulent job classification.

P o ow

Fig5: Job Description Page

This page shows the extracted details of a submitted job post, including title, company, salary, location, and other
information. It also allows the user to select a machine learning algorithm like Naive Bayes or Random Forest to
predict whether the job post is real or fake.
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Fig.6: XG-Boost Moderate Result Page

This "Xgboost Result" page displays the output of a classification model run locally (at 127.0.0.1). The model
predicts a "Moderate" level with 57.89% confidence, indicating some potential risk or uncertainty in the evaluated
item (likely a job or company legitimacy checker). It suggests five verification steps: checking for an official
website, verifying the LinkedIn profile, reading employee reviews (Glassdoor/Reddit), exploring feedback on social
platforms, and confirming salary and contact details. These steps aim to help users further assess the trustworthiness
of the evaluated entity

Xgboost Result

Fig.7: XGBoost Genuine Result Page

This page displays the result of an XGBoost model prediction, showing the item is classified as "Genuine™ with a
high confidence level of 95.94%. It suggests strong trustworthiness in the evaluated input. A "Try another” link is
provided for running a new prediction.

Conclusion:-

The development of a hybrid machine learning model for detecting fraudulent job postings proves to be an effective
solution to combat online job scams. By combining multiple algorithms—such as XGBoost, random forests, and
possibly natural language processing (NLP) techniques—the model enhances accuracy and reduces false positives.
The system can analyze various textual and metadata features from job listings to distinguish between genuine and
fraudulent posts with high confidence. This approach not only improves user safety but also helps job platforms
maintain trust and reliability. Overall, the hybrid model demonstrates the potential of Al-driven tools in
safeguarding job seekers from exploitation in the digital recruitment space.
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