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The rapid evolution of next-generation networks like Software Defined
Networks (SDN), Internet of Things (IoT), and 5G infrastructures has
made cybersecurity issues extremely complex. The traditional intrusion
detection system (IDS) mostly depends upon signature-based intrusion
detection techniques that fail to detect sophisticated and unknown cyber
attacks. Therefore, the integration of deep learning techniques with
intrusion detection has become a promising solution to improve
network security. In this paper, a deep learning-based intrusion

Networks. detection framework has been proposed to detect complex and

unknown attacks in next-generation networks. The proposed
framework uses a hybrid deep learning architecture that combines
Convolutional Neural Networks (CNN) and Long Short-Term Memory
(LSTM) networks to detect unknown attacks in next-generation
networks. The proposed framework has been evaluated using
benchmark datasets like NSL-KDD and UNSW-NBI15 datasets that
contain different categories of network attacks like DoS, Probe, R2L,
and U2R attacks. The experimental results have been compared with
other machine learning algorithms like Support Vector Machines
(SVM), Random Forest (RF), and K-Nearest Neighbors (KNN), which
prove that the proposed hybrid deep learning architecture outperforms
other machine learning algorithms in intrusion detection. The accuracy
of the proposed model is 98.6%, precision of 97.9%, recall of 98.2%,
and Fl-score of 98.0%. Moreover, the proposed system has the
potential to reduce false alarm rates and improve detection capabilities
for zero-day attacks. The results of this study have demonstrated the
potential of deep learning-based intrusion detection systems to improve
network security in advanced network infrastructures. The proposed
framework has the potential to provide a scalable and intelligent
solution for detecting emerging threats in advanced network
infrastructures. Future research will investigate federated learning and
explainable artificial intelligence approaches to improve the flexibility
of intrusion detection systems.

"© 2026 by the Author(s). Published by IJAR under CC BY 4.0. Unrestricted use allowed
with credit to the author.”
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Introduction:-

With the rapid development of digital technology, modern networks have become more complex and interconnected
[1], [2]. With the advent of next-generation network technologies such as 5G, Cloud Computing, Software Defined
Network (SDN), and Internet of Things (IoT) technology, the threat of cyber threats has increased manifold [3], [4].
These technologies can be used for a high volume of data transmission and can be used for real-time communication
[5]- Therefore, network security has become a major challenge for organizations and governments around the globe.
Intrusion Detection Systems (IDS) are used to monitor network activity and detect malicious activity [6].
Conventional Intrusion Detection Systems can be broadly classified into signature-based intrusion detection systems
and anomaly-based intrusion detection systems [7], [8]. Signature-based intrusion detection systems depend on a
database containing a list of attack signatures [9]. This type of intrusion detection system is effective against known
attacks but is ineffective against zero-day attacks. Anomaly-based intrusion detection systems detect network
activity anomalies but are prone to high false alarm rates [10]. Several machine learning techniques have been
employed for enhancing the performance of intrusion detection systems [11].

Techniques such as Support Vector Machines (SVM), Decision Trees (DT), Random Forest (RF), and K-Nearest
Neighbor (KNN) have shown good results in detecting intrusions in a network. However, these techniques face
difficulties in handling high-dimensional data related to network traffic. Moreover, for dealing with evolving types
of attacks in modern computing systems, advanced techniques are needed that can learn automatically [12], [13].
Recently, deep learning techniques have been recognized for their ability to learn automatically in various
cybersecurity applications. Deep learning techniques include Convolutional Neural Networks (CNN), Recurrent
Neural Networks (RNN), and Long Short-Term Memory (LSTM) networks. These techniques have shown good
results in detecting various types of attacks in a network. Deep learning techniques can learn automatically from
large amounts of data and can analyze complex types of attacks in a network [14], [15].The proposed research in this
paper suggests the idea of a hybrid deep learning technique that incorporates the CNN and LSTM models for the
detection of sophisticated attacks in the context of next-generation network systems [16], [17]. The CNN model is
utilized to detect the spatial features of the network traffic data, whereas the LSTM model is utilized to detect the
temporal features of the network traffic data [18].

The contributions of the proposed research can be summarized as follows:

e Development of a hybrid CNN-LSTM Deep Learning Architecture for Intrusion Detection.

e Evaluation of the proposed model using existing intrusion detection datasets.

e  Comparison of the proposed model with existing machine learning algorithms.

e Detection accuracy, precision, recall, and false alarm analysis.

The rest of the paper is organized in the following manner. In Section 2, we discuss the existing research works in
machine learning and deep learning-based intrusion detection systems. In Section 3, materials and methods used in
this research are discussed. In Section 4, experimental results and performance evaluations are discussed. Finally, in
Section 5, conclusions and future research directions are given.

Related Works:-

Several researchers have worked on various machine learning and deep learning techniques for intrusion detection
systems. Earlier models of IDS used statistical and rule-based techniques [19], [20]. However, with the increase in
complexity of attacks, researchers have started using intelligent machine learning techniques for accurate results.
The first publicly available dataset for IDS was the KDD Cup '99 dataset. Later, researchers like Tavallaee et al.
proposed a new dataset called NSL-KDD to overcome the redundancy and imbalance problems in the original KDD
Cup '99 dataset [21]. Machine learning algorithms like Support Vector Machine (SVM), Random Forest (RF), and
Decision Trees (DT) have been utilized for intrusion detection [22], [23]. The algorithms have been able to achieve
reasonable accuracy in detecting network intrusions [24]. However, they require feature engineering and data
preprocessing, which can be tedious. Additionally, traditional machine learning algorithms have limitations in
detecting complex cyber attacks, especially multi-stage attacks [25]. Deep learning models have been receiving
significant research attention in recent times, especially for their potential in learning complex patterns from data
[26]. Kim et al. proposed a deep neural network model for network intrusion detection using stacked autoencoders
[27]. The proposed model was able to attain higher classification accuracy compared to traditional machine learning
models [28].
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Convolutional Neural Networks (CNN) have also been used to deal with intrusion detection issues. The CNN
architecture has been effective in extracting spatial features from network data through the analysis of packet
structures and flows [29]. Yin et al. proposed a deep learning-based intrusion detection system using CNN and
reported promising results with the NSL-KDD dataset. Recurrent Neural Networks (RNN) and LSTM networks
have been used to analyze network data [30]. These networks have been effective in dealing with time-series data in
networks, which is essential in intrusion detection since attacks may be multi-stage attacks. Research carried out by
Hochreiter and Schmidhuber showed that LSTM networks outperform RNN networks in dealing with long-term
dependencies [31]. Hybrid deep learning models, which combine CNN and LSTM, have also been proposed for
improving the performance of intrusion detection systems. The proposed hybrid models utilize the feature extraction
ability of CNN and the temporal analysis ability of LSTM for improving intrusion detection accuracy [32]. Research
has revealed that hybrid deep learning models can effectively detect intrusion attacks, even though they individually
perform poorer than other deep learning models [33]. Even though significant research has been conducted on
intrusion detection for next-generation networks, there are still some challenges that need to be addressed for the
deployment of intrusion detection systems in real-world scenarios.

Materials and Methods:-

System Architecture

The proposed intrusion detection framework consists of five main components shown in Figure 1:
Data Collection

Data Preprocessing

Feature Extraction

Deep Learning Model Training

Intrusion Detection and Evaluation

Data Feature

Data Collection : .
Preprocessing Extraction

Intrusion
Detection and
Evaluation

Deep Learning
Model Training

Figure 1: Proposed architecture

Dataset Description:-
Two publicly available datasets were used in Table 1:
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Table 1: Dataset

Dataset Instances | Features | Attack Types
NSL-KDD | 125973 41 DoS, Probe, R2L, U2R
UNSW- Generic, Exploits,
NBI15 257673 49 Fuzzers

These datasets include both normal network traffic and various types of cyber attacks.

Data Preprocessing:-
The following preprocessing steps were applied:
Data cleaning and removal of duplicate records
Encoding of categorical attributes using one-hot encoding
Normalization using Min-Max scaling
Splitting dataset into training and testing sets (70:30)
Normalization formula: The equation 1 shows the normalization.
X—Xmi
min (1)

XNorm - Xmax ~Xmin

Proposed Deep Learning Model:-
The proposed deep learning model will be a combination of CNN and LSTM models.

CNN Component: CNN will be responsible for extracting spatial features from network traffic. CNN layers:
Convolution Layer

ReLU Activation

Max Pooling Layer

Flattening Layer

LSTM Component: LSTM will be responsible for extracting sequential dependencies from network flows.

LSTM Gate Equations: The LSTM gate equation 2, equation 3, and equation 4 are mentioned below. The CNN
LSTM architecture is shown in Figure 2.

fo = o(Welhy_1, %] + bf) 2
i, = o(Wi[he_q,x] +b;) 3)
Oy = 0-(Wo [ht—l'Xt] + bo) (4)

Convolution Layer

Pooling Layer

Dense Layer

Softmax Output

Figure 2: CNN LSTM architecture
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Training Parameters: The training parameter is shown in Table 2.
Table 2: Training parameter

Performance Metrics:-
Evaluation metrics used is shown in Table 3.

Parameter Value
Epochs 50
Batch Size 128
Learning 0.001
Rate

Optimizer Adam
Activation ReLU

Table 3: Performance metrics

Metric Formula Description
Accuracy | (TP +TN)/ (TP + TN + FP + FN) Overall classification correctness
Precision | TP /(TP + FP) Correct positive predictions
Recall TP /(TP + FN) Ability to identify true positives
F1 Score | 2 x (Precision x Recall) / (Precision + Recall) | Balance between precision and recall
AUC- Area under ROC curve Classification discrimination ability
ROC

Results:-

The proposed deep learning model was evaluated with NSL-KDD and UNSW-NB15 datasets. The performance of
CNN-LSTM was compared with other traditional machine learning techniques like SVM, Random Forest, and
KNN. The performance comparison is shown in Table 4.

Table 4: Performance comparison

Model Accuracy | Precision | Recall F1 Score
SVM 91.4 90.1 89.8 90
Random Forest 94.6 93.9 94.2 94

KNN 92.3 91.7 91.2 91.4
CNN 96.8 96.2 96 96.1
Ers"%’lfdsed CNN- 9.6 97.9 98.2 98
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Accuracy

Proposed CNN-LSTM
CNN
KNN

B Accuracy

Random Forest

SVM

1‘I|E

86 88 90 92 94 96 98 100

Figure 3: Accuracy Comparison Graph

As seen in the results, the hybrid model of CNN-LSTM performs better than other models, especially in the
detection of known and unknown attacks. The hybrid model reduces false positives while improving the accuracy of
detection.

Conclusion:-

This study presented a hybrid framework of deep learning models for enhanced intrusion detection systems for next-
generation networks. The model utilizes a combination of Convolutional Neural Networks and Long Short-Term
Memory models to extract both spatial and temporal features of network traffic data. The results obtained by
implementing the CNN-LSTM model on standard data sets showed that it performs better than conventional
machine learning algorithms in terms of accuracy, precision, recall, and F1-score.The proposed model offers an
intelligent solution for detecting complex intrusion attacks on modern network infrastructures. Future studies will
concentrate on incorporating Explainable Al models and Federated Learning models to further enhance the
transparency and scalability of intrusion detection systems.
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