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Introduction:-

Critical Infrastructures Such As Electricity, Water, Telecommunications, And Healthcare Are Increasingly
Interconnected. As Cities And Systems Become More Digital And Complex, A Failure In One Domain Can Lead To
Widespread Consequences Across Others. Traditional Risk Management Approaches Are Often Siloed And
Insufficient For Capturing These Cross-Domain Dynamics. This Research Investigates How Risks Propagate
Between Domains And Presents An Ai-Driven Framework That Models, Predicts, And Suggests Mitigations For
Such Cascading Failures. The Central Goal Is To Enhance Systemic Resilience Using Adaptive, Intelligent Tools
That Operate In Real-Time.

ProblemStatement:-

Despite growing awareness of interdependencies among critical infrastructures, there is a lack of comprehensive
frameworks and predictive models that can effectively simulate and analyze cross-domain risk propagation.

Existing tools often treat infrastructures in silos, failing to capture dynamic feedback loops, mutual dependencies,
and the rapid spread of disruption enabled by modern information technologies.
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This gap leaves decision-makers ill-equipped to proactively identify weak links and to prepare for the
cascading effects of incidents such as:

A cyberattack on an electrical grid that disables water treatment plants.
A natural disaster that disrupts transportation and affects emergency response.
An IT failure in a banking system that cascades into telecommunications and retail sectors.

Research Aim:-
This research aims to analyze and model cross-domain risk propagation in interconnected infrastructure ecosystems,
using a combination of system modeling, Al, and real-world data.

The objective is to:-

Identify and classify types of interdependencies (physical, cyber, logical, geographic).
Develop a simulation framework that reflects these interdependencies and predicts risk flow.
Propose a decision-support system based on Al that can aid in proactive risk management.

Limitation:

|Area ||Current Limitation ||P0tential Future Improvement |

|Data ||Primarily simulated datasets ||Validate using live infrastructure and IoT sensor data |

|AI Models ||Ofﬂine supervised learning ||Online, adaptive, and federated learning |

Infrastructure e Extend to military, industrial, and cross-border|
Focus on civilian infrastructure .

Scope infrastructures

|Geographic Scope ||Nationa1—scale scenarios ||Globa1 interconnected infrastructure networks |

Validation Limited historical case studies Eﬁfﬁ:-scale operational deployments and smart-city

Human Factors L1m1.ted modeling of human decision- Incorporate behavioral and socio-technical models
making

Digital Twins ||N0 real-time digital twin integration ||Integrate live digital twin environments

Research Questions:-
This work is guided by the following key research questions:-

1.

2.
3.

4.

What are the most common interdependencies among critical infrastructures, and how can they be modeled
effectively?

How do risks propagate across domains during both normal operations and in crisis scenarios?

Can artificial intelligence and simulation be used to build a predictive model of cross-domain cascading
failures?

What mitigation strategies can be developed to reduce the impact of cross-domain disruptions?

Research Objectives:-
To address these questions, the study sets the following objectives:-

Objective 1: Review and classify interdependencies and past failure events across infrastructure systems.
Objective 2: Build a taxonomy of risk types and their propagation pathways.

Objective 3: Design a dynamic simulation model using tools such as agent-based modeling and graph theory.
Objective 4: Integrate Al techniques (e.g., neural networks, reinforcement learning) to predict risk flows and
suggest mitigation strategies.

Objective 5: Validate the model using real-world case studies and synthetic datasets.

Related Work:-

Literature in Critical Infrastructure Protection (CIP) has evolved from single-domain assessments to
interdependency studies. Rinaldi et al. (2001) introduced a foundational taxonomy categorizing interdependencies
into physical, cyber, logical, and geographic types. Network science has since contributed robustness analysis
through percolation theory and interdependent network models (e.g., Buldyrev et al., 2010). While Al has been
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applied to infrastructure monitoring, its use in cross-domain risk prediction remains limited. This research fills that
gap by integrating advanced Al algorithms within a dynamic simulation environment.

Proposed Novel Contributions:
This research makes five primary contributions:

1. Introduces a hybrid Al-assisted framework for modeling and predicting cross-domain risk propagation in
interconnected critical infrastructure ecosystems.

2. Integrates Graph Neural Networks (GNN), Long Short-Term Memory (LSTM) networks, Reinforcement
Learning (DQN), Graph Theory, Agent-Based Modeling, and System Dynamics into a unified predictive
framework.

3. Formalizes infrastructure interdependencies through a dependency taxonomy and quantitative risk
propagation metrics for analyzing cascading failures.

4. Develops an adaptive Al-driven decision-support framework capable of predicting cascading failures and
recommending mitigation strategies in near real time.

5. Validates the proposed framework using representative real-world cascading failure scenarios,
demonstrating its applicability for infrastructure resilience planning.

Framework Architecture Diagram:

HYBRID AI-ASSISTED FRAMEWORK FOR CROSS-DOMAIN RISK PROPAGATION

Framework Architecture
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Figure 1: Proposed Hybrid AI-Assisted Framework for Cross-Domain Risk Propagation in Interconnected
Critical Infrastructure Ecosystems.

Mathematical Formulations:

The proposed framework represents interconnected critical infrastructures as a weighted, directed, multilayer graph:
G=WVEW)
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where Vis the set of infrastructure nodes, Eis the set of interdependencies, and W = [Wij]is the weighted
dependency matrix. Each node may represent an infrastructure asset, subsystem, organization, or operational
domain, while each directed edge e;;represents the influence of infrastructure component ion component j.

e I Infrastructure Dependency Strength

The dependency strength between infrastructure components iand jis defined as:
]
Y AF

where:
e D;; € [0 1]is the normalized dependency strength from node ito node j;
e AF;is the proportional functional loss experienced by infrastructure component i;
e AP;jis the resulting performance degradation experienced by component j.
A value close to zero indicates weak dependency, whereas a value close to one indicates that degradation in
iproduces substantial degradation in j.
Where dependency observations are not naturally bounded, min—max normalization may be applied:
5 _ Dij = Duin
Y Diax = Dmin

e I Direct Risk-Propagation Score
The instantaneous risk transmitted from infrastructure node ito node jat time tis modeled as:
R;;(t) = Dy; V; Pi(t) S;(t) e 4™

where:

e R;;(t)is the direct risk-propagation score;

e Dy;is the dependency strength;

e V; € [0 1]is the vulnerability of receiving node j;

e  P;(t) € [0 1]is the failure probability of source node i;
o S;(t) € [0 1]is the severity of the disruption at node i;
e 1;;is the propagation delay between iand j;

e J;; = Ois a delay-decay parameter.

The exponential term represents the influence of propagation latency. It may be omitted when latency is not
modeled:
R;;(t) = D;; VP ()S;(t)

Your original equation can therefore be retained as the simplified case:
R;;(t) = D;;V;P,(t)

However, it should be described as a risk score rather than a probability unless it has been calibrated and
normalized.

o III. Aggregated Node-Failure Probability
When node jreceives risk from several dependent nodes, its propagated failure probability may be modeled as:

P(t+1)=1- 1_[ [1-R;®]
EN=-)
where V'~ (j)denotes the set of upstream nodes connected to j.

This equation represents the probability that at least one incoming propagation pathway causes disruption. To
include the node’s intrinsic or baseline probability of failure, the equation becomes:

Pt+1)=1-[1-P) 1_[ [1 - Ry(®)]
EN=())
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where 13-(0) (t)is the baseline failure probability of node j, independent of propagated risk.

e IV. Cascading-Failure Impact
The total weighted impact of a cascading event is defined as:

N
CF@®) = ) R@©W,

where:
e (CF(t)is the total cascading-failure impact at time t;
e F;(t) € [0 1]is the functional degradation of node i;
e W; = Ois the criticality weight assigned to node i;
e  Nis the total number of infrastructure nodes.
For comparability across scenarios, a normalized cascading-failure index may be used:
N
i=1 Fi (OW;
CF o () = izl 1AL
norm {:\]21 Wl
Thus:
0<CFEom() <1

A value of zero represents no functional degradation, while a value approaching one represents widespread
degradation of highly critical components.

The cumulative cascading impact over a simulation interval [tO' tf]is:

ty
CFum = f C Fnorm(t) dt
t

0

or, for discrete observations:
ty
CPoum = ) € Faorm (DAL

t=tg

e V. Cascade Depth and Propagation Breadth
Cascade depth measures the maximum number of dependency stages traversed from the original failed node:
CD = maxd(s’j)
]EVf

where:

e  sis the initial failure source;

e Vyis the set of affected nodes;

e d(sj)is the shortest directed path length from sto affected node j.

Propagation breadth is defined as:

A
PB = ——
IV

where | V; lis the number of affected nodes and | V lis the total number of nodes.

e VI. Domain Impact Index
The Domain Impact Index measures the proportion of infrastructure elements affected within a particular domain d:

N t
DIId (t) — af[f\jctedl,:ii( )
total,

where:
®  Nafrected,q (t)is the number of failed or degraded nodes in domain d;
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®  Niotalqis the total number of nodes in that domain.
For the entire infrastructure ecosystem:

M
Z d=1 Naffected,d (t)

M
Z d=1 Ntotal,d

DIIglobal @®) =

where Mis the number of infrastructure domains.
A severity-weighted version is:
Dievy Wi Fi(t)
Dlléw) (t) — evg i ti
ZiEVd VVL

This weighted formulation distinguishes between minor component failures and the failure of highly critical assets.

e VII Risk Amplification Factor
The Risk Amplification Factor compares the total cascading impact with the impact of the initial triggering event:

RAF = Itotal

initial

where:
o  [initiaris the direct impact generated by the initiating failure;
®  [ioaris the combined direct and propagated impact.
Interpretation:
1, no amplification,

RAF ={>1, cascading amplification,
< 1, effective containment or mitigation.

The amplification attributable exclusively to propagation may be expressed as:
RAF, ., = Ltotal — linitial

Linitial
For example, RAF, . = 0.50indicates that propagation increased the original impact by 50%.

e  VIIL Infrastructure Resilience Score

Let Q(t) € [0’ 1]denote the normalized functionality of the infrastructure system over the evaluation interval [ty t,.],
where t,is the disruption time and t,is the end of the recovery period.

The normalized resilience score is:

1 (&
R, = Q (t) dt

t?" - to tO

Equivalently, using the area of performance loss:
tr
f 1-e®]dt
1 e —
tT - to

S

For discrete simulation outputs:
T, [1—- Q)] At

R, =1
$ t, —t,

where:

Q(t) = lrepresents full functionality;

Q(t) = Orepresents complete loss of functionality;
Rs € [0r1];

larger values indicate stronger resilience.
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This area-based formulation is more defensible than:

R. = Precovery
= —
Pfailure

because that ratio may exceed one and does not directly account for the magnitude or duration of performance
degradation. Area-under-the-functionality-curve approaches are commonly used in infrastructure-resilience analysis.

e IX. Recovery Time
Recovery time measures the period required for system functionality to reach a specified recovery threshold Qarget:

RT = min{t — to: Q() = Qrarget}
For example, Qiarger = 0.95may represent restoration to 95% of the pre-disruption performance level.

¢ X. Graph Neural Network Formulation

The infrastructure ecosystem is represented by an adjacency matrix A €
dependency from node ito node j.

Self-connections are introduced as:

RVN - where A; ; = Dyjrepresents the

A=A+1y

where I is the identity matrix. The corresponding degree matrix is:
D= 4y
j

A graph-convolution layer is then defined as:
HO = ¢ (D2AD2HOW® +bO)

where:

o HOis the node-feature matrix at layer [;

e H® =X, the initial infrastructure-feature matrix;

o WOjs the trainable weight matrix;

o  bDis the bias vector;

e ¢ (-)is a nonlinear activation function;

e D~Y2AD~'/2is the symmetrically normalized adjacency matrix.

For an individual node i, the equivalent message-passing expression is:

[

A..
B = | A 00 40 |

\ Dy:Dj;
JEN UL}

The GNN output may estimate the probability of failure for each node:
P,(t + 1) = sigmoid (WohEL) + bo)

This normalized graph-convolution formulation follows the widely used GCN architecture introduced by Kipf and
Welling.
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e XI. Long Short-Term Memory Formulation
For each time step t, the LSTM receives an input vector x;, a previous hidden state 4,_,, and a previous cell state
Ct_l.
The forget gate is:
ff = O-(fof + Ufhf—l + bf)

The input gate is:
it = O'(Wl'xt + Uiht'—l + bl)

The candidate memory state is:
¢, = tanh(W.x; + U hi_q + b.)

The cell state is updated as:
& =fiOc1+iiO¢

The output gate is:
0y = o(Wox + Ushe—y + b,)

The hidden state is:
hy = 0, © tanh (c;)

where:

e g (+)is the sigmoid activation function;

e tanh (-)is the hyperbolic tangent function;
e (O denotes element-wise multiplication;
o W, U,, and b,are learnable parameters.

The predicted infrastructure-risk value for the next time step is:
Ver1 = VVyht + by

or, for failure-probability estimation:
P,., = sigmoid(W, i, + b,)

LSTM was developed to learn long-range temporal dependencies and address problems associated with
conventional recurrent-network training.

e XII. Reinforcement-Learning Formulation
The mitigation problem is represented as a Markov Decision Process:

M= (8 A PP y)Type equation here.
where:
e  Sis the set of infrastructure states;
Alis the set of mitigation actions;
Prepresents state-transition probabilities;
Ris the reward function;
y € [0 1]is the discount factor.

The standard Q-learning update is:

Qer1(spar) = Qu(spay) +a [rt + Vm;!XQt(StH’ a) = Qc(sy at)]
where:
e  s,is the current infrastructure state;
e  q,is the selected mitigation action;
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1;is the immediate reward;

S¢ 4118 the resulting state;

a € (0 1]is the learning rate;

y € [0 1]is the future-reward discount factor.

A suitable risk-mitigation reward function is:
= _[ﬁl CFnorm (t) + ﬁZCaction(at) + B3Nfailed (t) + B4RT(t)] + ﬁSARs(t)

where:

o Cyction(@s)is the cost of applying action a;;
Nfaileq (t)is the number of failed components;
RT (t)represents recovery delay;

AR(t)is the improvement in resilience;

B4, ..., Bsare weighting coefficients.

For Deep Q-Networks, the target value is:
ye=n+ VmaaXQ(Stﬂ’ a 97)

and the loss function is:

20) =E [(yt —Q(syay 6))2]

where fdenotes the online-network parameters and 6~ denotes the target-network parameters. The Q-learning update
and its convergence properties originate from Watkins and Dayan’s foundational formulation.

e XIIIL Prediction-Model Evaluation Metrics
For binary failure prediction, let TP, TN, FP, and FNrepresent true positives, true negatives, false positives, and
false negatives.
e Accuracy
TP+ TN

A =
CCuracy = TP ¥ TN + FP + FN

e  Precision

Precision — TP

recision = TP+ FP
e Recall

Recall = TP

AT TPy FN
e F1-Score

Precision X Recall

1=

Precision + Recall

e Mean Squared Error for Time-Series Prediction

1w .
MSE = NZ(%‘ -9
i=
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Comparison with Existing Research:

L||Simulation Cross- Decision Real-World Case Validation

Study Al ||GNN|LSTM Domain |Support

~

Rinaldi et al.

(2001) X X X X_ Limited N X Partial

Buldyrev et al ] .

[Ouyang (2014) |Partiall x  |[x  |x |~ v |[x |[Review-based

INIST 2014)  |[x  |x Jx  ]x ]ix |[Partial |[Partial |1x

p d ] Partial — historical case
Fropose K v v v v |V v v studies and synthetic
ramewor L scenarios

Research Gap:-

Although previous studies have examined infrastructure interdependencies, network robustness, and Al-assisted
monitoring, few have proposed an integrated framework combining Graph Neural Networks, Long Short-Term
Memory networks, Reinforcement Learning, Agent-Based Modeling, Graph Theory, and System Dynamics for
cross-domain risk prediction and decision support. This research addresses that gap by providing a unified, Al-
assisted framework capable of modeling, predicting, and mitigating cascading failures across interconnected critical
infrastructure ecosystems.

Implementation Environment:-

The proposed framework was developed using Python 3.11 with NetworkX for graph analysis, TensorFlow/PyTorch
for Al models, Any Logic for agent-based and system dynamics simulation, MATLAB/Simulink for validation, and
Gephi for network visualization. Experiments were conducted on a workstation equipped with an Intel Core 19
processor, NVIDIA RTX GPU, and 64 GB RAM. Al models were configured using the Adam optimizer, a learning
rate of 0.001, batch size of 64, and 50 training epochs.

Methodology:-

Dependency Taxonomy The study formalizes interdependencies using a matrix-based approach, capturing
directionality, strength, and latency of connections among infrastructure nodes. These dependencies inform
simulation logic and Al learning.

Simulation Design A hybrid model combines:-

e  Graph theory (network topology and metrics)

e Agent-based simulation (infrastructure behavior)
e System dynamics (feedback loops and delays)

Al Framework The core Al system uses:-

e LSTM for time-series prediction of failure patterns

e  Graph Neural Networks (GNN) for topological risk inference

e Reinforcement Learning (DQN) for recommending mitigation actions

Simulations are implemented using Python (NetworkX, TensorFlow), AnyLogic, and MATLAB.

Case Studies:-

North American Blackout (2003) A software glitch triggered a cascade that affected power, water, ICT, and
transport sectors. The framework correctly replicated the failure timeline and cross-domain dependencies. Texas
Winter Storm (2021) Extreme weather disabled energy systems, which in turn affected water treatment, healthcare
delivery, and communication. Simulation showed the compounding effect of geographic and physical dependencies.

Results and Evaluation:-
Risk Metrics Key indicators included:-
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Domain Impact Index (DII)

Risk Amplification Factor (RAF)
Recovery Time (RT)

Resilience Score (Rs)

Model Performance:-

|Metric ||Accuracy ||Precision ||Recall ||F 1-Score |
Scenario A 93.1% 91.5% 94.8% 93.1% |
|Scenario B 191.7% [188.2% 193.6% 90.8% |

Al-enhanced predictions reduced degradation by up to 47% compared to rule-based models.

Policy and Practical Implications:-

The research proposes actionable strategies:-

e  Decouple critical system dependencies where possible

e Implement interdependency audits and resilience scoring

e  Adopt Al-based monitoring for early warning and dynamic response

Policy implications include the need for standards that mandate cross-domain risk analysis and promote data sharing
between infrastructure sectors.

Scope and Delimitations:-

This research focuses primarily on civilian infrastructure systems in urban and national contexts. While military and
classified systems are important, they are outside the scope due to data sensitivity. The emphasis is on cyber-
physical risk propagation, although socio-political and human factors are considered at a high level where
relevant. Additionally, while Al is used in the modeling phase, this research does not focus on building new Al
algorithms from scratch, but rather on applying and adapting existing ones within the infrastructure risk domain.

Significance of the Study:-
This study is timely and significant in light of rising global risks, including cyber threats, climate-related disasters,
and increasing urban complexity.

Its contributions include:-

e Providing a holistic view of infrastructure risk that reflects real-world complexity.

e Offering a practical framework that policymakers and engineers can use to design more resilient systems.
e Helping organizations shift from reactive to proactive risk management using data-driven insights.

Risk Propagation Theory:-
Risk propagation refers to the spread of risk from one component or domain to another. It draws from probabilistic
risk assessment (PRA), game theory, and epidemiological modeling.

Dimensions of Risk Propagation:-

e Temporal: How quickly the disruption spreads

e Spatial: How widely it affects systems across geographies

e Functional: Which operational capabilities are degraded

e  Contextual: Under what conditions propagation accelerates or slows

Risk propagation is often modeled as a function:-
Rx,y,t)=1(d,c,1,5)

Where:-
e X, y=affected domains
e t=time

e d=dependency strength
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e ¢ = coupling coefficient
e r=resilience threshold
e s =system state variables

Strength of Dependency:-

Not all dependencies are equally impactful. The dependency strength (Ds) is introduced as a numerical metric
ranging from 0 (no impact) to 1 (total dependency).

Ds(i,j)=APjAFiD_{s}(i,j) = \frac{\Delta P_j} {\Delta F_i}Ds(i,j)=AFiAPj

Where:-
e AFi\Delta F_iAFi: Degree of functional loss in infrastructure iii
e APj\Delta P_jAPj: Resulting performance degradation in infrastructure jjj

This value can be empirically estimated based on:-
e Historical failure impact data

e Surveyed expert judgments

e Simulated testbeds

Domain-to-Domain Dependency Matrix:-
To operationalize the taxonomy, a domain-to-domain dependency matrix is created. Each cell represents the type(s),

strength, and direction of the dependency between two CI sectors.

Example Matrix (Partial):-

|Fr0m \To ||Energy ||Transp0rt ||Water ||ICT ||Health |
[Energy |— IP(0.9) 1 IP(0.8) 1 lc0.7) 1 [P(0.6) 1 |
[Transport [P0.3) | = [G(0.2) & [C(0.4) 1 [L(0.5) & |
[Water PO6) L __ |P03) | = [c0.3) 1 [PO.4) 1 |
ICT [C0.8) | lc0.7) | lc0.5) | |— [c0.9) 1 |
[Health PO4HL  JLe3)] [P©.5) | lc6) | = |
Legend:-

e P =Physical

e (C=Cyber

e G = Geographical

e L =Logical

e 1] = Directionality

Numbers = Dependency Strength (0.0 to 1.0)

Objectives of Simulation:-

The core objectives of simulation in this research include:-

e Representing infrastructure systems and their interdependencies as graph-based models.

e Simulating failure scenarios originating from single domains and tracing their spread across others.

e Evaluating how system parameters (dependency strength, redundancy, resilience thresholds) affect risk
escalation.

e  Testing the proposed Al-driven risk prediction framework under dynamic conditions.

Selection of Modeling Techniques:-
Given the complexity of infrastructure ecosystems, a hybrid simulation approach is adopted, combining:

Graph Theory-Based Modeling:-

e Critical infrastructures and their dependencies are represented as multi-layered graphs.
e Nodes = Infrastructure components (e.g., power grid, hospital).

e Edges = Dependencies (e.g., electricity — water supply).
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e Edge attributes = Dependency type, strength, latency.

Agent-Based Modeling (ABM):-

e Each node is modeled as an intelligent agent with behaviors, thresholds, and learning capabilities.
e Agents simulate local decisions (e.g., rerouting traffic, switching to backup power).

e ABM is effective for studying emergent behaviors and nonlinear dynamics.

System Dynamics (SD):-
e Used for representing feedback loops, delays, and accumulation effects (e.g., progressive water pressure loss).
e SD models are especially useful in studying temporal aspects of risk propagation.

Simulation Environment and Tools:-

To implement these models, the following tools are integrated:-

|Tool ||Role in Simulation |
|Pyth0n + NetworkX ||Graph generation, dependency matrix creation, propagation logic |
|AnyL0gic ||Agent-based and system dynamics simulation |
|MATLAB / Simulink ||Va1idation and sensitivity analysis |
|Gephi ||Visualization of cascading failures |
|TensorF low/PyTorch ||AI models for failure prediction |

These tools support experimentation with multiple failure scenarios, dependency configurations, and policy
interventions.

Importance of Risk Metrics in Interdependent Systems:-

In interdependent systems:-

e A failure in one node can produce exponential impacts in downstream nodes.

e Risk perception is subjective without quantification.

e  Metrics enable scenario comparison, policy testing, and investment prioritization

Risk metrics provide insight into critical nodes, vulnerable pathways, and the likelihood of systemic collapse.

Categories of Risk Propagation Metrics:-

The following categories of metrics are defined for this study:-

|Categ0ry ||Descripti0n |
|Structural Metrics ||Network-based indicators showing potential paths of propagation |
|Temp0ral Metrics ||Time—based measurements tracking the speed and delay of failures |
|Impact Metrics ||Quantitative indicators of damage or degradation |
|Resilience Metrics ||Metrics capturing system's ability to absorb, recover, and adapt |
|Predictive Metrics ||AI-driven metrics forecasting likely propagation targets |

High-Level Architecture:-
The framework consists of five core layers:-

|Layer ||Description |

|1. Data Ingestion Layer ||C011ects simulation outputs, telemetry, and dependency models. |

2. Feature Engineering|Transforms raw data into features for model training (e.g., dependency strength, node
Layer health).

|3. Al Engine ||Hosts machine learning and deep learning models for prediction. |

|4. Decision Support Layer ||Generates risk scores, visualizations, and recommendations. |
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|Layer ||Description

|5. Feedback Layer

||Uses system behavior to continuously update and improve Al models.

Data Sources and Inputs:-

The framework is flexible enough to work with both simulated and real-world infrastructure data,

including:-
e Infrastructure dependency matrix

Failure event logs (timestamped)
Propagation paths from graph-based simulations

Evaluation Methodology:-

Node performance indicators (power status, water flow, bandwidth)

Domain-specific thresholds (e.g., water quality, power voltage)

To ensure a thorough assessment, the following methodology was adopted:-
1. Scenario-Based Testing: Simulated events from different domains were used to test propagation behavior.

kR

Test Scenarios:-

Baseline Comparison: Framework performance was compared to rule-based and non-Al models.
Metric-Based Validation: Standard classification and performance metrics were applied.
Cross-Validation: Multiple infrastructure configurations were tested to prevent overfitting.

Stress Testing: High-intensity failure chains were simulated to evaluate resilience under pressure.

Three representative cascading failure scenarios were designed based on real-world analogs (from Chapter

6):-

Scenario 1: Power Grid Outage:-

e  Trigger: Failure of two main substations

e Target Domains: Transport, Water, Healthcare

e  Objective: Evaluate early detection and cross-domain prediction accuracy

Scenario 2: Cyberattack on Water SCADA:-

e  Trigger: Malware disables telemetry and flow control in regional plant

e Target Domains: Healthcare, ICT, Emergency Services

e Objective: Test Al’s ability to forecast non-obvious propagation

Scenario 3: Flood Event (Natural Disaster):-

e  Trigger: Physical destruction of multiple geographically co-located assets
e Target Domains: Power, Communication, Emergency Services

Objective: Evaluate spatial propagation mapping and redundancy effectiveness

Results Overview:-

|Scenari0 ||Accuracy ||Precisi0n ||Recall ||F1-Sc0re ||DAR ||Latency (s) |
[Power Grid [[93.1% [91.5% 94.8% 93.1% 82% 2.1 |
|Cyberattack|[91.7% 88.2% 93.6% 90.8% 76% 2.8 |
[Flooding  ]92.4% 90.1% 94.3% 92.1% [79% 3.0 |
Observations:-

e High accuracy and recall indicate strong predictive power across multiple types of failures.
e Low latency suggests the system can provide early warning capabilities.
e Degradation avoidance indicates the framework’s practical value in reducing system damage.

Summary of Research Objectives and Achievements:-

This thesis was driven by the following core research objectives:
1. Analyze the nature of interdependencies among critical infrastructure sectors.
2. Model the propagation of risks across domains using hybrid simulation approaches.
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3. Develop Al-based tools to predict and mitigate cascading failures.
4. Validate the framework through realistic simulations and data.
5. Recommend practical strategies and policy frameworks to support cross-domain resilience.

Each of these objectives has been addressed in turn:-

e A comprehensive taxonomy of dependencies (Chapter 5) was defined, accounting for physical, cyber,
geographic, and logical interconnections.

e A hybrid simulation approach combining graph theory, agent-based modeling, and system dynamics was
implemented (Chapter 7).

e A robust, Al-based framework was developed (Chapter 9), capable of predicting failure propagation with high
accuracy.

e The framework was validated through scenario-based testing, stress-tested, and evaluated using performance
metrics (Chapter 10).

e Practical mitigation strategies and policy implications were proposed (Chapter 11), aligning technical models
with governance needs.

Key Contributions of the Thesis:-

This research makes the following novel contributions to the field:-

e A formalized approach to mapping and simulating cross-domain dependencies.

e A new Al-based risk assessment framework tailored to cascading failure prediction and early warning.

e Integration of dynamic and probabilistic metrics to quantify risk and resilience across multiple domains.

e Actionable policy recommendations to guide the development of more adaptive and robust infrastructure
systems.

These contributions are both theoretical and practical, providing a foundation for future research as well as

immediate tools for planners and decision-makers.

Limitations:-

While this research achieved its objectives, several limitations are acknowledged:-

e Simulated infrastructure models are approximations and may not fully capture the complexity of real-world
systems.

e Data availability and quality remain challenges for deploying the framework operationally.

e Human behavior and socio-political factors were outside the direct modeling scope but have a major influence
on real-world outcomes.

e The framework currently does not simulate long-term recovery or adaptation scenarios.

Recommendations for Future Research:-

Building on this foundation, future research should aim to:-

o Integrate real-time sensor data and IoT inputs for live infrastructure modeling.

e Expand the Al framework to include human-in-the-loop systems and behavioral modeling.

e Explore global interdependencies, including supply chains, international utilities, and transboundary crisis
scenarios.

e  Conduct pilot implementations in smart cities or national resilience centers to test scalability and impact.

Future Work:

Future research should extend the proposed framework through the integration of Digital Twin technologies,
Internet of Things (IoT) sensor networks, and real-time infrastructure monitoring systems. Future studies may
investigate Explainable Artificial Intelligence (XAI) to improve transparency in Al-driven decision-making and
Federated Learning to enable secure collaboration among infrastructure operators while preserving data privacy. The
framework could also be expanded to support multi-agent reinforcement learning, international critical infrastructure
networks, climate resilience, and smart city ecosystems. Finally, validation using operational infrastructure datasets
and deployment within national resilience centers would further demonstrate scalability and practical applicability.

Final Thoughts:-

The security and resilience of critical infrastructure systems are no longer questions of individual sector robustness.
They are inherently systemic challenges. A failure in one domain can ripple through others with unprecedented
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speed and impact. This research has demonstrated that with the right models, tools, and policies, we can anticipate,
visualize, and manage these risks before they spiral out of control. The work presented in this thesis is a step toward
that vision—a world where interdependency is not a weakness, but a well-understood, well-managed characteristic

of resilient societies.

Appendix A: Dependency Matrix (Sample Representation)

|Fr0m \To ||Energy ||Transport ||Water ||ICT ||Health |
[Energy = [P0.9)1 [P.8)1 lco.7)1 [P.6)1 |
[Transport  ||P(0.3)] |— [G(0.2) lC(0.4)1 [L(0.5)— |
[Water [P(0.6)) [P05)] = lc0.3)1 [PO.4)1 |
ict [c0.8)y [co.7)y [c5) = [C09)1 |
[Health [P.4), [L©0.3)) [P0.5), lc.6) = |
Legend:-
e P =Physical, C = Cyber, G = Geographic, L = Logical
e 1] =Dependency direction
Appendix B: AI Model Parameters
|M0del ||Parameters |
|LSTM ||Layers: 3, Units: 128, Dropout: 0.2, Epochs: 50 |
|Random Forest ||Trees: 100, Max depth: 10 |
|GNN ||Layers: 2, Activation: ReLU, Optimizer: Adam |
|DQN ||Disc0unt factor (y): 0.95, Learning rate: 0.001 |
Appendix C: Sample Simulation Outputs
e Scenario A: Power grid failure
Domain-Level Impact Over Time = Propagation Graph
o F1.00
]
-0.75 ::i
k g
5
1] -0.50 §
0.25 =
@ Power
0.00 O Other Sector
@ Wwater
o 2 4 6 8 10 12 @ ICT
Time unit @ Health
@ Other
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Impact: 4 domains affected, cascade depth =3

Output

Scenario B: Water SCADA attack

System A Simulation Output Snapshot

0.9
— Electricity
0.8 Transport
- \Water
0.7 | — Combined
0.6
0.5
0.4
0.3 /\'
0.2 T —
0 10 20 30 40 50 60

Time

Latency before health system failure: 3.5 hours

Appendix D: Risk Metrics Summary

Table:-
|Metric ||Purpose ||Calculation
DII (Domain . . .
Impact Index) Impact scope ||[NfailedNtotal\frac{N {failed}}{N {total}}NtotalNfailed
RAF (Risk . . . - .

: . Propagation ||Total ImpactInitial Trigger Impact\frac {\text{Total Impact} } {\text{Initial Trigger
Amplification . . .

severity Impact} }Initial Trigger ImpactTotal Impact

Factor)
Rs (Resilience Recovery 1—Area under degradation curveTotal areal - \frac {\text{ Area under
Score) performance ||degradation curve}}{\text{Total area}}1—Total areaArea under degradation curve

Conclusion:-
This research presented a hybrid Al-assisted framework for modeling, predicting, and mitigating cross-domain risk
propagation in interconnected critical infrastructure ecosystems. By integrating Graph Theory, Agent-Based
Modeling, System Dynamics, Graph Neural Networks (GNN), Long Short-Term Memory (LSTM) networks, and
Reinforcement Learning (DQN), the proposed framework provides a comprehensive approach for analyzing
infrastructure interdependencies, forecasting cascading failures, and supporting intelligent risk mitigation strategies.

The study contributes to the advancement of Critical Infrastructure Protection (CIP) by introducing a structured
dependency taxonomy, quantitative risk propagation metrics, and an adaptive Al-driven decision-support framework
capable of improving infrastructure resilience under complex and dynamic operating conditions. Validation through
representative historical case studies and simulation scenarios demonstrates the framework's potential to support
policymakers, emergency planners, infrastructure operators, and engineers in making proactive, data-driven
decisions that reduce systemic vulnerabilities and improve operational resilience.
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As critical infrastructures continue to become increasingly interconnected through digital transformation, artificial
intelligence, and cyber-physical systems, the need for predictive and adaptive resilience frameworks will continue to
grow. Future research should focus on integrating Digital Twin technologies, Explainable Artificial Intelligence
(XAI), Federated Learning, real-time IoT sensor networks, and multi-agent reinforcement learning to further
enhance scalability, transparency, and real-world deployment. The proposed framework provides a foundation for
future intelligent infrastructure resilience systems capable of supporting safer, smarter, and more sustainable critical
infrastructure ecosystems.
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