ISSN:(0)2320-5407, ISSN(P)3107-4928 Int. J. Adv. Res. 14(07), July-2026, 1310-1316

, ; Journal Homepage: -www.journalijar.com PNTERNATIONAL JIERNAL O
|

AR VA NCED FESTARTN (LLAR)

|  INTERNATIONAL JOURNAL OF ...
s ADVANCED RESEARCH (IJAR) '

NI At Article DOI:10.21474/JAR01/23881
ISSN (P} 31074528 DOI URL: http://dx.doi.org/10.21474/1JAR01/23881

RESEARCH ARTICLE

MACHINE LEARNING ALGORITHMS IN NETWORK TRAFFIC CLASSIFICATION
— A SURVEY

Maninder Singh Zandu' and Sandeep Kad®

1. Research Scholar, Department of CSE, Amritsar Group of Colleges, Amritsar.
2. Centre for Research and Innovation, Amritsar Group of Colleges, Amritsar.

Manuscript Info Abstract
Manuscript History Effective NTC plays a vital role in enhancing bandwidth efficiency,
Received: 16 May 2026 ensuring network security, and maintaining Quality of Service (QoS) in

Final Accepted: 18 June 2026

' today’s communication systems. Conventional methods like port-based
Published: July 2026

as well as payload-based classification are no more reliable because of
K . the rise of encoded traffic and dynamic applications. As an alternative,
ey words:- . . . . .
Machine Learning, Network Traffic, Machine Learning (ML) approaches can automatically identify patterns
Feature extraction, Traffic analysis in the statistical characteristics of network flows, offering more
flexibility and accuracy. This paper presents a survey of Machine
Learning that was used in NTC. The main focus on latest advances
such as Protocol Detection, Traffic Behavior Analysis and Application
Identification.Resent Trends, Evaluation Metrices, Benchmark Datasets
and Machine Learning Algorithms are the core things that was discusse
d in this review. Along with Class Imbalance, Concept drift and encrypt
ed traffic, these kinds of problem were also discussed in it. Beside these
things, to understand the ML algorithms and make baseline benchmark
as KDD dataset to represent comparative analysis.

"© 2026 by the Author(s). Published by IJAR under CC BY 4.0. Unrestricted use allowed
with credit to the author."”

Introduction:-

HTTP/3, QUIC-based communication, cloud-native applications, edge computing and so many Internet of Things
(IOT) devices rapidly adopted technologies in today’s era changed the technology totally. Due to these methods, the
use of Network Traffic is vast and using in various things, as a result of these Management, Cybersecurity, Quality
of Services (QoS) and Intelligent Resource Allocation makes an important role in Network Traffic
Classification. One of the major developments that has transformed modern communication to such an extent that
the internet has a deep penetration level in all aspects of human life is the rapid advancement of secure
communication technologies [1]. The progression along this path has led not only to the rise in volume and
heterogeneity of traffic over the network but also in existence of these kinds of traffic, which in turn has made its
management grow in complexity [2]. Concurrently, encryption technologies are being adopted to a large extent so
as to protect privacy and thwart any unauthorized access. Encryption certainly adds an extra layer of defence;
however, it makes the process of traffic monitoring and analysis more laborious and thus creates a peculiar problem
for network operators and security specialists. In this changed scenario, network traffic classification (NTC) is
referred to as a pivotal research area [3]. It denotes the process of associating network flows with a particular class,
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e.g., that of applications, services, or threats, depending on the target. Indispensable can be the role of proper
classification in elevating quality of service, facilitating bandwidth allocation, and corroborating the presence of
cyber threats or malware attacks at an early stage. The lack of classification accuracy may lead to organizations
suffering from degraded service performance, inefficient utilization of resources, and response to attacks being late

[4].

Traditional methods for traffic classification, like port-based analysis or payload inspection, have a hard time
keeping up with the complexity of modern traffic. Port-based analysis was once seen as a simple and efficient
method. It relied on the idea that specific applications use fixed port numbers. This assumption is outdated because
many modern applications now use dynamic or random ports [5]. Some applications even hide their traffic by using
well-known ports, like port 80 for HTTP, to evade detection. Similarly, payload-based inspection looks at packet
content to find application signatures. However, this method has become less effective with the advent of encryption
protocols such as Hyper Text Transfer Protocol Secure, TLS& QUIC, which hide packet contents from direct
inspection [6]. Additionally, statistical feature-based methods depend on flow-level features like packet length,
inter-arrival time, or flow duration. This survey didn’t cover only Intrusion detection, it also addresses the large part
of Network Traffic Classification.

This review primarily focuses on recent papers especially from 2023 to 2025, so that we will highlight the latest
techniques that was recently introduced.

NTC |
|| | I 1
v v v
+ + o+ + o+ +
| Application | | Traffic Behavior | |Protocol |
| Identification | | Analysis | | Detection |
+ + o+ + o+ +
| | | |
| | I I
v v
+ + o+ +
| Machine Learning | | Deep Learning |
+ + o+ +
| | I 1 I |
v v v vy
Random Forest Decision Tree SVM CNN  Hybrid
(C4.5)
v
+ +

| Performance Evaluation |

| Accuracy * Precision ¢ Recall ¢ |

| F1-score |

+ +

Literature Review:-

In the classification of Network Traffic, the use of machine learning is rising daily to prevent different types of
intrusions using new innovative techniques.Existing innovations have expanded and spread across many
applications such as identifying services or applications, analyzing headers and payloads of packets, detecting even
the packets are encrypted andidentifying IoT traffic. In this part, the mentioned related areas give an overview of it,
and themajor issues, techniques and contribution are discussed below.
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ML Techniques for Application Identification:-

J. Kotak et al. [7] determined how well machine learning (ML) works to identify services or apps from network
chatter. In the task of traffic identification based on statistical data and the headers and payloads of packets, machine
learning algorithms achieved great accuracy even when network traffic was encrypted. H. Yzzogh et al. [§]
investigated the possibilities of Convolutional Neural Networks (CNN), which were renowned for their exceptional
outcomes in tasks to classifying images. In order to take use of Convolutional Neural Networks in this situation,
they suggested employing the flow-to-bar chart conversion method to turn traffic flow data into pictures. H. Lu et al.
[9] suggested a method for detecting unknown network traffic that used a cascade structure and confidence
(difference) by examining the confidence distributions of the new and known classes. The suggested approach
operated as follows. X. Xiao et al. [10] Suggested Robust Byte-Label Joint Attention Network (RBLJAN), a robust
and effective deep learning-based architecture for classifying encrypted traffic over the network at the packet& flow
stages. RBLJAN consists of an adversarial traffic generator and a classifier. By capturing implicit correlations
between bytes and labels, the classifier used techniques like byte-label joint attention learning and header-payload
parallel processing to create potent packet representations. Z. Wang et al. [11] proposed deep flow embedding
(DFE), a feature compressor-based deep learning method based on metric learning. C.-Y. Shin et al. [12] offered an
inductive refutation of the nebulous notion such deep learning models could do properly and beat decision machine
learning models in every way over domains, particularly inside the area of classification of traffic over the network.
In theTable 1 below, we will see the ML techniques for Application Identification in detail.

The review of recent papers indicates a clear that in the field of ML, rapidly changes techniques from Traditional
handcrafted statistical features to Ensemble-based and Deep learning technology. These new techniques are more
helpful in improving characteristics and analyzing properly. Classical Algorithms such as Random Forest, Decision
Tree (C4.5) and Support Vector Machine are good and gives good result over Benchmark Datasets but their activity
mostly depends on Handcrafted Features and in case of Encrypted as well as for various types of Heterogenecous
Network performance may decline.

We evaluate recent studies below in the shape of table, selective machine learning techniques for Application
Identification, emphasizing the traffic type and other parameters presented in the literature.

Table 1 Comparative Analysis of ML Techniques for Application

Ref. ML Traffic Dataset(s) Evaluation Key Outcomes
Technique Type Used Parameters

7 Time-series-based | Encrypted &VPN | ISCX  VPN- | Accuracy, Effective  even
ML method for | traffic nonVPN Precision, for VPN-
encrypted & VPN Recall encrypted traffic.
traffic
identification

8 CNN, SIFT | Network Traffic Flows | InSDN dataset | Classification | NN maintained
(Scale-Invariant converted into images Accuracy high accuracy
Feature for traffic classification while  reducing
Transform) computational

overhead.

9 Cascade structure- | Encrypted traffic Real-world Overall Detected
based ML network traffic | accuracy and | unknown traffic
(adaptive classification classes
threshold
algorithm)

The studies summarized in the table 1 indicates that classification accuracy varies from 90% to 99% and might be
more than this. These all results depend upon ML techniques, characteristics of traffic and benchmark dataset.

ML Techniques for Traffic Behavior Analysis:-

Statistical feature-based methods depend on flow-level attributes like packet length, inter-arrival time, or flow
duration. While these methods can classify traffic without examining payloads, they need extensive manual feature
engineering and large labeled datasets for training. This process is both time-consuming and prone to errors. These
methods also have trouble generalizing across different networks, devices, and application versions [10]. The

1312



ISSN:(0)2320-5407, ISSN(P)3107-4928 Int. J. Adv. Res. 14(07), July-2026, 1310-1316

statistical properties of traffic can change significantly with even small software updates. Another shortcoming of
traditional techniques is their high computational demands. Payload inspection is particularly resource-intensive
since it often requires deep packet inspection (DPI). This makes it unsuitable for high-speed networks where low
latency matters [11]. Additionally, gathering traffic over long periods and depending on caching and storage can
drive up infrastructure costs. It also raises issues about user privacy, as sensitive data might be exposed during
inspection. These challenges emphasize the urgent need for smarter, automated, and encryption-resistant
classification techniques. Researchers, in an attempt to bypass the constraints of classical methodologies, began
exploring machine learning (ML) techniques to categorize network traffic [12]. Models like Decision Tree (C4.5),
Random Forests, k-NN, Naive Bayes&SVM have been commonly used to classify traffic flows derived from
statistical features like packet size distribution, duration of flow, and times between arrivals. These models improved
on port-based and payload-based inspection by allowing classification even when traffic was somewhat encrypted or
disguised [13]. In the Table 2 below, we will see the ML techniques for Traffic Behavior Analysis in detail. The
analysis of the reviewed papers indicates that not a single model of ML gives you accurate or good result in Traffic
Behavior Analysis. In other words, Ensemble methods gives more robustness and classification accuracy, therefore
DL techniques understands Behavior Patterns and Temporal to train the model in a better way. Recent researches
shown some techniques of Machine Learning which are used in the Traffic Behavior Analysis that we will show in
the table below.

Table 2 Comparative Analysis of ML Techniques for Traffic Behavior Analysis

Ref. ML Traffic Dataset(s) Evaluation Key Outcomes
Technique Type Used Parameters
14 Robust Byte-Label | Multiple real- | X-APP, X- | Precision, F1-score | High
Joint Attention | world network | WEB, USTC- robustness, fast
Network ~ (RBLJAN) | traffic TFC, and detection,
with adversarial ISCX-VPN strong
training resistance  to
adversarial
attacks
15 Deep Flow Embedding | Network flow | CIC-IDS2017 | Precision, Recall Robust to
(DFE) wusing metric | traffic traffic
learning variation,
effective new-
class
identification
16 Tree-based ML  vs | Network flow | ISCX  VPN- | Accuracy, Suitable for
lightweight DL  with | traffic nonVPN 2016 | Specification resource-
data augmentation constrained
environments

ML Techniques for Protocol Detection:-

W. Lin et al. [17] presented a novel Information Bottleneck Neural Network (IBNN) to minimize extraneous
information while effectively collecting critical features from raw traffic data. Y. Jang et al. [18] examined the
based-on payload and port-numbernetwork traffic classification systems currently in use in order to determine their
drawbacks within the current network context. Y.Wang et al.[19]proposed Ulfar, a multi-level feature attention
method for classifying network traffic that used CNN as the foundation for the deep packet analysis model. To
classify network traffic in Ulfar, they took a single packet per flow.Z. Bu et al. [20] offered a neural network model
for the classification of encrypted network traffic that has deep and parallel network-in-network (NIN) structures. In
order to improve local modeling, NIN adopted a micro network following each convolution layer in contrast to
conventional CNN. In the Table 3 below, we will see the ML techniques for Protocol Detection in detail.

The Review of studies on Protocol Detection indicates that ML techniques improves Network Protocol specifically
in the area of Encrypted Communications but used in the different Experimental Setup, Evaluation Matrices and
Benchmark Datasets are not same that's why it's not easy to comparison the results. In recent papers, we observed
more focus gives over Hybrid Classification Models and Robust Feature Learning. So that we can handle upcoming
challenges in Encrypted Traffic and changes in the protocols.
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Some protocol detection related techniques comparisons are used in the below table based on machine learning in
detail.
Table 3 Comparative Analysis of ML Techniques for Protocol Detection

Ref. | ML Traffic Dataset(s) Evaluation Key Outcomes
Technique Type Used Parameters
17 IBNN (Information | Encrypted UNB CIS | Accuracy, F1- | Extracted
Bottleneck Neural | Network Traffic dataset score critical features
Network) while
minimizing
redundant
information
18 NFStream + ML models | Encrypted traffic | ISCX VPN- | Fl-score, Very high
(GBTree, LightGBM, | dataset nonVPN 2016 | Precision, classification
XGBoost) Recall. performance,
effective for
encrypted
traffic.
19 CNN for deep packet | Single packet per | InNSDN, CIC- | Classification | Automatically
analysis flow DDoS2019 Accuracy recovering
format-related
bytes
20 NN with NIN Encrypted dataset | ISCX ~ VPN- | Classification | Achieved a
nonVPN Accuracy, F1- | balance between
score accuracy  and
model
complexity

Research Gaps and Motivation:-

In this review, the literature identifies many difficulties of NTC. One of the most major problem that we understand
is Manual Feature Engineering, because traditional machine learning techniques rely on handcrafted Statistical
Features. That’s why so much time has been to make a model and adaptability is limited not fit for all
environments[13].As recent papers including Shin et al. and Lu et al. [16] indicates that statistical handcrafted
features especially in the case of Encrypted Traffic decrease the efficiency of generalization of the model. It
represents that the manual feature engineering is the main obstacle as plays a

roleof bottleneck in NTC.

The typical NTC process has various steps which include data input, pre-processing, extraction of features,
classification, and performance analysis. The data are collected as input from the authentic source. During the pre-
processing phase missing and redundant values from the dataset will be removed which will clean the input and help
to achieve maximum accuracy for the classification. In the phase of feature extraction relation among each attribute
with the target, the set will be established and it helps to identify main features from the dataset. In the phase of
classification, a model of classification will be applied to the training and test set which will provide output as the
predicted set. In the last phase, various performance analysis metrics like accuracy, precision, recall will be used to
analyze the performance of the network traffic classification model. Network traffic classification is a crucial part of
network management and rapid advances in machine learning have driven the utility of learning methods to
categorize traffic across a network. Inherent traits of internet networks initiate imbalanced class distributions in the
case of consistent databases. This phenomenon is called class imbalance and it is attracting growing attention in a
large number of research fields. The propagation of encrypted traffic has emerged machine learning (ML) based
network traffic categorization (NTC) as a mainstream approach. However, the goal of machine learning algorithms
is usually to get the maximum overall accuracy while ignoring class imbalance. This results in the serious downfall
in the execution of existent machine learning-centric NTC approaches when encountering unbalanced cases. In the
research task, existing network traffic classification models will be optimized so that high accuracy, precision, as
well as recall values will be achieved.

Future Research Directions and Open Challenges:-

Networks in today's era changed in a very fast way due to the updated technology. New Application, updates in
protocols, user behaviour changes and new ways of cyber-attacks as a result of these characteristics changes often.
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This process is known as Concept drift. That's why, one-time trained model of Static ML is not sufficient to handle
or facing lack in accuracy [10] [11]. Another important challenge in NTC is class imbalance where certain traffic
categoriesunderrepresented and having more data from rest of the categories. That's why ML model biased with
majority classes only and skip minority classes as a result some sort of applications as well as didn't able to
recognize the cyber-attacks.

We need to build a model thatgeneralize across different networks, devices and environments, therefore, we need
high quality and diverse data. Obtaining labeled data is often very difficult, therefore we aim to train models using a
small amount of labeled data or even without labeled data. The Majority of deep learning models are black boxes,
but we need to understand how theymake their decisions. Network traffic arrives very quickly, so the model must
also perform quickly. We need to build a model that performsefficiently with network traffic using minimal time
and resources. Intrudersmay try to attack deep learning models to cheat, so the model should be secure and robust. It
is still challenging to detect patterns in raw network data (packet or flow data) which is why we need to design a
high-quality model. We can use anintegration of deep learning and machine learning towardsbuild a better
modelthat can accurately classifysystem traffic.

Conclusion:-

This survey presents a review of ML techniques used for NTC. Protocol detection, Traffic Behavior analysis and
application identification are included in it. In this paper, systematically comparison is done of recent research
trends, evaluation metrices, benchmark datasets and main representative algorithms.A detailed preprocessing
pipeline was implemented for fair evaluation. The inclusion of statistical validation confirms the reliability of
findings. This work contributes by offering a reproducible, statistically sound comparison of widely used ML
techniques, guiding future research in intelligent by classifying traffic over the network. ML plays a vital role in
understanding network traffic. These techniques are helpful in recognizingeven encrypted and anonymous data. As a
result, it becomes easier to classify different applications and services effectively even when the data is highly
digitalized. These ML techniques are very helpful in detecting patterns and relationshipwithin traffic data, even
when the input is in the form of sequence or pictures. That’s why these ML models are a very good and reliable way
to classify network traffic.
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