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Underwater Sensor Networks (UWSNs) are a core enabler of the 

Internet of Underwater Things, supporting environmental monitoring, 

marine exploration, offshore industry, and defense applications. 

However, the resource-constrained, energy-limited, and unattended 

nature of underwater deployment makes UWSNs highly vulnerable to 

node impersonation and data-injection attacks, while conventional 

authentication schemes based on key exchange impose additional 

communication rounds and cryptographic computation that drain the 

limited battery of sensor nodes. This paper proposes a lightweight 

Provenance-Based Authentication framework (PBAU) for UWSNs that 

authenticates sensor nodes from their historical behavior rather than 

cryptographic key exchange. The paper specifies the provenance record 

structure with hash-chained, sink-side storage requiring no material on 

sensor nodes; a complete per-packet authentication algorithm with O(1) 

time complexity and zero node-side cryptographic cost; and an energy 

analysis under a realistic underwater acoustic model incorporating 

Thorp absorption, spreading loss, transmission/reception energy, 

signal-to-noise ratio, and propagation delay, showing that eliminating 

the authentication round trip removes both a full acoustic propagation 

delay and the associated transmit/receive energy from every exchange. 

A security analysis examines PBAU's resistance to replay, Sybil, man-

in-the-middle, node-capture, clone, wormhole, false-provenance, and 

insider attacks. PBAU is evaluated in MATLAB over 30 independent 

runs against three recent benchmark protocols (RBEER, EERMC, and 

BEKMP),with results reported as means with 95% confidence intervals 

and verified by ANOVA and paired t-tests. PBAU achieves statistically 

significant improvements in authentication delay, throughput, packet 

loss, energy efficiency, and node survivability, while maintaining a 

competitive malicious-node detection rate above 0.90. 

 
"© 2026 by the Author(s). Published by IJAR under CC BY 4.0. Unrestricted use allowed 

with credit to the author." 

…………………………………………………………………………………………………….... 

Introduction:- 
The Internet of Things (IoT) extends the traditional human-to-human and human-to-machine model of 

communication to machine-to-machine communication among billions of interconnected devices. As virtually every 

class of device becomes ―smart,‖ IoT is expected to be the principal driver of the next generation of the internet, 
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promising increased efficiency, improved safety, and enhanced user experience, while simultaneously raising 

concerns around security, interoperability, and data privacy [1], [3], [5], [6]. Sensor networks are the primary means 

by which IoT perceives the physical world. A sensor network consists of numerous small, resource-constrained 

sensor nodes that sense parameters such as temperature, pressure, humidity, and motion, and relay this 

information—often wirelessly—to a sink or base station for further processing [17], [19]. Wireless Sensor Networks 

(WSNs) inherit these properties while removing the need for wired infrastructure, offering scalability, flexibility, 

low cost, real-time monitoring, and node mobility [20], [32]. Underwater Sensor Networks (UWSNs) apply this 

paradigm to the marine environment, using acoustic sensors, hydrophones, and pressure/temperature/water-quality 

sensors to serve applications in oceanography, offshore industry, disaster prevention, and defense [19], [52], [53].  

 

UWSNs, however, present unique difficulties that terrestrial WSNs do not: (i) acoustic communication is slow, 

narrow-band, and highly attenuated compared with radio-frequency links; (ii) GPS-based localization is unavailable 

underwater, forcing reliance on acoustic ranging and time-of-arrival/time-difference-of-arrival techniques [43]; (iii) 

sensor nodes are battery-powered and practically impossible to recharge or replace once deployed, making energy 

efficiency the single most critical design constraint [51], [64]; and (iv) the open, unattended, and mobile nature of 

underwater deployment makes UWSNs an easy target for node impersonation and data-injection attacks [66], [80]. 

Authentication of the sensor nodes submitting data is therefore of central importance: an attacker who impersonates 

a legitimate node and injects erroneous data can compromise the sink and downstream decision-support systems, 

with serious consequences for safety-critical applications such as marine-life monitoring and offshore oil-and-gas 

operations. Existing authentication solutions for UWSNs—trust-based models, depth-control schemes, angle-of-

arrival and time-reversal physical-layer techniques, and blockchain-based key management—each mitigate specific 

threats, but typically at the cost of restricted attack coverage, additional communication rounds, or added 

computational and energy overhead [37], [58], [67], [68], [70], [72]–[79]. This motivates the development of a 

lightweight, provenance-based authentication model that can secure UWSN communication without imposing extra 

key-exchange overhead on already energy-starved sensor nodes. 

 

Aim and Objectives:-  
The aim of this research is to propose an energy-efficient authentication model for underwater sensor networks. The 

specific objectives are to: (i) investigate the operational characteristics and constraints of UWSNs within the IoT 

paradigm; (ii) critically evaluate existing authentication mechanisms for UWSNs; and (iii) propose and numerically 

evaluate a novel, efficient authentication model that enhances the security and performance of UWSNs. 

 

Research Questions:-  

RQ1: Which performance metrics are most critical for the comprehensive evaluation of UWSNs? RQ2: What are the 

inherent limitations and systemic challenges that impede the integration of UWSNs within the IoT ecosystem? RQ3: 

How can authentication mechanisms in UWSNs be enhanced to address the unique security and operational 

demands of the underwater environment? 

 

Contributions:- 
This paper makes the following contributions: (1) a provenance-based authentication architecture (PBAU) with a 

fully specified provenance record structure—fields, generation, hash-chained protection, sliding-window update, 

and storage cost—that authenticates sensor nodes from their historical behavior with no key material or 

cryptographic computation on the nodes; (2) a complete per-packet authentication algorithm (Algorithm 1) with 

O(1) per-packet time complexity, together with deployment, network, threat, and defense models; (3) an energy and 

delay analysis under a realistic underwater acoustic channel model (Thorp absorption, spreading loss, 

transmission/reception energy, SNR, and propagation delay) quantifying the saving from eliminating the 

authentication round trip; (4) a security analysis of PBAU against replay, Sybil, man-in-the-middle, node-capture, 

clone, wormhole, false-provenance, and insider attacks; and (5) a statistically validated MATLAB evaluation—30 

independent runs, 95% confidence intervals, ANOVA, and paired t-tests—against three recent benchmark protocols 

across eight performance metrics. The remainder of this paper is organized as follows. Section II reviews related 

work on IoT/WSN foundations and UWSN authentication schemes. Section III presents the proposed PBAU 

framework. Section IV describes the experimental setup. Section V presents and discusses the simulation results. 

Section VI concludes the paper and outlines future work. 
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Related Work:-  
IoT and Wireless Sensor Network Foundations:- 

The IoT architecture is commonly described in terms of a perception, network, and application layer, with visions 

classified as thing-oriented, internet-oriented, or semantic-oriented, and major proposals such as the Social IoT and 

Industrial IoT [1], [5], [6], [8]. Surveys of WSNs highlight recurring challenges of energy limitation, congestion, 

connectivity loss, inadequate coverage, and security [17], [20], [32], [46]. Cluster-head selection, topology control, 

and data-aggregation techniques have been proposed to mitigate these issues [27], [40], [41], [42]. Because sensor 

lifetime is governed by battery energy that cannot practically be replaced once nodes are deployed, energy-aware 

design is a recurring theme across this literature [30], [48], [50].  

 

Underwater Sensor Networks:-  

UWSN-specific surveys identify acoustic-channel attenuation, the unavailability of GPS, and battery-replacement 

difficulty as the network’s defining constraints [19], [43], [51], [52], [53]. Localization work has explored acoustic 

ranging and time-of-arrival methods as GPS substitutes [43], while routing and clustering protocols such as depth-

controlled routing, region-based source routing, and genetic-algorithm-based clustering aim to extend network 

lifetime under these constraints [61], [63], [71], [82]. Reliable data-collection surveys further catalogue the trade-

offs between throughput, delay, and energy in acoustic channels [66].  

 

Authentication and Trust Models for UWSNs:- 

A range of authentication and trust mechanisms has been proposed specifically for UWSNs. Reinforcement-

learning-based trust update and isolation-forest-based anomaly detection models assess node trustworthiness from 

historical behavior but are primarily reactive to internal attacks [67], [70]. Fast link-quality trust models offer 

lightweight trust scoring but do not address impersonation directly [68]. Physical-layer authentication schemes 

exploit line-of-sight geometry or time-reversal channel signatures to authenticate nodes without key exchange, but 

are effective mainly within specific propagation conditions [72], [73]. Lightweight multi-factor authentication and 

blockchain-based privacy-preserving schemes strengthen authentication guarantees at the cost of additional 

computation or communication rounds [58], [74], [76], [77]. Machine-learning-based distributed authentication and 

cooperative-jamming node-authentication schemes represent further attempts to balance security and overhead [78], 

[79]. Across this body of work, a consistent gap remains: authentication either covers a restricted class of attacks, is 

tied to specific spatial/temporal conditions, or requires communication overhead that shortens node lifetime — 

motivating a provenance-based approach that authenticates nodes from their behavioral history using metadata 

already exchanged with the sink.  

 

Benchmark Protocols:-  

Three recent protocols were selected as benchmarks for the numerical evaluation in Section V, denoted RBEER, 

EERMC, and BEKMP for brevity. RBEER [83] is a rule-based, energy-efficient routing protocol for large-scale 

UWSNs that combines Fuzzy C-means clustering with a RISE rule-based classifier to select cluster heads and 

forward data, reporting lower energy tax and delay than earlier benchmarks. Its main limitation is limited discussion 

of cluster-head selection parameters and of protocol robustness under node failure. EERMC [84] is a multilayer-

cluster energy-efficient routing protocol for UWSNs that organizes nodes hierarchically to reduce energy 

consumption and improve delivery reliability; the study offers limited comparative analysis against alternative 

multimodal fusion or biometric-style authentication approaches and limited discussion of computational overhead. 

BEKMP [85] is a blockchain-enabled key-management protocol for clustered Underwater Acoustic Sensor 

Networks that uses ECQV implicit certificates and the HOMQV protocol to secure cluster-head-to-cluster-head and 

cluster-head-to-topside-node communication, validated on a small-scale sea trial near Kumbor, Montenegro. Its 

overhead analysis of cluster heads and sensor nodes during authentication is limited, and comparison with 

alternative authentication protocols is not comprehensive.  

 

Table I. Summary of Limitations In Related Authentication Schemes 

Scheme Approach Reported 

Limitation 

Trust update [67] Reinforcement 

learning trust score 

Covers internal 

attacks only 

ITrust [70] Isolation-forest Reactive; limited to 



ISSN:(O)2320-5407, ISSN(P)3107-4928                      Int. J. Adv. Res. 14(07), July-2026, 1756-1773 

 

1759 

 

Scheme Approach Reported 

Limitation 

anomaly trust seen anomaly types 

Physical-layer AoA/TR [72],[73] Channel-geometry / 

time-reversal 

signatures 

Tied to specific 

propagation 

conditions 

Multi-factor auth. [58] Lightweight multi-

factor challenge 

Extra 

communication 

rounds 

Blockchain privacy auth. [74],[76] Blockchain-based 

node verification 

Computational / 

storage overhead 

RBEER [83] Fuzzy C-means + 

rule-based routing 

CH-selection 

parameters 

underspecified 

EERMC [84] Multilayer 

hierarchical 

clustering 

Limited overhead / 

robustness analysis 

BEKMP [85] ECQV / HOMQV 

blockchain key 

mgmt. 

Limited CH/SN 

computational-load 

evaluation 

 

Proposed Provenance-Based Authentication Framework:-  

The proposed Provenance-Based Authentication (PBAU) framework authenticates a sensor node using the 

provenance of its own communication history rather than a cryptographic key-exchange handshake. Provenance—

defined here as the recorded metadata describing a node’s behavior, data type, timestamp, and update pattern—is 

captured incrementally at the sink as part of normal data exchange, so no additional communication round is 

required purely for authentication.  

  

Deployment Model:-  

A limited number of mobile, homogeneous sensor nodes with constrained hardware and software capabilities are 

deployed sparsely in the underwater environment. Each node senses its local environment and forwards data to the 

sink in a multi-hop fashion. The sink is a high-powered, resource-unconstrained device that receives, processes, and 

forwards data to a monitoring centre, which oversees the UWSN from above the water surface. Fig. 1 depicts the 

deployment model. 

  

 

 

Fig. 1. Deployment model of the proposed UWS 
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Network Model:-  

The network model comprises sensing nodes N1, N2, …, impersonating (attacker) nodes R1, R2, a sink S, and a 

monitoring centre MC. The Provenance module (PR), hosted at the sink and mirrored at each cluster head, contains 

three sub-modules: the Provenance Extractor (ProvExtractor), which extracts the flow of events and behavioral 

metadata from each received packet; the Provenance Analyzer (ProvAnalyzer), which examines this metadata in real 

time for deviation from the node’s recorded history; and the Malicious-Node Identifier (MnodeIdent), which 

declares and blacklists a node once its behavior cannot be verified as legitimate.  

 

Provenance Record: Structure, Generation, Protection, and Storage:-  

A provenance record is generated by the ProvExtractor for every data packet received from a node and appended to 

that node’s provenance history at the sink. Table II defines the record fields. The behavior vector aggregates 

observable transmission characteristics—reporting interval, mean payload size, hop path, and received signal 

level—that jointly form a behavioral fingerprint of the node.  

 

Table Ii. Provenance Record Structure (Per Received Packet) 
 

Field (size) Description 

nodeID (2 B) Claimed identity of the transmitting node 

seqNo (4 B) Strictly increasing per-node packet sequence 

number 

timestamp (8 B) Sink-side reception time of the packet 

dataType (2 B) Sensed-parameter type code (e.g., 

temperature, pressure) 

behavVec (8 B) Quantized behavior vector: reporting 

interval, payload size, hop path ID, received 

signal level 

updMode (1 B) Declared update/reporting mode of the node 

hashLink (8 B) Truncated SHA-256 of the node’s previous 

record, chaining the history 

 

Generation and update. The record is created at the sink (or cluster head) upon packet reception; sensor nodes do not 

compute, store, or transmit any dedicated authentication material—the fields above are extracted from headers and 

channel observations of the normal data packet. The per-node history is maintained as a sliding window of the most 

recent W records (W = 50 in our evaluation); on each new packet the oldest record is evicted and the node’s running 

behavioral statistics are updated incrementally. Protection. Records are stored only at the resource-rich sink and 

cluster heads, never on sensor nodes, so capturing a node exposes no authentication material. Each record is chained 

to its predecessor through the hashLink field, so an adversary who compromises stored history cannot alter or insert 

records without breaking the chain. Forging provenance from outside requires an attacker to reproduce a target 

node’s complete recent behavioral fingerprint—sequence progression, timing pattern, hop path, and signal level—

which it cannot observe in full because signal-level and hop-path elements are measured at the receiver, not carried 

in the packet. Storage cost. Each record occupies 33 bytes; with W = 50 and N = 25 nodes the total sink-side storage 

is 33 × 50 × 25 ≈ 41 KB, negligible for the unconstrained sink, and exactly zero on the sensor nodes themselves.  

 

Threat Model:- 

We assume an adversary that can deploy its own nodes in the open network area, eavesdrop on acoustic 

transmissions, replay captured packets, fabricate identities, and physically capture legitimate nodes. Malicious nodes 

impersonate legitimate identities to inject erroneous data. Fig. 2 illustrates the resulting compromise progression 

across four phases: (Phase 1) all nodes communicate normally; (Phase 2) nodes R1 and R2 are compromised and 

transmit malicious data to their cluster head (CH); (Phase 3) the CH, having processed data from compromised 
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members, itself becomes a vector for malicious data; and (Phase 4) unresolved compromise propagates and places 

the security of the entire network at stake. 

 

 

Fig. 2. Threat model of the proposed UWSN. 

 

Defense Model and Authentication Algorithm:-  

When a node requests communication with a cluster head, its request encloses its own identity, the cluster-head 

identity, and the communication request: ProvExtr = {S(ID), CH(ID), COMreq} (1) The Provenance Extractor asse

mbles the record of Table II and forwards behavior, data-type, timestamp, and update metadata to the Provenance 

Analyzer: ProvAnaly = {S(BHV), S(DataType), S(TimeStamp), S(Updation)}(2) The Analyzer computes a 

weighted deviation score between the observed feature vector f and the node’s historical profile f̂ maintained over 

the window W: δ(ni) = Σjwj |fj − f̂j| / σj(3) where wj are feature weights, σj is the historical standard deviation of 

feature j, and the node is declared malicious when δ exceeds a threshold θ (set empirically to 3.0, i.e., a three-sigma 

rule). In that case the Malicious-Node Identifier disconnects and blacklists the node: ProvMnodeIdent : δ(ni) > θ 

⇒niblacklisted (4) Algorithm 1 gives the complete per-packet authentication procedure executed at the sink or 

cluster head. 

 

Algorithm 1: PBAU Per-Packet Node Authentication 
Input: packet p from claimed node nᵢ; history Hᵢ (window W); threshold θ; blacklist B 

Output: ACCEPT or REJECT; updated Hᵢ, B 

1: if nᵢ ∈ B then REJECT and discard p 

2: r ← ExtractProvenance(p)   // Table II fields 

3: if Hᵢ = ∅ then   // enrollment phase 

4: append r to Hᵢ; ACCEPT under probation 

5: else 

6: if r.seqNo ≤ last(Hᵢ).seqNo or r.hashLink ≠ H(last(Hᵢ)) then 

7: δ ← ∞   // replay or chain break 

8: else 

9: δ ← Σⱼ wⱼ |fⱼ(r) − f̂ⱼ(Hᵢ)| / σⱼ(Hᵢ)   // Eq. (3) 

10: if δ > θ then 

11: B ← B ∪ {nᵢ}; signal sink to stop compilation; REJECT 

12: else 

13: append r to Hᵢ (evict oldest if |Hᵢ| > W) 

14: update running statistics f̂, σ incrementally; ACCEPT 

 

Because authentication is derived from metadata already carried by normal data traffic, PBAU avoids the extra 

request–response round trip required by key-exchange-based schemes. Fig. 3 summarizes the defense model. 
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Fig. 3. Defense model of the proposed UWSN. 

 

Underwater Acoustic Communication and Energy Model:-  

Fig. 4 shows a representative cluster of four sensor nodes (N1–N4) communicating with a cluster head CH over 

Euclidean distances d1–d4. Underwater acoustic energy consumption over these links is governed not merely by 

distance but by frequency-dependent absorption, spreading loss, modem power, and packet duration. We therefore 

model the channel explicitly. The absorption coefficient a(f) at frequency f (kHz) follows Thorp’s empirical formula 

(in dB/km): 

 

 

 

Fig. 4. Structure of a cluster with a cluster head and member nodes. 

 

10 log a(f) = 0.11f2/(1+f2) + 44f2/(4100+f2) + 2.75×10−4f2 + 0.003 (5) The path loss over distance d (km) with 

spreading factor k (k = 1.5 for practical spreading) is A(d, f) = dk • a(f)d (6) For a packet of L bits transmitted at rate 

R over distance d, the transmission and reception energies are Etx(L, d) = (L/R) • P0 • A(d, f) (7) Erx(L) = (L/R) • 

Pr (8) where P0 is the reference transmission power required at unit distance and Pr the electronic receive power. 

Link feasibility is governed by the passive sonar equation, with source level SL, transmission loss TL = 10 log A(d, 

f), ambient noise level NL, and directivity index DI: SNR(d) = SL − TL − NL + DI (9) End-to-end delay for 

one exchange comprises acoustic propagation at speed v ≈ 1500 m/s plus serialization: T(d, L) = d/v + 

L/R (10) Energy cost of authentication. In a conventional two-way scheme, each data exchange is preceded by an 

authentication round trip: the node transmits a challenge/credential packet of La bits and receives a response of 

comparable size before its Ld data bits are accepted. The per-exchange energy at the node is therefore Etrad = 

Etx(La, d) + Erx(La) + Etx(Ld, d) + Ecrypto (11) whereas PBAU authenticates from the data packet itself, 

eliminating the authentication round trip and node-side cryptographic computation entirely: EPBAU = Etx(Ld, 

d) (12) The saving ratio Etrad/EPBAU thus depends on the ratio La/Ld, the crypto cost Ecrypto (e.g., an ECDH 

point multiplication on a mote-class processor), and channel conditions, rather than on a fixed doubling of distance. 

For the parameters of Section IV (La ≈ Ld = 200 B), the round-trip elimination alone reduces node-side 

communication energy per exchange by approximately a factor of two in the ideal case, with the practical saving 

further shaped by retransmissions under packet loss and by idle-listening cost during the wait for authentication 

responses—both of which PBAU also avoids. Additionally, by (10), removing the round trip removes one full 

propagation delay d/v ≈ 67 ms at d = 100 m from each exchange, which accounts for the delay advantage observed 

in Section V. 
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Security Analysis:- 

We analyze PBAU’s resistance to the principal attack classes on UWSN authentication [59], [69], [80]. Replay 

attack. Every record carries a strictly increasing per-node sequence number and a sink-side timestamp, and is hash-

chained to its predecessor (Table II). A replayed packet necessarily presents a stale seqNo or breaks the hash chain 

and is rejected at line 6 of Algorithm 1. Sybil attack. A fabricated identity possesses no provenance history; under 

Algorithm 1 it enters probationary enrollment, during which its packets are flagged for verification against the 

monitoring centre and any deviation results in immediate blacklisting. Because each identity must maintain an 

internally consistent timing/signal fingerprint, one physical device sustaining multiple identities produces conflicting 

concurrent histories that the Analyzer detects as chain violations [59], [60]. Man-in-the-middle. PBAU exchanges no 

keys, so there is no handshake to intercept. An adversary modifying packets in transit alters observable features 

(timing, signal level, sequence progression) and breaks consistency with the stored history, raising δ above θ. We 

note that PBAU provides authentication and integrity of origin, not confidentiality; payload encryption can be 

layered independently if required. Node capture. Sensor nodes store no keys and no provenance (Section III-C), so 

physical capture yields no authentication material.  

 

A captured node that continues transmitting is accepted only while its behavior matches its own history; behavioral 

drift induced by the adversary’s use of the node is detected by (3). Clone attack. A clone shares the victim’s identity 

but transmits from a different position with different hop paths and received signal levels, and produces 

duplicate/conflicting sequence numbers when the original also transmits—both detected as chain or deviation 

violations. Wormhole attack. Tunnelled packets exhibit propagation-delay and signal-level values inconsistent with 

the recorded fingerprint of the claimed origin, which the timing features of behavVec are designed to expose; 

however, a wormhole that precisely emulates the victim’s channel characteristics is only partially mitigated and is 

flagged as a limitation for future work. False provenance injection. Since the authoritative history is held at the sink 

and hash-chained, an external attacker cannot insert or rewrite records; forging a next valid record requires 

simultaneously matching the hash link, the sequence number, and receiver-side measured features it cannot observe. 

Insider attack. A legitimate node that turns malicious is the hardest case for any scheme. PBAU detects insiders 

whose behavior changes (data type, rate, or timing deviations), similarly to trust-based models [67], [70]; a patient 

insider that injects false data while perfectly mimicking its own behavioral fingerprint is not detectable from 

provenance alone and would require content-level plausibility checks at the monitoring centre—an acknowledged 

limitation. 

 

Computational and Storage Complexity:-  

Per received packet, provenance extraction is O(1); with incrementally maintained running mean and variance per 

feature, deviation scoring (3) over m features is O(m) = O(1) for fixed m; blacklist lookup via a hash set is O(1). The 

per-packet time complexity at the sink is therefore O(1), independent of window size W, and the node-side 

computational cost is zero—no cryptographic operations are executed on the sensor node, in contrast to 

ECDH/ECC-based schemes whose point multiplications dominate mote-class processor budgets [37]. Storage 

complexity is O(N•W) at the sink (≈41 KB for N = 25, W = 50; Section III-C) and O(1) per cluster head for its 

members, with no storage burden on sensor nodes. Communication complexity is zero additional packets per 

authentication, versus two extra packets per exchange for challenge–response schemes. 

 

Experimental Setup:- 

The proposed framework was implemented and evaluated in MATLAB R2016a on a Windows 10 (64-bit) machine 

with an Intel Core i3-1005G1 processor and 4 GB RAM. Twenty-five homogeneous sensor nodes were deployed 

uniformly at random within a 100 m × 100 m × 100 m three-dimensional underwater region, with a single sink node 

placed at the base of the deployment area to act as the network gateway. Table III lists the complete simulation 

configuration, including the acoustic channel parameters of Section III-F. Each experiment was repeated over 30 

independent runs with distinct random seeds (1–30) controlling node placement and traffic; all reported results are 

means over the 30 runs with 95% confidence intervals. 
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Table Iii. Simulation Parameters 

 

Deployment region 100 m × 100 m × 100 m (3-D) 

Number of sensor nodes 25 (uniform random placement) 

Sink position (0, 0, 0), base of region 

Node mobility Passive drift, 2–3 m/s (water 

current) 

Acoustic channel Thorp absorption, practical 

spreading (k = 1.5) 

Carrier frequency 20 kHz 

Propagation speed 1500 m/s 

Data rate 10 kbps 

Packet size (data / auth.) 200 B / 200 B 

MAC protocol CSMA with random backoff 

Transmission power P0 2 W (reference, 1 m) 

Receive / idle power 0.1 W / 10 mW 

Initial node energy 1.0 J 

Energy per data exchange 0.1 J (nominal) 

Provenance window W / threshold θ 50 records / 3.0 

Simulation length 10 epochs 

Independent runs 30 (seeds 1–30) 

Reported statistics Mean ± 95% CI; paired t-tests; 

one-way ANOVA 

 

Benchmark selection. PBAU was compared against three recent schemes described in Section II-D: RBEER [83], 

EERMC [84], and BEKMP [85]. RBEER and EERMC are energy-efficient routing protocols and BEKMP is a 

blockchain-based key-management protocol; they were selected because they represent the current state of the art in 

energy-aware UWSN operation and in cryptographic authentication overhead respectively, and because they report 

the same system-level metrics (delay, throughput, energy, node lifetime) targeted by this work. We acknowledge 

that a comparison restricted to authentication-only protocols—physical-layer authentication [72], [73], lightweight 

multi-factor authentication [58], trust-based schemes [67], [70], and ECDH/ECC-based key agreement [37]—would 

isolate the authentication component more directly; a controlled re-implementation of these schemes under the 

channel model of Section III-F is identified as future work in Section VI. 

 

Results and Discussion:-  
Statistical Methodology:-  

All results reported below are means over 30 independent simulation runs (seeds 1–30); error bars in Figs. 5–11 

denote 95% confidence intervals computed with the Student t-distribution (t0.975,29 = 2.045). For each metric, 

differences among the four schemes were tested with one-way ANOVA (α = 0.05), followed by paired two-tailed t-

tests between PBAU and the strongest competitor on that metric, with Bonferroni correction for the three pairwise 
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comparisons. Table IV summarizes the epoch-10 values (mean ± standard deviation) and the corresponding 

significance levels. The effectiveness of PBAU was evaluated against RBEER, EERMC, and BEKMP over ten 

simulation epochs, using authentication delay, throughput, packet loss, energy efficiency, node survivability, 

communication overhead, and malicious-node detection rate as evaluation criteria. Across all resource metrics, 

PBAU outperforms the three benchmarks at statistically significant levels, which is attributable to its elimination of 

the authentication round trip analyzed in Section III-F.  

 

Total Delay and Throughput:- 

 

Fig. 5. Total delay versus epoch (mean ± 95% CI, 30 runs). 

 

Fig. 5 shows total delay rising gradually for all schemes as epochs progress, reflecting increasing network load. 

PBAU begins near 40 ms and ends near 43 ms — the lowest of the four schemes at every epoch — while BEKMP 

rises most steeply, from 42 ms to 53 ms, consistent with the additional certificate-verification round trips of its 

blockchain-based key management; by (10), each eliminated round trip saves one propagation delay of ≈67 ms at 

100 m plus serialization. RBEER and EERMC fall between these extremes. The PBAU–RBEER gap at epoch 10 

(2.0 ms) exceeds the combined confidence intervals and is significant (p < 0.001). 

 

 

 

 

 

 

 

 

 

Fig. 6. Total throughput versus epoch (mean ± 95% CI, 30 runs). 

 

Fig. 6 shows a similar ordering for throughput: PBAU sustains the highest throughput throughout (approximately 90 

declining to 85), closely followed by RBEER, while EERMC and, particularly, BEKMP decline more sharply after 

the fifth epoch, ending near 80 and 76 respectively. The PBAU–RBEER difference, while small in absolute terms 

(0.5 at epoch 10), is consistent in sign across runs and statistically significant under the paired test (p = 0.004). 
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Packet Loss and Energy Efficiency:- 

 

 

Fig. 7. Packet drops versus epoch (mean ± 95% CI, 30 runs). 

 

Fig. 7 shows PBAU dropping the fewest packets throughout the simulation (approximately 10 rising to only 11 by 

the tenth epoch), reflecting stable, reliable delivery. RBEER shows a moderate, steady increase (11 to 14), while 

EERMC and BEKMP degrade more sharply after the fifth epoch, reaching approximately 20 and 18 dropped 

packets respectively — consistent with their higher susceptibility to congestion and to retransmissions under the 

acoustic channel model as the simulation progresses (all pairwise differences from PBAU significant at p < 0.001). 

 

 

Fig. 8. Energy efficiency versus epoch (mean ± 95% CI, 30 runs). 

 

Energy efficiency (Fig. 8) declines gradually for all schemes as expected, but PBAU maintains the highest 

efficiency throughout (0.78 to 0.72), consistent with the per-exchange energy analysis of (11)–(12): PBAU spends 

no transmit or receive energy on authentication packets and no node-side cryptographic computation. BEKMP 

shows the steepest decline, falling below 0.70 by the fifth epoch and ending near 0.67, reflecting the added 

communication and computational cost of blockchain-based certificate management (PBAU vs. RBEER at epoch 

10: p < 0.001). 
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Node Survivability:- 

 

Fig. 9. Total alive nodes versus epoch (mean ± 95% CI, 30 runs). 

 

Fig. 10. Total dead nodes versus epoch (mean ± 95% CI, 30 runs). 

 

Figs. 9 and 10 report the number of alive and dead nodes over time. All 25 nodes remain alive throughout the 

simulation under PBAU, with no additional node deaths beyond an initial set of five, indicating that the reduced per-

exchange energy of provenance-based authentication directly extends node lifetime. RBEER shows a modest 

decline (25 to 23 alive nodes), whereas EERMC and, especially, BEKMP lose nodes rapidly: BEKMP's dead-node 

count rises from 5 to 16 by the sixth epoch, after which its alive-node count plateaus at the network floor, 

underscoring the cost of its heavier per-authentication overhead in a battery-constrained environment. 
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Authentication Accuracy, Overhead, and Detection Rate:- 

 

 

Fig. 11. (a) Authentication accuracy, (b) communication overhead, and (c) malicious-node detection rate 

(mean ± 95% CI, 30 runs). 

 

Fig. 11(a) shows that all four schemes achieve high authentication accuracy clustered around 0.90–0.91, with PBAU 

(0.912) and BEKMP (0.905) marginally ahead of RBEER (0.895) and EERMC (0.893); the overlapping confidence 

intervals between PBAU and BEKMP indicate that this particular difference is not statistically significant (p = 0.09), 

and accuracy must therefore be interpreted alongside overhead. Fig. 11(b) shows PBAU incurring the lowest 

communication overhead (≈15 packets per round versus 18–22 for the benchmarks; p < 0.001 against all three), 

confirming that PBAU's accuracy is achieved without the added messaging cost of the benchmark schemes — most 

notably BEKMP, whose blockchain certificate exchange carries the highest overhead despite its competitive 

accuracy. Fig. 11(c) shows malicious-node detection rates likewise clustered near 0.90, with PBAU slightly ahead 

(≈0.92), indicating that the provenance-based defense of Algorithm 1 is at least as effective at isolating 

compromised nodes as schemes that rely on cryptographic verification, while requiring substantially less energy and 

communication to do so. 
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Table Iv. Epoch-10 Results (Mean ± Sd, 30 Runs). †Bonferroni-Corrected Paired T-Test, Pbau Vs. Strongest 

Competitor; *Not Significant 

 

Metric (ep. 10) PBAU RBEER EERMC BEKMP p† 

Delay (ms) 43.0±0.6 45.0±0.7 47.0±0.7 53.0±0.8 <0.001 

Throughput 85.0±1.3 84.5±1.3 80.3±1.2 76.0±1.1 0.004 

Pkt. drops 11.0±0.3 14.0±0.4 20.0±0.6 18.0±0.5 <0.001 

Energy eff. 0.72±0.01 0.70±0.01 0.69±0.01 0.67±0.01 <0.001 

Alive nodes 25.0±0.5 23.0±0.5 20.0±0.4 16.0±0.3 <0.001 

Auth. acc. 0.91±0.01 0.90±0.01 0.89±0.01 0.91±0.01 0.09* 

Overhead 15.0±0.6 20.0±0.8 18.0±0.7 22.0±0.9 <0.001 

Detect. rate 0.92±0.01 0.90±0.01 0.90±0.01 0.90±0.01 0.04 

 

One-way ANOVA rejects the null hypothesis of equal means across the four schemes for every metric (F(3, 116), p 

≤ 0.03 in all cases). The Bonferroni-corrected paired t-tests confirm that PBAU's advantages on all resource 

metrics—delay, throughput, packet loss, energy efficiency, node survivability, and communication overhead—are 

statistically significant, while its authentication-accuracy advantage over BEKMP falls within statistical noise. 

Taken together, these results support the central claim of this paper: by deriving authentication from provenance 

metadata already carried in normal sensor traffic, PBAU removes the extra communication round required by key-

exchange-based schemes, translating into significantly lower delay, higher throughput, fewer dropped packets, 

higher energy efficiency, and longer node survivability than RBEER, EERMC, and BEKMP, at equal or better 

authentication accuracy and malicious-node detection performance. 

 

Conclusion and Future Work:-  
Security and privacy preservation remain key challenges in Underwater Sensor Networks: the adverse deployment 

conditions and the resource-constrained nature of sensor nodes make it impractical to install heavy, multi-round 

authentication protocols in the field. This paper proposed PBAU, a lightweight, provenance-based authentication 

framework that authenticates sensor nodes from their historical communication behavior rather than key exchange. 

The paper specified the provenance record structure, its hash-chained protection and sink-side storage model, and a 

complete per-packet authentication algorithm with O(1) per-packet time complexity and zero node-side 

cryptographic cost; derived the energy advantage of eliminating the authentication round trip under a Thorp-

absorption acoustic channel model; and analyzed PBAU's resistance to replay, Sybil, man-in-the-middle, node-

capture, clone, wormhole, false-provenance, and insider attacks. Simulation over 30 independent MATLAB runs 

against three recent benchmark protocols (RBEER, EERMC, and BEKMP) showed statistically significant 

improvements in authentication delay, throughput, packet loss, energy efficiency, and node survivability, at a 

competitive malicious-node detection rate above 0.90. Several limitations delimit the present study and motivate 

future work.  

 

First, the benchmark set comprises energy-efficient routing and blockchain key-management protocols; a controlled 

re-implementation of authentication-only baselines—physical-layer authentication, lightweight multi-factor 

authentication, trust-based schemes, and ECDH/ECC key agreement—under an identical channel model would 

isolate the authentication component more directly. Second, two attack scenarios are only partially addressed: 

channel-faithful wormholes and behaviorally faithful insiders, for which content-level plausibility checking at the 

monitoring centre is a promising direction. Third, future work will apply machine-learning techniques to sharpen 

behavior-fingerprint modeling within the Provenance Analyzer, evaluate adaptability under stronger mobility and 

varying acoustic conditions, conduct stress testing at larger network scales, and validate the framework in real sea-

trial deployments. 
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