ISSN:(0)2320-5407, ISSN(P)3107-4928 Int. J. Adv. Res. 14(10), October-2026, 441-451

, ; Journal Homepage: - www.journalijar.com TR AT A RAR
|

| INTERNATIONAL JOURNAL OF -
~»= /|  ADVANCED RESEARCH (JAR) & (% :
+ 124

NI At Article DOL: 10.21474/LJAR01/24353
ISSN (P} 31074528 DOI URL: http://dx.doi.org/10.21474/1JAR01/24353

RESEARCH ARTICLE

DESIGN AND EVALUATION OF A HYBRID HENON-LOGISTIC CHAOTIC
GENERATOR FOR IMAGE ENCRYPTION: A COMPARATIVE STUDY WITH
TRADITIONAL ENCRYPTION METHODS FOR DIGITAL DATA PROTECTION

Abdel-Rahman Ali’ , Mahamat Tahir Ibrahim Adam’ and Ahamat Mahamat Hassane®

1. Department of Cybersecurity, King Faycal, N’Djamena, Chad .
2. Department of Computers Science, King Faycal, N’Djamena, Chad.
3. Techno-Pedagogy Unit, Digital University of Chad, Box 5711, N’Djamena, Chad.

Manuscript Info Abstract

Manuscript History This paper presents a Hybrid Chaotic Encryption System (HCES) for
Received: 10 August 2026 image encryption based on the unidirectional coupling of a two-
Final Accepted: 12 September 2026 dimensional Hénon map and a one-dimensional Logistic map. The

Published: October 2026 Hénon dynamics modulate the Logistic control parameter, generating a

hybrid chaotic sequence used to construct a dynamic substitution box

Key words:- . . . .

Ch:otic image encryption; Hénon map; (S-box) and perform confusion and diffusion operations. The proposed
Logistic map; Dynamic S-box; scheme was implemented in Python and evaluated using six standard
Lyapunov exponent; NPCR; UACT, test images through visual inspection, Shannon entropy, correlation

AES-128; AES-256. coefficients, chi-square testing, the Number of Pixels Change Rate

(NPCR), and the Unified Average Changing Intensity (UACI). The
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patterns, with entropy values approaching 8 bits and correlation
coefficients generally close to zero. A comparative evaluation using the
Lena image and an identical data size of 268,098 bytes was also
conducted against AES-128 and AES-256. The proposed scheme
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Introduction:-

The widespread adoption of digital communication and multimedia technologies has increased the need for reliable
protection of digital images. Although AES provides strong security, its fixed structure may limit its adaptability to
image encryption. Consequently, chaotic systems have attracted attention because of their sensitivity to initial
conditions.Huo et al.[1] improved AES by using a three-dimensional hyperchaotic system to generate dynamic
cryptographic components, whereas Chothe et al. [2] combined chaotic maps with AES-GCM, SHA-256, and
dynamic initialization vectors. Vamsikrishna et al. [3] developed a lightweight Logistic-map-based framework for
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IoT devices with post-quantum cryptography, while Helmy and Torkey [4] combined two-dimensional Baker map
with audio encryption and steganography. Alexan et al. [S] proposed a complex image-encryption scheme using a
5D hyperchaotic system, Arnold’s cat map, Langton’s Ant, and a dynamic S-box. Muhammed et al. [6] compared
conventional encryption algorithms for image protection, whereas Naim and Ali Pacha [7] combined a 3D Lorenz
system with modified AES and a dynamic S-box. Further chaos-based image-encryption approaches and surveys are
reported in [8]-[13] and [15]-[19]; Hénon-Logistic combinations have also been proposed in [14], [20] and [21],
where the two maps are used as independent sources of key material.

These studies demonstrate the potential of chaotic systems for enhancing image-encryption security; however,
existing approaches involve different trade-offs between randomness, computational complexity, key sensitivity,
and adaptability. Some rely on a single low dimensional chaotic system, while others employ high-dimensional or
multi-stage architectures that may increase implementation complexity. In addition, several AES-based approaches
retain conventional cryptographic components rather than dynamically generating them from hybrid chaotic
sequences. Therefore, there remains a need for a balanced hybrid approach that can increase nonlinear complexity
and randomness without introducing excessive architectural complexity.

The present study proposes a hybrid chaos-based encryption framework for imageencryption that integrates a one-
dimensional Logistic map with a two-dimensional Hénon map through unidirectional (master-slave) coupling, rather
than relying on conventional AES components. The resulting unified chaotic sequence is used to construct a
dynamic substitution box (S-box), replacing fixed cryptographic structures. In contrast with [14], [20] and [21], the
Logistic parameter is modulated at every iteration by the Hénon trajectory (cascade coupling), and the effective key
space, S-box quality and Lyapunov exponents of the generator are quantified. The proposed method is evaluated
using encryption and decryption time, key-space characteristics, entropy, correlation; coefficient, NPCRand UACI.
These metrics are used to assess computational efficiency, randomness, key sensitivity, and resistance to statistical
and differential attacks.

Mathematical Model of the Hybrid Generator:-

Hénon Map:

The Hénon map is a two-dimensional discrete-time system whose state at iteration n is denoted by (XH(H), yn(H)). The
reference configuration adopted in the experiments is a = 1.4 and b = 0.3, with (x,", yo") = (0.1, 0.2).
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With a=1.4 and b=0.3, the Hénon map constitutes the two-dimensional source of the hybrid generator. This
configuration is adopted as the reference for the simulations because it provides rich dynamics that can subsequently
be transferred to the logistic subsystem. Nevertheless, these parameter values should be regarded as a reference
experimental choice, and the chaotic nature of the resulting dynamics should be confirmed using the dynamical
indicators presented later in this section. In particular, the variable x™, plays a central role, as it directly contributes to
the modulation of the control parameter of the logistic map.
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The Jacobian matrix J, describes the local tangent dynamics of the Hénon map and makes it possible to track the
evolution of an infinitesimal perturbation around the nominal trajectory. It therefore constitutes the fundamental
matrix used for the numerical estimation of the Lyapunov exponents. In the context of the hybrid generator, this
characterization first allows the intrinsic dynamics of the Hénon map to be evaluated before analyzing the influence
of its trajectory on the logistic component. The numerical protocol used to compute the Lyapunov exponents is given
in Section 2.4.

Logistic Map:
The logistic component is a one-dimensional map whose dynamics depend on the parameter r. In the proposed
generator, 1 is not kept constant; instead, it is driven by the trajectory of the Hénon map.

xh =7 x (l —x(L)), 0<x¥ <1 3)

n+l n n
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Equation (3) defines the logistic component of the proposed generator. In the classical logistic map, the parameter r is
constant; in the present architecture, it becomes a dynamic quantity, denoted by rn, and depends on the state of the
Hénon map. The value r=4 is recalled as an analytical reference, since, for the classical logistic map, it yields a
Lyapunov exponent of A=In(2)~0,693147. However, this value should not be directly associated with that of the
hybrid generator, since its effective dynamics depend on the temporal modulation of rn). The constraint 0<x(M,<1
corresponds to the usual invariant domain of the logistic map.

Dynamic Hénon-Logistic Coupling:

After a warm-up phase, an X;,,x boundary is determined based on the Hénon trajectory, X,,x = max \xn(H)| over a
warm-up of W = 1000 iterations, recomputed for each key (X.x = 1.2830 for the reference key). The logistic
parameter is then modulated within the interval [3,57 ; 4].

(H)
x|
9

1, =357, r,.=4 &

rn = rm[n + (rmax - rmin ) ‘min rm[n max

max

Equation (4) formalizes the Hénon-Logistic coupling mechanism. The variable x,"” is first normalized by the bound
Xmax> then used to generate a parameter r, in the range r,;;=3.57 t0 Iy, —=4. The operator min(-,1) imposes a
saturation when the normalized value exceeds one, thereby ensuring that the parameter remains within the specified
interval. Over 10° iterations r, spans [3.5700, 4.0000] with mean 3.797; keys whose Hénon trajectory is unbounded
are rejected. The coupling is strictly unidirectional: the Hénon system drives the logistic map, while the logistic
variable does not alter the dynamics of the Hénon system. The logistic subsystem is therefore non-autonomous when
considered in isolation, whereas the complete generator constitutes a deterministic cascade driven by the state of the
Hénon system. This distinction is essential for interpreting the dynamics and for correctly formulating the
calculation of the Lyapunov exponents of the complete system.The complexity of the generator stems from the
temporal modulation of the logistic parameter by a variable derived from a two-dimensional system. The study
therefore does not simply consist of juxtaposing two independent sequences.

Dynamic Characterization:

The dynamical characterization is conducted at several complementary levels in order to relate qualitative
observations to quantitative indicators. Time series are used to examine the evolution of the state variables, phase
portraits describe the geometry of the trajectories, bifurcation diagrams illustrate the effects of the control
parameters, and Lyapunov exponents quantify the dynamical sensitivity. This combination is particularly important
for a hybrid generator, since the complexity observed in the output results from both the intrinsic dynamics of the
Hénon map and the temporal modulation of the control parameter of the logistic map.

The six representations presented in Figure 1 provide a coherent view of the dynamics of the hybrid generator. The
time series of the Hénon map (a) highlights a bounded yet highly irregular evolution of the dynamical variables,
while the phase portrait of the Hénon attractor (b) reveals a complex structure characteristic of chaotic dynamics.
The bifurcation diagram of the logistic map (c) then situates the dynamics of the logistic subsystem within a regime
where periodic behaviors coexist with chaotic regions as the parameter r varies. The temporal evolution of the
parameter rn, modulated by the Hénon dynamics (d), highlights the central role of the Hénon-Logistic coupling,
since the control parameter is no longer constant but varies over time according to the state of the Hénon system.
The time series of the hybrid logistic subsystem (e) directly reflects the effect of this dynamic modulation and
exhibits an irregular evolution of the logistic variable. Finally, the sensitivity to a perturbation of the initial
conditions (f) reveals a rapid divergence of the trajectories, a behavior consistent with the sensitivity to initial
conditions generally associated with chaotic systems. Taken together, the results presented in panels (a)-(f) provide a
complementary qualitative characterization of the dynamics of the proposed hybrid generator.
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Fig 1. Initial dynamic characterization of the generator: (a) time series of the Henon map; (b) phase portrait;
(¢) bifurcation diagram of the logistic map; (d) evolution of the dynamic parameter r,; (e) time series of the
hybrid logistic subsystem; (f) sensitivity to an initial perturbation.a = 1.4, b= 0.3, (x,"", yo'") = (0.1, 0.2).

The six complementary representations in Fig. 2 provide a comprehensive characterization of the dynamical
behavior of the hybrid generator. The temporal evolution of the Hénon variables in Fig. 2(a) exhibits bounded but
highly irregular fluctuations, indicating a complex underlying dynamic, while the bifurcation diagram in Fig. 2(b)
reveals a broad parameter region characterized by a dense distribution of states, consistent with the coexistence of
complex and chaotic regimes. The parameter-sweep results shown in Fig. 2(c) and Fig. 2(d), obtained by varying the
Hénon parameters a and b, respectively, demonstrate that the irregular dynamics persist over extended parameter
intervals, although the structure and density of the generated states vary with the control parameters. These results
indicate that the chaotic behavior is not restricted to a single parameter configuration. More importantly, the
Lyapunov-exponent diagrams presented in Fig. 2(e) and Fig. 2(f) provide a quantitative characterization of the
dynamics: the predominantly positive values of the largest Lyapunov exponent over the investigated ranges of a and
r confirm the presence of sensitive dependence on initial conditions and support the chaotic nature of the generated
dynamics. Taken together, Figs. 2(a)-2(f) show that the hybrid generator exhibits complex and robust chaotic
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behavior over a non-negligible parameter region, while the Lyapunov analysis provides the quantitative evidence
required to complement the qualitative observations obtained from the temporal and bifurcation representations.
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Fig 2. Dynamic validation and parametric analysis of the hybrid system: (a) time traces of x, and y.; (b)
bifurcation diagram as a function of r; (c) bifurcation diagram as a function of a; (d) bifurcation diagram as
a function of b; (e) Lyapunov exponent as a function of a; (f) Lyapunov exponent as a function of r.

CONSTRUCTION OF THE DYNAMIC S-BOX:-

The construction of the S-box is based on a two-step sorting procedure applied to the 256 normalized chaotic values
s = (s0, ..., s255). The first sorting operation establishes an order among the chaotic values, while the second
transforms this order into a permutation of integers. Thus, expression (5) ensures that each integer value between 0
and 255 appears only once, which gives the S-box the bijectivity property necessary for the reversibility of the
substitution. This construction also has the advantage of preserving the order information derived from the chaotic
sequence while converting it into a discrete representation that can be directly used in a cryptographic system. The
inverse permutation S™! can then be obtained by inverting this correspondence, thereby enabling the decryption
operation. However, bijectivity is a necessary but not sufficient condition for guaranteeing the cryptographic
properties of an S-box; the quality of the substitution must therefore be evaluated subsequently using quantitative
criteria such as nonlinearity, the Strict Avalanche Criterion (SAC), the Bit Independence Criterion (BIC), and
differential probabilities.

S =argsort (argsort(s))  (5)

These criteria were evaluated (reference key; mean over 300 random keys in brackets): minimum nonlinearity 92
(90.5), mean nonlinearity 103.5, differential uniformity 12 (12.8), SAC 0.507, BIC-SAC 0.50 and minimum BIC-
nonlinearity 98 (95.9). The S-box therefore behaves like a random permutation and is weaker than the AES S-box
(nonlinearity 112, differential uniformity 4).
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Hénon-Logistic Hybrid Cryptosystem:-

The proposed hybrid Hénon-Logistic cryptosystem combines the complex dynamics of the Hénon map with the
nonlinear behavior of the logistic map to generate key-dependent chaotic sequences for image encryption. The
overall encryption architecture consists of successive stages, including chaotic sequence generation, dynamic S-box
construction, confusion, and diffusion. The Hénonmap serves as the primary chaotic source, while its dynamical
state is used to modulate the control parameter of the logistic subsystem, thereby generating a time-varying hybrid
chaotic sequence. This sequence is normalized and transformed into a permutation through the dynamic S-box
construction procedure described in Section 3, which is then used to perform nonlinear substitution of the image
data. In parallel, the generated chaotic sequences are employed during the diffusion stages to modify pixel values
and reduce the statistical dependence between neighboring pixels. The complete encryption process therefore relies
on the interaction between nonlinear substitution and iterative diffusion, with the secret key determining the initial
conditions and control parameters of the chaotic generator. As illustrated in Fig. 3, the overall architecture
summarizes the successive processing stages, from secret-key initialization and the interaction between the Hénon
and logistic maps to the generation of the hybrid chaotic sequence, dynamic S-box, and key stream, ultimately
transforming the plaintext image into the ciphertext. The corresponding decryption procedure applies the inverse S-
box and inverse diffusion operations in the appropriate reverse order to recover the original image. The
mathematical formulation and detailed implementation of each processing stage are presented in the following
subsections.
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Fig. 3: Hénon-Logistic Hybrid Cryptosystem
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Algorithm: Hybrid Hénon-Logistic Encryption:=

The following steps describe the proposed Hybrid Hénon-Logistic encryption process, including chaotic
initialization, dynamic S-box generation, and keystream generation. Pixels are read in row-major order; indices start
at 0; RGB images are processed as the concatenation of their three channels.

. Initialise x=x0, y=y0, and z=z0.

. Execute the chaotic warm-up phase (W = 1000 iterations).

. Generate 256 chaotic values using the Hénon-Logistic cascade (Eq. 4).
. Normalize the generated values using S;=|x;| mod 1.

. Rank the 256 values to generate the dynamic S-box.

. Construct the inverse S-box.

. Continue the coupled chaotic process to generate keystream.

. Convert chaotic states into byte values (KS; = |z-2*| mod 256)
9. Initialize Cy=0

10. For each plaintext byte calculate T; = p; @ KS; @ C;,

11. Apply the dynamic S-box C; = Sp[T;]

12. Store Cjas theciphertext byte

13. Decryption: p; = S [C;] @ KS; @ C;;, with C, = 0.

0N kW —

Experimental Results:-

The proposed Hybrid Hénon-Logistic encryption algorithm was evaluated using six standard test images. The
experiments include visual analysis of the original, encrypted and decrypted images, followed by statistical
evaluation using NPCR, UACTI, entropy, correlation coefficient, and chi-square (x°) tests.

Statistical results for the six images:-

The statistical analysis evaluates the effectiveness of the proposed HCES encryption scheme in generating ciphertext
images with high randomness and low statistical dependence. The Number of Pixels Change Rate (NPCR) and
Unified Average Changing Intensity (UACI) quantify the sensitivity of the encryption scheme to small changes in
the plaintext, while Shannon entropy measures the randomness of the encrypted pixel distribution. The correlation
coefficient assesses the statistical dependence between adjacent pixels, and the chi-square test evaluates the
uniformity of the ciphertext pixel-value distribution. Figure 4 presents representative visual results of the encryption
and decryption processes, including the original plaintext images, their corresponding ciphertext images, and the
recovered images. Table 1 summarizes the statistical security metrics for the grayscale and RGB test images, with
the RGB images evaluated separately across their red, green, and blue channels. Together, these visual and
quantitative evaluations provide complementary evidence of the encryption scheme's performance.
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(b)

(©)

Fig 4. Visual evaluation of the proposed HCES image encryption and decryption scheme. (a) Original plaintext
images; (b) corresponding encrypted ciphertext images exhibiting noise-like visual patterns; (c) decrypted images
recovered using the proposed decryption procedure.

Table 1. Statistical Security Analysis of the Proposed HCES EncryptionScheme on Standard Grayscale and

RGB Test Images
Image channel NPCR (%) UACI (%) Entropy Correlation e
cameraman 99.58 334 7.9901 -0.023 275.29
(Gray)
Baboon (Gray) 99.6 33.65 7.9925 0.0074 245.9
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Image channel NPCR (%) UACI (%) Entropy Correlation e
Lena (Gray) 99.6777 33.9522 7.9978 —0.0031 222.37
Peppers R 99.605 -0.0045 252.77
¢ | pm | e | g | 0ww |

) 33.3119 7.9949 0.008 )

33.566 7.9956 :

Lena(color) R 99.5773 33.434 7.9964 -0.0075 267.09
G 99.6175 33.445 7.9965 -0.0021 266.98
B 99.6234 33.412 7.9965 -0.0008 268.76
Barbara R 99.6095 33.3291 7.9946 -0.0005 227.58
G 99.6175 33.7659 7.9956 -0.0012 219.45
B 99.6234 33.5760 7.9956 -.00003 228.76
Average 99.6051 33.5243 7.9952 -0.0021 248.20

Additional Comparison with AES-128 and AES-256:
To further evaluate the performance of the proposed Hénon-Logistic encryption scheme, a comparative analysis was
conducted against the AES-128 and AES-256 algorithms. All three methods were evaluated using the same Lena
image and an identical data size of 268,098 bytes. The comparison considers several performance indicators,
including NPCR, UACI, Shannon entropy, correlation coefficient, chi-square statistics, selected NIST statistical
tests, encryption throughput, and nominal key-space size. These metrics provide complementary insights into the
statistical properties, sensitivity to plaintext changes, randomness, and computational performance of the proposed

scheme relative to the two AES configurations. The comparative results are summarized in Table 2.

Table 2. Comparative Statistical Security and Performance Evaluation of the Proposed Hénon-Logistic
Encryption Scheme, AES-128, and AES-256 Using the Lena Image.

Metric Hénon-Logistic AES-128 AES-256
Bytes 268098 268098 268098
NPCR (%) 99.5957 99.6330 99.6184
UACI (%) 33.5034 33.4824 33.5235
Entropy 7.9993 7.9994 7.9994
Correlation 0.0004 0.0003 —0.0018
1 222.37 237.93 236.32
¥ 2 critical 293.25 293.25 293.25
¥%: pass Yes Yes Yes
NPCR diff. (%) 99.677 99.63 99.58
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Metric Hénon-Logistic AES-128 AES-256
UACI diff. (%) 33.9522 33.49 33.61
NIST Frequency p 0.4981 0.2138 0.6196
NIST Block Frequency p 0.7021 0.1011 0.3177
NIST Runs p 0.2379 0.6383 0.3665
NIST Longest Run p 0.8252 0.0927 0.7303
Nominal space (bits) 320 128 256
Conclusion:-

This study proposes a hybrid Hénon-Logistic chaotic encryption scheme (HCES) that combines
unidirectionallycoupled chaotic maps, a dynamic S-box, and confusion-diffusion operations for image encryption.
Dynamical analysis and experiments conducted on six standard test images demonstrate promising results. In
particular, the encrypted images exhibit high entropy values close to the theoretical maximum and very low
correlation coefficients between adjacent pixels, meeting commonly accepted criteria reported in the literature for
image encryption. These findings highlight the potential of the proposed scheme. However, further investigations
into the effective key space, the security of the dynamic S-box, resistance to established cryptographic attacks, and
performance on resource-constrained devices are necessary before practical deployment can be recommended.
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