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Saudi Arabia's industrial growth is predicated on infrastructure and the 

disruption of that infrastructure can have a cascading effect on the 

safety of workers, the safety of the communities around it, the 

environment and the delivery of essential services. Traditional HSE 

(health, safety and environment) arrangements tend to look at these 

various aspects in isolation through separate compliance, occupational 

and process safety regimes. This critical integrative review looks at 

how risk-based governance can bring those various regimes together in 

a way that enables infrastructure resilience. A structured, purposive 

evidence synthesis was conducted on 30 DOI identifiable publications 

from the period 2020 to 2025 covering critical infrastructure, major 

accident prevention, organisationalbehaviour, emergency preparedness 

and digital assurance. Six interdependent governance functions are 

identified: strategic accountability, system wide risk intelligence, 

verified safety barriers, workforce participation, adaptive emergency 

capability and independent learning. A lifecycle framework is then 

developed which links asset criticality, cross sector dependencies, 

tolerable service interruption, decision rights and measurable recovery 

performance. The review makes it clear that resilience cannot be 

assumed from the completion of an audit, the frequency of incidents or 

the acquisition of technology. Operators must be able to demonstrate 

that their controls are effective under changing conditions and that they 

can recover critical functions without transferring the risk of harm 

elsewhere. The framework provides a testable basis for Saudi industrial 

operators, infrastructure owners and regulators and recognises that 

locally calibrated thresholds and prospective validation will be 

required. 

 
"© 2026 by the Author(s). Published by IJAR under CC BY 4.0. Unrestricted use allowed 

with credit to the author." 

…………………………………………………………………………………………………….... 

Introduction:- 
Critical industrial infrastructure is really more defined by the consequences of its failure than by the size of the 

facility.A petrochemical complex will be reliant on a continuous supply of electricity, industrial water, 

communications and logistics. A power generation facility will be reliant on fuel supply and the integrity of its 

control networks. When one service fails the traditional notion of asset boundaries provides very little protection 

against the propagation of the disturbance via the shared utilities and the operating decisions of the various facilities. 
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Saudi Arabia's industrial diversification makes this issue even more important as the degree of diversification, the 

level of integration and the rate of project delivery all tend to increase the number of interfaces that will need to be 

managed and assured. Governance therefore has to look at not just the probability of the initiating event but the 

pathways through which the consequences of that event will propagate and the capacity to maintain essential 

functions [1]. 

 

Occupational health and safety, process safety and environmental protection all make their own distinct 

contributions. OH&S is about preventing personal exposure and injury. Process safety is about containing the energy 

and materials that are hazardous. Environmental protection is about limiting the release of substances and the 

consequent damage to the environment. None of these are complete in the absence of an integrated approach where 

they are treated as separate reporting streams. There is evidence from the Saudi building projects that a proactive 

assessment of management practice is required rather than simply looking at the injury data [2]. The same is true of 

research into enterprise standards which suggests that the mere adoption of formal management systems doesn't 

answer the fundamental questions of who makes the risk decisions, which activities get the priority and how the 

controls actually work [3]. An integrated governance problem remains even when you have a very extensive set of 

documented procedures. 

 

Workplace emergencies highlight another constraint: the procedures we design for a given operating state may well 

be unworkable if that state is simultaneously changed in terms of staffing, supply chains and access. The recent 

work on systematic workplace health emergency response is very clear on the value of integrating planning, 

operational support, performance monitoring and corrective learning [4]. Applying that insight to hazardous 

industrial networks however requires a very explicit treatment of catastrophic scenarios, infrastructure 

interdependencies and the authority to stop production. The research gap is not simply one of hazard identification. 

It is the lack of a practical account of how the evidence on exposure, protection, interdependencies and recovery is 

to be transferred between the executive, the site manager, the contractor and the external responders. 

 

This review builds on that account without in any way purporting to quantify the current state of play at any 

particular Saudi facility. It looks at a fairly limited body of recent literature, distinguishes between the established 

facts and the various design propositions and then sets out a number of decision tests which could be used to falsify 

the proposals in future work. The contribution is a governance architecture in which resilience is an accountable 

operating capability rather than a mere marketing statement. The focus is specifically on the period 2020-2025 so 

that the current understanding of system complexity, working practices and digital monitoring is able to inform the 

design of the proposed arrangements. 

 

Study aim and objectives:- 

The study is about building a risk based HSE governance framework which will assist Saudi industrial operators in 

maintaining their safety critical functions prior to, during and after a disruption. The first objective is to identify the 

governance decisions which link occupational, process and environmental risk to operational continuity. The second 

is to compare the way that recent resilience work has approached interdependency, safeguards, adaptive response 

and recovery. The third is to turn those concepts into clear responsibilities, evidence requirements and assurance 

indicators for use in multi operator industrial networks. The fourth is to define the limitations and to specify the 

empirical tests rather than present an untested conceptual model as a ready made intervention. The central review 

question is: what governance arrangements enable risk information to inform the preventative, adaptive and 

restorative decisions across the life cycle of critical Saudi industrial infrastructure? 

 

Review design and analytical approach:- 

A critical integrative review was chosen as the study as it cuts across engineering reliability, institutional 

governance, occupational health and organisational resilience. The disciplines in question use very different units of 

analysis and are often measuring very different outcomes. A statistical meta-analysis would be combining non-

comparable measures; a simple descriptive inventory would not in itself explain the mechanisms by which 

governance decisions impact on infrastructure performance. The review is therefore a purposive selection of the 

literature, with structured extraction, comparison of competing explanations and synthesis into a falsifiable 

framework. It is a conceptual review of the published evidence and not an empirical survey, a prospective 

experiment or an exhaustive census of the database records. 
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Literature search focused on peer-reviewed papers from 2020 to 2025 using a combination of the following terms: 

'critical infrastructure', 'resilience', 'process safety', 'HSE governance', 'safety barriers', 'Saudi Arabia', 'occupational 

safety', 'interdependency', 'digital twin' and 'emergency response'. Article identity and relevance were ascertained via 

publisher records, scholarly repositories and DOI indexed bibliographic records. Papers were included if they 

addressed at least one of the following causal elements of infrastructure continuity, major hazard control, 

institutional accountability, safety culture, workforce protection or adaptive decision support. Papers outside the date 

range, without a DOI or not relevant to any of the above mechanisms were excluded and the final reference set 

comprised thirty items. 

 

The analytical unit was a substantive rather than a numerical result. For each publication selected, the extraction 

looked at context, study or review design, risk mechanism, governance actor, proposed intervention, type of 

evidence and likely transferability to Saudi operations. The evidence was initially categorised into five areas: 

infrastructure criticality, barrier integrity, organisational practice, disruption management and measurement. Cross 

category comparison led to the six governance functions described below. Mechanisms with empirical support were 

clearly distinguished from those which were inferred. There are no made up screening totals, no pooled effect sizes, 

no Saudi accident rates and no claims of interviews conducted by the authors. 

 

Quality was assessed in terms of the claims made: transparent methodology, appropriate unit of analysis, stated 

limitations and how much the conclusions went beyond the data. Case studies and computational examples can 

demonstrate feasibility without necessarily proving generalisable effectiveness. Surveys can identify associations 

without being able to prove accident prevention. The sources referenced in the report (via DOI) were all verified in 

the bibliographic search but full independent reproduction of all the underlying analyses was beyond the scope of 

the work. The synthesis that is presented is therefore intended to be of use in forming informed hypotheses and in 

making implementation decisions rather than to be a certification of the performance of any particular installation. 

 

Interpretation was very sensitive to the evidence hierarchy. An observed association between a management practice 

and the survey responses was not presented as evidence of fewer catastrophic incidents. Engineering simulations 

were not simply discarded because they didn't involve any of the people in the workplace; they were used to explain 

the failure pathways and to establish the conditions under which future testing could be conducted. Findings which 

were in conflict in terms of emphasis were all retained as boundary conditions. This approach helps to avoid the risk 

of taking a heterogeneous body of evidence and turning it into a false sense of a single, homogeneous consensus. 

 

Conceptual foundations:- 

Resilience of critical infrastructure goes well beyond resistance to physical damage. A system may be perfectly able 

to protect its own assets and yet be unable to provide the required service as a result of the unavailability of spares, 

communications, operators or downstream customers. The evidence reviewed describes resilience in terms of an 

interplay of technical, organisational and service performance characteristics (although the definitions and the 

boundaries of what is being measured vary considerably [5]). Indicator studies have also demonstrated that 

organisational capacity, the nature of the disruption and the restoration process must be considered as much as the 

physical integrity of the system [6]. For the purposes of governance this means that the operator must define the 

function to be protected, the level of degradation that is acceptable and the recovery objective before they can even 

consider what indicators to use. A resilience claim that makes no reference to service and to disturbance is 

meaningless. 

 

Criticality is inherently relational. A fairly simple utility can be absolutely critical if a large number of assets rely on 

it and there is no readily available substitute capacity. The infrastructure reviews set out identification criteria that 

take into account the social, environmental and functional impacts [7]. Interdependency modelling shows why a 

facility based assessment is likely to underestimate the extent of cascading risk as the electricity, water, transport 

and information services all share both vulnerabilities and benefits [8]. Reviews of compound threats also point to 

the fact that models tend to focus on the capacity to absorb and recover from a disruption, with much less emphasis 

on the need for preparation, adaptation and social coordination [9]. A robust HSE assessment therefore has to be 

concerned with the initiating hazard, the pathway by which it propagates and the institutions which are responsible 

for the shared countermeasures. 

 

Process safety resilience presents a rather different methodological problem. A review of the literature suggests 

there are a number of different approaches to assessing and managing resilient technical systems [10]. Quantitative 
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work in this area has therefore argued for the use of disturbance, functionality and performance trajectory rather than 

a single unexplained resilience score [11]. In the framework under discussion loss prevention is absolutely 

fundamental; adaptability does not equate to being able to operate outside the engineered limits. A useful decision 

model will be one that can clearly differentiate between measures that reduce the likelihood of an event occurring 

and those that reduce the potential for escalation, preserve the minimum safe operating state or facilitate a rapid 

controlled recovery. That is the only way in which resilience language can be used without it simply being a way of 

hiding poor primary prevention. 

 

The organisational literature provides another explanation. Resilience engineering reviews identify anticipation, 

monitoring, response and learning as capabilities which need to be evidenced through practice [12]. In the context of 

chemical plants, safety barrier research requires performance measures which relate to the protective functions, 

availability and adaptability of the barriers [13]. Research into maintenance environments also finds a link between 

resilient performance and the interaction between people, place and management systems [14]. The common thread 

is that you can't assess technical safeguards and human performance in isolation when work is being carried out in 

an uncertain environment. Resilience should not therefore be viewed as simply the ability of the workforce to make 

up for the deficiencies of the equipment or the lack of staff. 

 

Research into construction safety indicates that large projects are no more likely to have robust adaptive practices 

than small projects; you have to look at the evidence of monitoring, anticipation and learning directly [15]. The 

same applies to offshore culture assessment where the value of triangulation (interviews, field observation, incident 

learning, leading indicators and management system review) is clear and a single survey should not be the final 

word [16]. Research into offshore fatigue shows just how easily apparently stable levels of procedural compliance 

can mask the very real pressures on the operational side which the supervisor will find extremely difficult to detect 

[17]. All of this underpins the need for a governance model in which frontline intelligence is able to challenge the 

assumptions of the executive and in which assurance looks at the conditions of work rather than just at the 

documents that have been produced. 

 

Saudi operating context and the principal governance problem:- 

Saudi industrial infrastructure is a very diverse risk landscape covering hydrocarbon processing, utilities, 

desalination, ports, industrial transport and the various construction interfaces. The governance scale is often much 

broader than just one employer as you have shared contractors, energy supplies, emergency routes and 

communications. Saudi construction research has shown that the regulatory regime can have an effect on how risk 

factors are translated into actual management practices, although the findings from individual sectors don't 

necessarily provide any indication of a uniform national performance [18]. The framework takes local legal 

requirements, client standards and permit conditions as mandatory inputs to the asset specific governance register. It 

does not suggest that one single matrix is sufficient to achieve legal compliance. 

 

Environmental exposure has to be viewed as an industrial systems problem too. A recent study on Gulf coastal 

resilience identifies heat, flooding and sea level rise as the relevant hazards for the region [19]. The mechanism of 

industrial governance is not simply about the direct damage of the weather. Ambient conditions can have a 

simultaneous effect on outdoor work, electrical reliability, transport access, cooling demand and the ability to 

mobilise in an emergency. Climate scenarios should therefore be assessed in terms of their impact on the ability to 

maintain critical functions within safe operating envelopes. An emergency plan which has only been validated 

against a single failure may in fact give a false sense of security when heat, utility disruption and reduced workforce 

availability all occur at the same time. 

 

Three practical tensions arise. One is that the production schedule is all about throughput and will in many cases 

incentivise you to go ahead and do things, whereas the major hazard governance side of things will at times require 

you to allow for delay, a shutdown or a redesign. The second is that contractors will be very much aware of the 

changing conditions on the ground but may not have the standing to challenge a plan that has been approved by the 

owner. The third is that digital monitoring gives you a massive amount of information, but that doesn't necessarily 

mean you have a better understanding of who needs to act. Risk based governance is the mechanism for dealing with 

those tensions. You need to have decision thresholds established in advance of the pressure coming on, you need to 

have the responsibilities clearly traceable across organisational boundaries and you need to have the exceptions 

visible to independent oversight. It's all about the quality of the decisions you make under constraint rather than the 

quantity of risk registers you produce. 
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Another issue of context is the geographical extent of an emergency. Industrial networks span municipal and 

administrative boundaries whereas the immediate response resources may be purely local. Governance will therefore 

need to pre-determine who exchanges notifications with whom, who has the authority to confirm the status of shared 

services and who has the standing to challenge a proposed restart. This is relevant even in the case of no major 

release as a prolonged loss of industrial water or electricity could well have the effect of transferring risk onto the 

public services which are dependent upon them. 

 

Synthesis: six mutually dependent governance functions:- 

Strategic accountability starts with a board approved statement of risk appetite which clearly distinguishes between 

intolerable life safety and environmental consequences and commercial losses which are acceptable to take. The 

executives need to identify the services whose failure would have wider societal implications, assign accountable 

asset owners and require written justification for any significant deviation. It's not acceptable to just hand the whole 

thing over to the HSE department. The technical authority responsible must have the power to require additional 

protection or to call a suspension of operation and the corporate risk committee must be aware of the exposure to 

dependency, the cumulative effect of deferrals and the cost of the various resilience options. Effective escalation is 

about turning engineering evidence into a decision rather than simply an observation. 

 

System wide risk intelligence requires a living map of the physical and organisational dependencies. Every safety 

critical function must be linked to its utilities, its control architecture, its specialist staff, its vendors, its access routes 

and its credible external threats. The assessment must include low probability, high consequence events, 

simultaneous failures, planned maintenance and degraded modes. Risk ranking by itself is not enough. For each 

estimated consequence you need to identify the assumption upon which it is based and state what would invalidate 

that assumption. A useful register is dynamic and should record changing operating conditions, weak signals and 

uncertainty as well as risk treatment decisions. Ownership of the register should be with operations and engineering 

with HSE providing the structured challenge. 

 

Verified barrier integrity is the key to demonstrating that a safeguard is present as opposed to merely that it will 

perform its safety function when required. The barrier inventory should be multi-layered and cover prevention, 

detection, isolation, containment, emergency protection and environmental mitigation. The owner must define the 

operating limits, the proof test intervals, the response to impairment, the bypass authority and the compensatory 

measures. The barrier information should include unavailability due to maintenance backlogs, shared power systems 

or unreliable instrumentation. A small number of protections being unavailable can become very consequential if 

they are subject to the same common cause. The governance therefore needs to look at the correlated impairments 

rather than simply at the aggregate of the nominal inspection completion percentages. 

 

Workforce participation is a source of operational intelligence rather than just a consultation exercise. There should 

be mechanisms in place that allow workers and contractors to report things such as incomplete permits, heat, fatigue, 

conflicting instructions and unexpected configurations without fear of reprisal. Supervisory decisions should record 

how the issues were dealt with, including any instances where production was changed as a result. Competence 

should be scenario specific: a worker who is competent in the normal operation of a system may well not be 

competent in the diagnosis of an abnormal control response. Language access, quality of shift handover and 

contractor mobilisation are all factors which will impact on the reliability of the safeguards and must be considered 

in that context, especially where there are multiple employers on site. 

 

Adaptive emergency capability is incorporated into the command arrangements for restoration planning. Emergency 

exercises will need participants to make choices between controlled shutdown, isolation, sheltering, evacuation, 

alternative supply and phased restart under the scenario of impaired communications. Restoration is not simply 

about getting back to output as quickly as possible; a premature restart could in fact turn a contained incident into a 

major accident. The recovery criteria must include a safe system state, verified protective functions, environmental 

clearance, available staffing and agreed interface conditions with the operators of any dependent systems. The 

exercises will be designed to test the assumptions under those criteria, including how decisions will be 

communicated to the public responders and to the owners of adjacent infrastructure. 

 

Independent learning closes the governance loop. Reviews of incidents, near misses, precursor conditions and 

successful recoveries should be looking at why the decisions that were made at the time were the right ones rather 
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than just looking at the individual as the source of error. The assurance team need to check that the 

recommendations made previously have in fact changed what is actually done. They also need to determine whether 

good performance is the result of actual risk reduction or is simply due to under-reporting, unusually benign 

circumstances or a temporary workaround. Learning becomes strategic when the patterns of repeated deferrals, 

control bypasses and dependency failures actually impact on the capital plans, the terms of the contract and the 

incentives for leadership. Without that feedback risk based governance slowly becomes yet another documentation 

exercise. 

 

These six functions are interdependent. Accountability without trustworthy operating intelligence leads to absurdly 

tolerant statements; intelligence without barrier verification becomes a very sophisticated form of prediction; 

barriers without workforce involvement are invisible; response plans without cross-operator coordination will 

underestimate the extent of cascading loss; and learning without decision authority will fail to change the 

investments. A mature programme doesn't score the individual functions and then take an average. It will identify 

the weak links that can negate otherwise good performance and will have named decision owners to deal with those. 

Table 1 takes the synthesis and turns it into auditable evidence and the associated governance tests. 

 

The order in which improvements are funded is important. You need to start by identifying the exposures that have 

both high consequence and a lack of (or poor) independent protection. From there you prioritise risk elimination, 

robust engineering changes and reduced dependency concentration before you go any further and start buying more 

dashboards. Where you have two controls that are equally good, you want to prefer the one whose failure state is 

visible, whose failure can be tested and whose maintenance is sustainable. The point is not to have maximum 

redundancy everywhere, it's to have defensible protection at the interfaces where failure could potentially propagate. 

 

Table 1. Governance functions, evidence requirements and assurance questions 

Governance function Evidence required Primary assurance question 

Accountability 
Critical services; risk limits; named 

authorities 

Can serious exceptions change 

production or investment decisions? 

Risk intelligence 
Dependency map; credible 

concurrent scenarios 

Are shared utilities, contractors and 

changed conditions represented? 

Barrier integrity 
Functional standards; test history; 

impairment log 

Can essential protections perform 

when called upon? 

Workforce participation 
Reports; competence tests; 

handover quality 

Can weak signals be raised and 

resolved without retaliation? 

Emergency adaptation 
Joint exercises; command rules; 

restart tests 

Can safe recovery occur with 

services and communications 

degraded? 

Independent learning 
Trend reviews; action verification; 

capital changes 

Do lessons produce observable 

changes beyond document closure? 

 

Proposed risk-based HSE governance framework:- 

The proposed model has three tiers. At the strategic level there is an Industrial Infrastructure Risk Council which 

defines service criticality, intolerable harms, investment priorities and inter-operator responsibilities. At the asset 

level the technical authorities are responsible for hazard scenarios, dependency maps and performance specifications 

for safety critical barriers. At the operational level the supervisors and operators are responsible for monitoring the 

live situation, escalating deviations and carrying out safe state actions. Information flows both ways with the 

executives providing the resources and the decision limits and the field evidence being able to require an escalation 

or lead to a change in the strategic assumptions. Figure 1 shows the accountability relationships and the points at 

which independent assurance must be brought in. 

 

The framework is implemented via a recurring 7 step decision sequence: define the essential service; establish the 

hazard and dependency context; identify the intolerable consequences; select and verify the preventive and 

mitigative controls; define the action thresholds and intervention authority; rehearse the disruption and restoration 

decisions; and then revise the assumptions based on operational evidence. Each step has a defined output and a 

named owner. The sequence is deliberately cyclical as the infrastructure configuration, the contractor arrangements 

and the environment all change. Figure 2 illustrates the feedback loop from scenario intelligence through to field 

decisions, assurance and capital allocation. 
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Performance measurement should be a combination of the three indicator families. Exposure indicators would cover 

hazardous operating hours, number of simultaneous operations and dependency concentration. Control indicators 

would measure the availability of specific controls, number of unresolved test defects, number of overdue protective 

maintenance actions and the time taken to resolve material impairments. Capability indicators would measure the 

ability to recognise abnormal situations, decision latency, ability to communicate effectively under degraded 

conditions, controlled recovery time and the quality of lessons learned. A composite score should not hide a failure 

of a high consequence barrier and individual critical exceptions must be visible. Where a quantitative estimate is 

used there must be an associated uncertainty range and failure dependencies. 

 

Recent work on resilience indices points to the value of looking at the causal links between the various indicator 

components rather than just using the standard weighted scores [20]. Quantitative process system models have also 

shown that the way in which failures propagate across human and technical functions can alter the time profile of 

service loss [21]. These are all very promising approaches, but the proposed framework doesn't specify some 

unproven national threshold. Rather it would be for each operator to define a small number of scenario-specific 

measures and then demonstrate through independent challenge that their chosen thresholds are in fact indicative of 

real protection and real recovery capability. 

 

Assurance roles must remain separate from operational ownership. Ops own the plant condition; Engineering own 

the technical adequacy; HSE own the way the human and environmental consequences are represented; independent 

assurance then test the overall case. Where there is overlap of functions, a separate reviewer should be looking at the 

key decisions and the unresolved intolerable hazards. 

 

 
Figure 1. Three-level governance architecture with independent assurance and two-way field intelligence 
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Figure 2. Proposed iterative sequence for critical-service protection, intervention and verified recovery. 

 

Digital assurance, automation and the limits of prediction:- 

Digital systems can be a force for good in terms of governance in that they can provide trustworthy evidence of 

control performance. Research into digital twins has identified applications in safety assessment and in emergency 

management, as well as pointing to issues of interoperability, modelling uncertainty and security [22]. Application 

of predictive methods to industrial resilience has shown that useful inference is contingent upon the quality of the 

data, the transparency of the assumptions and the care with which incomplete observations are interpreted [23]. 

Reinforcement learning studies have demonstrated the potential for the identification of prospective intervention 

strategies for chemical processes, though it is clear that successful simulation of a scenario does not in itself justify 

the implementation of an intervention in the real world without appropriate domain validation and with human 

oversight [24]. The lesson is that technological sophistication must always be secondary to the safety case and to 

operational authority. 

 

The problem is especially pronounced when natural hazards impact industrial plant. The recent reviews of 

technological accidents arising from natural hazards all point to the need to marry resilience with major accident 

scenarios [25]. Simulation on digital twins also shows how the various stages of risk management can be assisted by 

virtual models, as long as the outputs from the models are treated as decision support rather than as a demonstration 

of safety [26]. A more specific example of the utility of such an approach is work on tunnel fire systems which 

shows the benefit of linking in sensor observations, prediction and emergency visualisation [27]. The applicability of 

such an approach is of course only going to be transferable once you've looked at the data on data completeness, 

sensor failure modes, network dependence and the differences in operating context. 

 

For a Saudi operator the practical assurance path starts with a well defined use case (detect an impaired barrier, 

anticipate an unsafe interaction, support emergency information exchange). The next questions are who will validate 

the model, who will act on the alert and what happens if the data is late, inconsistent or missing. Cyber compromise, 

contractor access and the common mode of cloud dependence all need to be part of the hazard analysis. Any 

decisions which would change the conditions for emergency isolation, evacuation or restart will need to be subject 

to a specified human approval and be logged in a traceable manner. Digitalisation only delivers resilience if the 

organisation is still able to act safely in the absence of the digital tool. 

 

Application across asset lifecycles and scenarios:- 

The framework is relevant right through the lifecycle of the system; before construction, during commissioning, 

throughout operation and at the time of major modification. The earliest opportunity to deal with dependencies or to 

provide physically separated reserves is in the design phase. Commissioning is the opportunity to test that the 

ownership of the barriers, the operational procedures and the emergency interfaces survive the transition from the 
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project team to the permanent operator. Operational governance then has to deal with maintenance deferrals, 

concurrent activities and temporary workarounds. At the time of modification, configuration management should go 

back to the original criticality assumptions rather than simply assume that any new system which is connected will 

inherit an acceptable risk profile. 

 

The Saudi tunnel work illustrates the range of confined space, ventilation, fire, electrical and emergency planning 

hazards that can exist in one project [28]. Work in the oil and gas sector also suggests that safety culture and the way 

the organisation is set up are important in the face of a significant health threat (though again the small sample sizes 

of the observational studies preclude any broad causal inferences) [29]. This helps to separate out the sector specific 

protective measures from the more general governance requirements. Table 2 provides some scenario based 

decisions for different industrial settings. The examples in the table are applications of the synthesis rather than any 

actual measured frequencies of incidents or any empirical ranking of the Saudi facilities. 

 

Infrastructure resilience should be built into procurement and contracting. The contract can assign responsibility for 

interface testing, incident information exchange, critical spares and joint exercises and at the same time protect the 

right to stop work if it is unsafe. Performance based contracting has to be done with care as a contract which rewards 

low numbers of reported injuries could have the effect of discouraging transparency. The supplier should be 

rewarded on the basis of evidence of barriers, competence, closure of serious defects and willingness to provide 

dependency information. The contract should also define how the contractor's digital systems will interface with the 

owner's incident command structure, particularly in the event of an outage when the normal access arrangements 

will not be available. 

 

Table 2. Illustrative disruption scenarios and priority governance decisions by asset class 

Infrastructure setting Credible combined disruption Priority decision evidence 

Hydrocarbon processing 
Loss of power with abnormal 

pressure 

Protective-system independence; 

safe isolation; verified restart 

Power and industrial utilities 
Simultaneous load and cooling 

constraint 

Critical load hierarchy; reserve 

supply; operator coordination 

Desalination and water networks Intake or electricity disruption 
Quality safeguards; redundancy; 

customer priority and restoration 

Industrial ports and logistics 
Hazardous cargo incident with 

blocked access 

Mutual notification; access 

alternatives; joint emergency 

command 

Tunnels and industrial transport 
Ventilation failure during smoke 

event 

Detection integrity; safe evacuation; 

responder communication 

 

Discussion and Implications:- 
The review makes a clear distinction between organisational preparedness and demonstrated resilience. 

Preparedness is what the operator says they will do; resilience is what the connected system is actually able to 

maintain, contain and recover from when the assumptions are stressed. This is important for regulators, for board 

reporting and for infrastructure investment. Asset reliability metrics are still useful, but resilience also depends on 

escalation authority, the skill of the people on site, the public consequences of an incident and the performance of 

the third party networks. A good safety record in itself does not prove that the system is adequately protected against 

a very rare catastrophic scenario. 

 

The framework also makes very clear what risk based governance is not. It is not a mechanism to allow you to 

substitute cost benefit analysis for your statutory duties to protect. It is not a justification for passing on the risk of 

work to contractors or to the communities around you. Where you have high severity hazards you need to have clear 

limits, you need to have documented technical justification and you need independent review. Resilience investment 

should ideally be about eliminating the source of vulnerability before you go down the route of having to have 

emergency workarounds. Early design research into process systems has shown the value of looking at the potential 

for severe impacts and the level of design vulnerability prior to construction locking in the costs of the various 

dependencies [30]. This is a view of HSE as a contributor to industrial reliability rather than one of uninterrupted 

production. 
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Implementation requires institutional differentiation. At board level the relevant question is whether the exceptions 

and concentrations of dependency are visible before they become emergencies. At plant level it's whether the 

protective functions work when challenged and whether degraded operation is controlled. At workforce level it's 

whether people can report a change that will affect a decision without fear of reprisal. At interface level it's whether 

the utilities, the local responders and the neighbouring operators all have a reasonably accurate picture of how 

failure will propagate. Those questions take the broad ambition of resilience and turn it into a set of decisions that 

can be reviewed, tested and where appropriate, reversed. 

 

Research agenda and limitations:- 

Prospective evaluation should involve a before and after comparison of the participating sites as a result of the 

governance changes, using consistent definitions of major barrier impairment, abnormal condition escalation and 

time to safe recovery. Multi-site designs should look at asset type, contractor dependency, climate exposure and the 

maturity of the management systems. Scenario based exercises could be used to assess whether a joint command 

arrangement reduces decision delay in the event of a shared utility failure. Qualitative interviews should be used to 

look at the conflicting incentives and the circumstances under which workers do report weak signals. The research 

should also look at whether the addition of further sensors leads to any improvement in intervention quality or 

simply results in a larger volume of unprocessed alarms. 

 

The review has significant caveats. It's based on a deliberately constructed set of 30 recent DOI identifiable 

publications rather than a fully replicated database wide search and so cannot claim to be publication complete. A lot 

of the evidence comes from outside the Saudi industrial context and the results from construction, healthcare and 

offshore applications would not be directly transferable to a petrochemical facility. The proposed relationships are 

purely conceptual with no original facility data, no expert panel, no field trials and no validation of threshold values. 

Any claims of effectiveness, journal acceptance or verified similarity scores would be premature. Local regulatory 

applicability would need to be confirmed on a per asset basis. 

 

Conclusion:- 
The resilience of Saudi Arabia's critical industrial infrastructure cannot be achieved through a series of isolated HSE 

(Health, Safety and Environment) procedures or by monitoring injury statistics. It is dependent on a decision making 

system which takes into account the inter-connectedness of services, can identify the consequences that are simply 

intolerable, can verify the protective barriers in place, can incorporate the intelligence of the workforce and can co-

ordinate restoration across asset boundaries. This paper reviews the recent literature to distil six governance 

functions and a cyclical implementation framework which links strategic accountability with operational evidence. 

The key practical test is whether a credible signal of a deteriorating level of protection can lead to the timely and 

appropriate action to be taken before a disruption becomes a cascading crisis. 

 

The framework is in essence a transparent starting point for adaptation rather than a certified operating procedure. 

Its value is in the traceability of each decision: what function is the primary one, what scenario is the threat to that 

function, what mitigations are being relied upon, who has the authority to intervene and what evidence is required to 

restart. Future Saudi case studies should look at whether this level of traceability actually leads to improved safety 

and recovery outcomes in the face of real world combined threats. That would be the point at which risk based HSE 

governance moves from a defensible concept to an empirically validated capability for infrastructure management. 
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