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Social media and Social audit and assurance professionals are 

expected to customize this document to the environment in which 
they are performing an assurance process. This document is to be 

used as a review tool and starting point. It may be modified by the IT 

audit and assurance professional; it is not intended to be a checklist 

or questionnaire. It is assumed that the IT audit and assurance 

professional has the necessary subject matter expertise required to 

conduct the work and is supervised by a professional with the 

Certified Information Systems Auditor (CISA) designation and/or 

necessary subject matter expertise to  adequately review the work 

performed. 
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What is social Media? 
Social media are computer-mediated tools that allow people to create, share, or exchange information, career 

interests, ideas, and pictures/videos in virtual communities and networks. Social media is defined as "a group of 

Internet-based applications that build on the ideological and technological foundations of Web 2.0, and that allow 

the creation and exchange of user-generated content." Furthermore, social media depends on mobile and web-

based technologies  to create highly interactive platforms through which individuals and communities share, co-
create, discuss, and modify user-generated content. They introduce substantial and pervasive changes to 

communication between businesses, organizations, communities, and individuals. These changes are the focus of 

the emerging field of technoself studies. Social media differ from traditional or industrial media in many ways, 

including quality, reach, frequency, usability, immediacy, and permanence. Social media operates in a dialogic 

transmission system (many sources to many receivers). This is in contrast to traditional media that operates under a 

monologic transmission model (one source to many receivers). 

 

"Social media has been broadly defined to refer to 'the many relatively inexpensive and widely accessible 

electronic tools that enable anyone to publish and access information, collaborate on a common effort, or build 

relationships." 

 
There are many effects that stem from Internet usage. According to Nielsen, Internet users continue to spend more 

time with social media sites than any other type of site. At the same time, the total time spent on social media in 

the U.S. across PC and mobile devices increased by 99 percent to 121 billion minutes in July 2012 compared to 

66 billion minutes in July 2011. For content contributors, the benefits of participating in social media have gone 

beyond simply social sharing to building reputation and bringing in career opportunities and monetary income, as 

discussed in Tang, Gu, and Whinston (2012) 
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Honeycomb framework of social media:- 

Identity:- This block represents the extent to which users reveal their identities in a social media setting. This can 

include disclosing information such as name, age, gender, profession, location, and also information that portrays 

users in certain ways. 

 

Conversations:- This block represents the extent to which users  communicate with other users in a social media 
setting. Many social media sites are designed primarily to facilitate conversations among individuals and groups. 

These conversations happen for all sorts of reasons. People tweet, blog, et cetera to meet new like-minded people, 

to find true love, to build their self-esteem, or to be on the cutting edge of new ideas or trending topics. Yet others 

see social media as a way of making their message heard and positively impacting humanitarian causes, 

environmental problems, economic issues, or political debates. 

 

Sharing:- This block represents the extent to which users exchange, distribute, and receive content. The term 

‗social‘ often implies that  exchanges between people are crucial. In many cases, however, sociality is about the 

objects that mediate these ties between people—the reasons why they meet online and associate with each other. 

 

Presence:- This block represents the extent to which users can know if other users are accessible. It includes 

knowing where others are, in the virtual world and/or in the real world, and whether they are available. 
 

Relationships:- This block represents the extent to which users can be related to other users. Two or more users 

have some form of association that leads them to converse, share objects of sociality, meet up, or simply just list 

each other as a friend or fan. 

 

Reputation:- This block represents the extent to which users can identify the standing of others, including 

themselves, in a social media setting. Reputation can have different meanings on social media platforms. In most 

cases, reputation is a matter of trust, but because information technologies are not yet good at determining such 

highly qualitative criteria, social media sites rely on ‗mechanical Turks‘: tools that automatically aggregate user- 

generated information to determine trustworthiness. Reputation management is another aspect and use of social 

media. 

 

Groups:- This block represents the extent to which users can form communities and sub communities. The more 

‗social‘ a network becomes, the bigger the group of friends, followers, and contacts. 

 

Social media Examples:- 
Facebook is a popular free social networking website that allows registered users to create profiles, upload photos 

and video, send messages and keep in touch with friends, family and colleagues. According to statistics from the 
Nielsen Group, Internet users within the United States spend more time on Facebook than any other website. 

 

Twitter is a free microblogging service that allows registered members to broadcast short posts called tweets. 

Twitter members can broadcast tweets and follow other users' tweets by using multiple platforms and devices. 

 

Google+ (pronounced Google plus) is Google's social networking project, designed to replicate the way people 

interact offline more closely than is the case in other social networking services. The project‘s slogan is ―Real-life 

sharing rethought for the web.‖ 

 

Wikipedia is a free, open content online encyclopedia created through the collaborative effort of a community of 

users known as Wikipedians. Anyone registered on the site can create an article for publication; registration is not 
required to edit articles. Wikipedia was founded in January of 2001. 

 

LinkedIn is a social networking site designed specifically for the business community. The goal of the site is to 

allow registered members to establish and document networks of people they know and trust professionally. 

 

Reddit is a social news website and forum where stories are socially curated and promoted by site members. The 

site is composed of hundreds of sub- communities, known as "subreddits." Each subreddit has a specific topic such 

as technology, politics or music. Reddit site members, also known as, "redditors," submit content which is then 

voted upon by other members. The goal is to send well-regarded stories to the top of the site's main thread page. 
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Pinterest is a social curation website for sharing and categorizing images found online. Pinterest requires brief 

descriptions but the main focus of the site is visual. Clicking on an image will take you to the original source, so, 

for example, if you click on a picture of a pair of shoes, you might be taken to a site where you can purchase them. 

An image of blueberry pancakes might take you to the recipe; a picture of a whimsical birdhouse might take you to 

the instructions. 

 

Social Audit:- 
The process of evaluating a firm's various operating procedures, code of conduct, and other factors to determine its 

effect on a society. The goal is to identify what, if any, actions of the firm have impacted the society in some way. A 

social audit may be initiated by a firm that is seeking to improve its cohesiveness or improve its image within the 

society. If the results are positive, they may be released to the public. For example, if a factory is believed to have a 

negative impact, the company may have a social audit conducted to identify actions that actually benefit the society. 

 

According to ministry of panchayati raj:- 

Social Audit - Social Audit process involves Auditing of various schemes by  Social Auditor and Social Audit 

Facilitator and submission of audit report. SAMM aims to understand, measure, verify work under different 

schemes done by the Panchayat and further to improve social performance of respective Panchayats. 

 

How can social media play roles in social Audit:- 

While the use of social media and social business is growing as industries  recognize their power, the risks of 

adoption should not be ignored. With its unique velocity, social media can damage a company‘s reputation in real 

time. Consider two scenarios where social media may have harmed an organization‘s brand and reputation: 

 

A major U.S. food chain‘s social media account was hacked, resulting in a flurry of offensive posts, a rival 
company‘s profile picture being swapped for its own and an announcement that the company had even been sold to 

this rival. It took half a day for administrators to suspend the account, and a full day for the public relations team to 

issue an apology on the company‘s social media page. 

 

A major automobile manufacturer invited the public to create advertisements for  a  new  car.  While  the  

campaign  was  considered  an  overall  success, hundreds of environmentalists created viral videos criticizing the 

auto company for contributing to global warming. 
To help assess and reduce the risks of social media and social business, an important, but often overlooked, 

resource that organizations have is the internal audit (IA) function. ―Internal auditors, with their training and 

experience to  identify and assess risk, and their broad view of the organization, are in an ideal position to advise 

their organizations on how to manage risks appropriately,‖ says Michael Juergens, a principal at Deloitte & 

Touche LLP. 
 

―Leading risk management practices for social media are still in their early stages and have evolved, to a large 

degree, reactively,‖ Mr. Juergens adds. ―What‘s more, many organizations have only fragmented views of their 

social media infrastructure, hindering effective risk management. As organizations seek to capitalize on the 

opportunities presented by social media, internal audit can play a critical advisory role. 

 

According to a 2012 survey of 192 U.S. executives conducted by Deloitte & Touche LLP and Forbes Insights, 

social media was identified as the fourth-largest risk through 2015, on par with financial risk. This ranking derives 

from social media‘s capacity to accelerate to other risks, such as financial risk associated with disclosures in 

violation of Securities and Exchange Commission rules, for  example. Other risks inherent to social media include 

information leaks, reputational damage to brand, non-compliance with regulatory requirements, third- party and 
governance risks. 

 

In each of these areas, internal audit can help their organizations in understanding potential risks, developing 

business processes to help mitigate them, monitoring compliance with implemented processes and assessing 

implemented controls. 
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