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The growing impact of the Internet in all walks of human life has also 

introduced us to newer problems related to security and hence the 

increasing demands to address such threats that prevail. The Future 

Internet (FI) being a confluence of various technologies, and the cloud 

being one such component technology in the FI that provides storage as 

a prominent service amongst the other services offered by it, it follows 

that the public cloud cannot be trusted at all times and therefore cannot 

be completely relied upon to regulate access to the stored sensitive data 

that it contains. This creates an avenue for collusion attack by the cloud 

and a malicious user. This has been addressed in our proposed system 

by the separation of access policy and access structure. Further 

considering the insecure communications and the vulnerability of the 

transmitted data, a mutual identity establishment scheme has been 

proposed to secure the channel and therefore the contents in transit. A 

recurrence relation for the established scheme has been derived to 

calculate its time complexity and the time taken to achieve mutual 

authentication has been administered for repeated iterations and the 

values thus obtained have been plotted and verified under the normal 

distribution bell curve to suggest the model‟s consistency and 

adaptability. 
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Introduction:- 
Internet has become an essential technology that impacts billions of people in every aspect of our lives today. 

Internet of today has billions of connected devices which are still predicted to evolve/increase over the years to 

come. It is facing multidimensional challenges ranging from attacks to performance issues, while at the same time 

should never cease upon its responsibility of maintaining organizations‟ and personal integrity and privacy. Hence 

there are ever increasing research activities in progress on having the Future Internet (FI) to address its current 

shortcomings. The future Internet being a confluence of devices, technologies and areas, and access management 

being one such area of concern in association with its component technology the FI, an attempt has been made in 

this paper to address a few security issues namely, collusion attack, replay attack resistance, mutual authentication 

establishment and content integrity. 

  

Motivation:- 

The evolution of Internet and its advancements that press towards the establishment of a futuristic era that involves a 

confluence of various devices/things intermittently connected online to exchange data/information and provide 
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services, has led to the growth of demands in terms of security, privacy and trust which are the basic elements that 

need to be satisfied from an end user‟s point of view. The lack of a proper authentication mechanism and secured 

ways of exchanging data makes it easier for an intruder to steal/sniff data illegally thereby affecting the security and 

privacy of the users. Also, considering the usage of a public cloud, the cloud cannot be trusted all the time, and 

hence is capable of exposing sensitive data maliciously (collusion attack). This necessitates us to develop suitable 

architectures and algorithms that helps address the security, authentication (for secure channel establishment) and 

content integrity issues that occur in a communication between participating entities. 

 

Related work and evaluation:- 

Table 1:- Related work and Evaluation 

Paper 

No  

Mutual 

Authentication  

Content Integrity  Forward Secrecy 

maintenance  

Trust  

[4]  No-one way  Not addressed  Not addressed  One way (server is 

assured trust on the 

requesting device)  

[5]  No-one way  Not addressed  Not addressed  Not addressed  

[6]  No-one way  Yes-hiding of data using 

one way hash function  

Yes- session parameters and 

pseudorandom numbers  

One way (server is 

assumed to trust on 

the requesting device)  

[7]  No-one way  Not addressed  Not addressed  Authorization 

function delegated to 

third party, requires 

an assumed trust 

level.  

[8]  Yes-Chbyshev 

chaotic maps  

Yes – aggregated proofs  Yes- session parameters and 

pseudorandom numbers  

Yes  

[9]  No-one way  Partial – privacy on data 

stored not on user private 

information  

Not addressed  Yes, Trusted third 

party  

[10]  No-one way  Yes , OAuth  Not addressed  Pre-requisite for 

authentication 

 

The need to regulate access to critical and sensitive information has led to the proposal of numerous access control 

schemes like the Dynamic broadcast encryption technique [1], role based access control (RBAC) [2] and Attribute 

based encryption (ABE) [3] which have addressed the issues such as scalability and anonymity. However, the 

assumption that the cloud is honest (trusted) but curious, does not hold good at all times since the cloud, controlled 

by the cloud service provider (CSP) may not belong within the trusted domain of the involved association/group 

thereby providing greater avenue for the cloud to expose the access policy (rules that regulate access to the sensitive 

data and provides protection) to malicious attackers and collude with them posing threat to the stored sensitive data.  

 

Even though SLAs address this as a legal issue, preventing such attacks by providing technical solutions makes the 

system resilient and more reliable. Also, several schemes have beenintroduced to address the security issues that 

prevail in the various areas that make up the Future Internet. A few solutions include the challenge-response 

protocol coupled with a novel two factor authentication protocol [4], Kurento and Nubomedia [5], a Shared 

Authority based Privacy Preserving Authentication protocol (SAPA) to address the privacy issues using the 

Attribute based Access Control (ABAC) and proxy re-encryption scheme [6], a HTTP/CoAP (Constrained 

Application Protocol) service based architecture to provide an authorization framework [7], an aggregated proof 

based Hierarchical Authorization scheme in U2IoT [8], a novel privacy preserving authenticated Access Control 

scheme [9] and an optimization work on the OAuth 2.0 protocol [10] to solve the associated performance challenges 

while still ensuring privacy of user sensitive credentials.  

 

However in all such cases the necessity to establish a trusted communication channel via mutual authentication and 

ensuring the integrity of the user sensitive data that is exchanged between devices has not been considered. Also, 

forward secrecy, a phenomenon wherein an attacker should be incapable of tracing back to the data transmitted 

previously with the information that he has managed to fetch at that instance is not considered in most cases. Table 1 
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summarizes the above discussions and provides a comparative analysis of a few security issues discussed in this 

section. 

 

Proposed  Architecture:- 

Fig 1 shows the proposed architecture [11] that addresses the security issues such as maintaining user privacy (by 

providing a user controlled environment) and collusion attack caused due to the exposure of access policy that 

contains the sensitive user information to the cloud. The sequence of steps that occur in the system are labeled [1-

10] in the figure below. As shown in fig 1. The system consists of three entities namely the Attribute Authority 

((AA) owner of the data), the public cloud that provides services in terms of storage and processing power, and the 

users/devices with their sensors. The communication between the entities follows a model wherein the access policy 

lies with the sole owner AA and the AAs within the trusted domain of the owner.  

 

The AA requires that the cloud and the devices register themselves initially depicted as channel 1 in fig 1. The AA 

provides certificates to the entities upon registration, which is to be used later to prove their identities to establish 

trust amongst the participating entities.The AA uploads the encrypted data and documents along with the access 

structure to the public cloud. The cloud only possesses the access structure (contains key and ID of values in the 

access policy) that facilitates it to map the user/device attribute values by matching the associated IDs of attributes. 

The cloud is therefore left unclear about the actual attribute values that facilitate access to the data. Its job is 

therefore limited to storing the data and collecting the required attributes, and forwarding it to the appropriate AA 

whichultimately makes the decision about allowing/denying access after comparison with the respective access 

policy. The cloud is thereby prevented from participating and executing a collusion attack. 

 

 
Fig 1:- Proposed Architecture 
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Algorithmic Details:- 

 

Fig2:- Certificate Distribution. 

 

The communication between the entities namely the AA, user/device and cloud are classified into three parts 

namely, 

1. AA (server) ->User/device/cloud (client) [user/devices register with the AA and obtain keys] represented as 

channel 1a and 1b in fig 2.   

2. Cloud (server) <-> user/device (client) [user/devices request access to data on the cloud] represented as 

channel 2 in fig 2. 

3. AA (server) <-> Cloud (client) [cloud sends the collected and mapped data for verification to the AA] 

represented as channel 3 in fig 2 [12][13].   

 

In all the above cases the proposed mutual identity establishment scheme is executed in order to ensure the 

establishment of a secure communication channel and integrity of transmitted message. This scheme adopts the 

ECCDH (Elliptical curve diffie Hellman) mechanism for the establishment of a shared secret key (Qsk) between the 

participating entities shown in fig 2. The execution of the scheme is threefold. First, as mentioned earlier, the AA 

issues certificates to the devices and cloud shown in fig 2.This certificate consists of a unique temporary ID (Id) 

chosen by the AA for the cloud/device which in turn performs a hash on the chosen Identity and the certificate 

expiration time, signs it and passes it over to the cloud/device which is then utilized for authentication. 
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Fig 3:- Mutual authentication 

 

Further, in order to ensure the establishment of a secure channel for exchange of data, mutual authentication has 

been implemented via exchange of the participating entities‟ certificates and a random number g that is appended to 

the certificate and encrypted with the shared secret key obtained via ECCDH to maintain the freshness of the 

exchanged information. The certificates are then verified on either side following theECCDSA‟s (Elliptical curve 

Cryptography Digital Signature Algorithm) verification mechanism.This establishment of mutual authentication 

provides a secured communication channel to ensure trust, and prevents the privacy theft/tampering of the 

exchanged information (user attributes/requests and request approval from AA). 
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Fig 4:- Content Integrity 

 

Also, the integrity of the transmitted message is achieved by computing a HMAC of the encrypted message 

(ME,encrypted by using the shared secret key (Qsk)) and the attribute structure is flushed off from the cloud by 

using the session management techniques, transported to the other side where the encrypted value of timestamp is 

decrypted and verified against a predefined threshold time (TH) thereby enabling the detection of replay attack. A 

session key Ksk is generated by adding the random number g with the shared secret key to help maintain sessions by 

which we can ensure that the mapped attributes are not retained at the cloud after transfer to the AA. This shared 

secret key is used to compute the HMAC of the encrypted message ME. 

 

The computed HMAC, encrypted time-stamp (using shared secret key (Qsk)) and encrypted message (ME) are 

transmitted to receiver (Entity2) and any attacks/tampering of data is identified by verifying the received HMAC 

against the recomputed HMAC‟ on the receiver (Entity2) side. If any discrepancy is detected the received content is 

discarded, otherwise accepted for further processing. Fig 3 shows the mutual authentication establishment scheme 

for the communication between a device and the cloud and fig 4 shows the content integrity maintenance scheme in 

the communication between a device and the cloud. 

 

A similar scheme that follows the same sequence of operations is defined for the communication between the cloud 

(client) and the AA (server) to achieve mutual authentication and content integrity. 

 

Time Complexity Analysis and Performance Evaluation of the System:- 

A recurrence relation for the proposed mutual identity establishment scheme presented in the previous section is 

given below as 

T (n) = a T (n / a) + 3n Where, n represents the number of requests that are incident at the cloud/AA/server via any 

device/user (client). 

a, represents the number of domain attribute authorities(AA) which in the proposed system amounts to three AAs . 

Here the requests that arrive at the cloud are assigned to the appropriate attribute authorities which is given by n/a or 

n/3 and is handled by each of the AAs individually at each domain, therefore multiplied by the total number of 

attribute authorities i.e., aT(n/a) or 3T(n/3)). 
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3n, is a summation of the time required to distribute certificates for n entities that register with the AA (n units of 

time), time required to establish mutual authentication for n entities/devices and their associatedrequests (n units of 

time)Upon solving the recurrence relation by master‟s theorem to obtain the running time complexity we get, 

Table 2:- Mutual Authentication (MA) Time Dataset in Milliseconds. 

 

T(n) =O(nlogn) [since =n and f(n) = 3n ≈ n upon ignoring the constant term associated with n] and time required for 

integrity check of the transmitted contents (n units of time). 

 

Fig 4:- Content Integrity 

 

Further, the implementation of the proposed algorithm in the system has been verified against 30 iterations and the 

amount of time taken to mutually authenticate the devices was noted. For the data given in table 2 we calculate the 

average to be 443.1667ms and standard Deviation 18.41753. In statistics, the so-called 68– 95–99.7 rule indicates 

the percentage of values that lie within a band around the mean in a normal distribution with a width of one, two and 

three standard deviations, respectively. With our data set of 30 samples we find that all the values fall within the 

width of three standard deviations i.e. 99.73% as depicted in the bell curve in fig 5, which suggests that the proposed 

model is predictable with no outliers and ideal for use. 

 

Conclusion and Future Work 

This paper has established the need for Future Internet to address privacy and integrity of exchanges/transmitted data 

that will determine its successful adoption universally. It has provided an insight into the proposed system and its 

resistance to collusion attack. Also, the reader has been introduced to the mutual identity establishment scheme that 

ensures secure transfer of data through the establishment of a secure channel via mutual authentication establishment 

and assurance of content integrity. We have successfully derived a recurrence relation for the proposed scheme and 

calculated the running time complexity for the same. Also, a plot (normal distribution bell curve) of the different 

times taken for mutual authentication for numerous iterations has revealed the system‟s consistency in performance 

and its adaptability. In future we propose to extend the scheme to implement the auto-delegation mechanism along 

with the interoperability of the devised protocol with the existing ones. 
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