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Cases of online purchase fraud are escalating and this has created 

concerns about the level of security available for online users. Previous 

studies have provided solutions to deal with the risk of fraud when 

using the Internet but no study has focused on discussions about the 

strategies employed by the Malaysian authorities when dealing with 

online purchase fraud. Therefore, this study aims to discuss the 

strategies employed by Malaysian authorities to make online 

purchasing safe for online users. This qualitative study employed the 

interview method and content analysis to collect and analyse data, 

respectively. The documents analysed included journal articles by past 

researchers, while interviews were conducted with government and 

non-government agencies that are directly involved with online users. 

Findings show that the authorities have disseminated consumer 

information and education through the media, provided channels for 

lodging complaints, communicated directly with sales service 

providers, conducted monitoring and inspections, enforced the 

disclosure of eight vital pieces of information according to P.U (A) 

458, encouraged the procurement of the SSM BizTrust certificate, 

established collaborations with related agencies and conducted 

research. It is hoped that the suggested improvements can be 

implemented so that the implemented strategies can have a more 

positive effect.  

 
Copy Right, IJAR, 2022,. All rights reserved. 

…………………………………………………………………………………………………….... 

Introduction:- 
Fraud cases are now widely reported in the community. Large-scale fraud cases, such as the Macau scam, are 

frequently reported in the press because they cause losses that can reach hundreds of thousands of ringgit (Nurbazla 

et al. 2021). Online purchase fraud is also widely reported although the losses faced by each fraud victim is not that 

large when compared to the Macau scam. Since every user has the right to make online purchases that are safe and 

free from fraudulent activities, authorities, such as government and non-government agencies, have tried to 

strategize when dealing with this matter and prevent any further occurrence.   

 

Literature Review:- 
Nurul Atikaf et al. (2020) investigated the practice of self-protection by students when performing online purchases. 

The study involved 400 respondents and found that self-efficacy, consumer education media, safety preferences and 

subjective norms created a positive and significant relationship with self-protection practices, where safety 
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preferences were found to be the most influential predictor of these practices. The study suggests that consumers 

should first identify the strategies that would protect them from online purchase fraud because self-protection is the 

best protection against becoming victims of fraud (Nurul Atikaf et al. 2020). Additionally, consumers should not 

rely entirely on the government and existing law enforcement agencies to protect their rights. Conversely, users are 

advised to be independent and prioritize self-protection practices (Boush et al., 2015).  

 

Muhammad Nuruddeen and Yuhanif (2021) revealed the need for clear e-commerce legislation and regulation. 

Although the drafting of current e-commerce laws is based on the United Nations Commission on International 

Trade Law (UNCITRAL) on E-commerce (UMLE) model that has been implemented in many countries including 

Malaysia, the UMLE model has not been reviewed for a long time. Therefore, Muhammad Nuruddeen and Yuhanif 

recommended specific amendments to the UMLE such as consumers‟ right to obtain a receipt for every online 

purchase, detailed definition of e-commerce as well as prohibiting the inclusion of unfair trade terms. They 

suggested that e-commerce norms and regulations should be aligned with current technological developments and 

realities.  

 

In order to promote safe online purchases, Farhanin, Zuhairah, Nazli and Norhasliza (2021) emphasized that traders 

should comply with the Sale of Goods Act 1957 regarding the breach of promise in the case where the consumer 

retains the right to cancel a contract if the goods received are not according to the description in the advertisement. 

Therefore, existing legislation needs to ensure compliance through enforcement by the full involvement of the 

relevant authorities.  

 

The suspicious nature of users can be determined through certain signals. One signal is the involvement of sales 

agents while shopping online, which increases the level of a consumer‟s suspicion. However, this can be controlled 

by being transparent and providing pertinent information to users (Moran 2020). Therefore, traders are advised to be 

transparent and provide sufficient information to consumers (Norhasliza & Nor Aida 2021). Soomro et al. (2021) 

emphasized on the importance of every organization having a policy that will impart a significant effect on 

controlling fraud cases (Njenga & Osiemo 2013). To ensure that this goal is achieved, each policy must be evaluated 

to ensure its level of effectiveness (Ji et al. 2007) and also constantly updated (Liu et al. 2010).  

 

Reiseg and Holtfreter (2013) reiterated about the need for fraud prevention and increased community awareness 

among older consumers. One such fraud prevention method that should exist in the e-commerce platform is the 

AnTi-Fraud system (ATS) introduced by Weng et al. (2018), which can successfully detect forgery or falsification 

on the Taobao platform with 98.16% accuracy rate. This system can be adapted to detect and prevent fraud when 

users make online purchases.  

 

Although several studies have provided solutions for dealing with fraud when using the Internet, no study has 

focused on the strategies adopted by Malaysian authorities in dealing with fraud associated with online purchases. 

Therefore, this study will discuss the strategies adopted by Malaysian authorities to provide a safe and secure 

platform for online purchasing.  

 

Methodology of the Study:-  
This qualitative study adopted the content analysis method to analyse primary and secondary data that were 

collected through semi-structured interviews and a literature review, respectively. Primary data were obtained from 

interview sessions with respondents, while secondary data were obtained from published materials or those prepared 

by the consumer groups themselves, including annual reports, statistics on online purchase fraud and consumer 

education materials. Secondary data also involved newspaper reports and journal articles related to the research 

question. 

 

Interview sessions involved six respondents representing five consumer-related stakeholders who are active in 

handling consumerism issues in Malaysia, especially in relation to online purchase fraud. The respondents 

represented were the Ministry of Domestic Trade and Consumer Affairs (KPDNHEP), Federation of Malaysian 

Consumer Associations (FOMCA), Royal Malaysian Police (PDRM), Malaysian Cyber Consumer Association 

(MCCA) and the Malaysian Muslim Consumer Association (PPIM).  

  

KPDNHEP was selected as it represents the government's main agency for handling consumer affairs, such as 

enacting policies and strategies as well as studying matters related to the development of domestic trade and the 
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field of consumerism. KPDNHEP also plays a role in raising consumer awareness and education through consumer 

movements that exist throughout Malaysia, for example with the establishment of Rakan KPDNHEP in 2001.  

 

Consumer affairs is also advocated by private agencies, such as FOMCA, which was established through a 

combination of state-level consumer associations in stages on June 10, 1973. FOMCA has played an active role in 

the international scene through its appointment to the Board of Directors of Consumers International (CI) until 2003. 

FOMCA has established a joint venture with Bank Negara Malaysia for the periodical publication of the Ringgit 

magazine to increase consumers‟ awareness of financial issues.  

 

MCCA was selected because of its direct involvement in handling cybercrime cases. MCCA, through its source of 

authority established in Communications and Multimedia Act 1998, plays an important role in supervising, 

controlling and enforcing laws related to communication and multimedia activities in Malaysia. It also has the 

authority to investigate consumer complaints concerning the issue of fraud in online buying and selling activities.  

 

PDRM, through its Commercial Crime Investigation Department under the Cyber and Multimedia Crime Division, 

is responsible for handling online purchase fraud cases. PDRM also cooperates with MCCA and Bank Negara 

Malaysia in tracking down suspects, mainly in cybercrime cases involving money that can reach hundreds of 

thousands of Malaysian ringgit. The main role of the Commercial Crime Investigation Department is to arrest, 

conduct investigations and prosecute offenders involved in cases concerning fraud, forgery, cybercrime and so on, 

whether committed by individuals or syndicates.  

 

MCCA also plays a role in consumer affairs involving the cyber platform. The purpose of its establishment is to lend 

a voice to cyber users when upholding their rights (e.g., lodging complaints to the authorities) as well as channelling 

diverse consumer education to all levels of users. The MCCA defends consumers victimized by cybercrime, which 

also includes online purchase fraud. The MCCA has taken the initiative to provide an advocacy platform to ensure 

that users' knowledge about consumerism is consistent with contemporary conditions.  

 

PPIM is a non-governmental agency that was established in June 1997 as an initiative to counter changes in 

consumerism from an Islamic perspective. PPIM activists are vehemently pursuing consumerism issues that involve 

unfairness, biasness and persecution of Muslim consumers, including the issue of online shopping fraud by 

emphasizing on the importance of halal issues and Syariah compliance for Muslims.  

 

Obtaining consent from prospective interviewees was carried out via emails followed by a telephone call. Five of the 

six consumer groups selected had agreed to be interviewed, however, the interview with PPIM was not conducted 

face-to-face but through a webinar organized by the researcher. The MCCA declined to be interviewed because they 

felt that the interview would be best handled by KPDNHEP. Therefore, findings of this study do not mention 

MCCA as this study failed to obtain any relevant information from MCCA.  

 

An interview session agreed upon by both parties was then arranged. All interviews lasted for approximately one 

hour and conducted in the respondent's office, which was a very conducive environment for an interview. 

Respondents also agreed for the interview sessions to be recorded. All audio recordings were then transcribed in-

verbatim and the transcriptions were examined and read repeatedly before analysing the data. Several themes were 

established based on the transcription after discussions were held amongst the researchers. Contents of the 

transcriptions were broken down and organized according to the themes by using the Microsoft Excel software. The 

main theme representing the 'factors that increase fraud' was divided into 6 sub-themes, as described in Diagram 1.1.  

 

Table 1.1:- Thematic analysis of the interview findings. 

Main 

Theme 

Sub-theme 

1 

Sub-theme 2 Sub-theme 3 Sub-theme 4 Sub-theme 5 Sub-

theme 6 
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Complaint letter   
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application 
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Encourage a 

pro-active 

attitude 

   

 

Findings  

Following the problem of online purchase fraud that is difficult to curb due to its nature that relies on rapidly 

developing technology, the authorities have put together several strategies to control this problem. These strategies 

are pursued by government and non-government entities who are concerned about the welfare of consumers in 

Malaysia.  

 

Advocating Consumer Information  

a) Media 

The authorities use media channels in an effort to disseminate consumer information. This is because the media 

plays a critical role in the daily delivery of information to civil society. Therefore, consumer-related stakeholders 

have collaborated with the media to spread consumerism-related material to consumers. Their efforts include 

participation in radio talk shows, such as Bernama (MCCA 2020) and Hot.fm (Socklingam, 2021), television 

interviews on TV9 and Bernama TV (FOMCA; Socklingam, 2021), including the publication of the Ringgit 

magazine (FOMCA 2020), Consumer Capsule newspaper (KPDNHEP), as well as articles featured in Sinar Harian, 

Harian Metro, Berita Harian, Kosmo and The Star newspapers (Socklingam, 2021).  

 

Advocacy activities usually take place through the Internet, which can be accessed faster and is global in nature. 

Involvement of consumer-related groups in the community through social media makes it easier for conveying 

alerts, notifications and information to users. This is a good initiative to bring the organization closer to the younger 

generation who spend a lot of time browsing social media sites, such as TikTok, Twitter, Facebook and Instagram 

(Jamilah et al. 2015). KPDNHEP emphasises a lot on social media interaction through postings in the form of 

interactive writing. This is because interactive writing attracts the attention of users as the delivery method provides 

a fresher and more interesting perspective through pictures, cartoon illustrations and conversations (Socklingam, 

2021).  

 

Illustration 1.1: Messages in the form of interactive writings  

(Source: https://twitter.com/kpdnhep/status/1537614726351691776) 

 

Consumer-oriented stakeholders also have websites that are constantly updated for the reference of various parties, 

including consumers and traders. The website developed by KPDNHEP and FOMCA (https://www.kpdnhep.gov.my 

and http://www.fomca.org.my) contains various consumer-related materials, such as the link 

https://ebook.kpdnhep.gov.my/ebook/, which contains consumer reference materials in the form of pertinent 

legislation, regulations, guidebooks, magazines and videos. The existence of this e-book site not only acts as a 

search site, but also allows users to download and print copies. In addition, pamphlets such as Consumer Self-

Protection Handbook (2016), Guide to Conducting Online Transactions for Consumers (2020) and Guidelines for 

Avoiding False or Misleading Advertisements (2020) have been published by KPDNHEP (KPDNHEP 2020).  

 

Besides KPDNHEP, FOMCA also actively updates its website on the https://www.fomca.org.my/v1/index.php 

portal, which is loaded with articles, user info and publication materials for users‟ reference. FOMCA categorizes its 

consumer brochures into several types, including consumer education brochures and consumer information 

brochures including articles published under the Consumer Thought Series and Important Magazine (FOMCA 

Resource and Media Centre, d.uk.). The cooperation between FOMCA and KPDNHEP has also created consumer 

guide pamphlets that have been uploaded in FOMCA's website, namely the Consumer Guide To Advertisements and 

Importance of Labelling to Consumers.  

 

b) Education  

Consumer education should be emphasized in order to produce consumers who are knowledgeable, skilled, talented, 

capable and responsible (KPDNKK & FOMCA 2011). One important thing every consumer must know is his/her 

rights that have been established by law in order to protect consumers‟ interests (FOMCA 2020). Some of these rights 

are the right to obtain basic needs, right to obtain security, right to obtain information, right to make choices, right to 

speak, right to obtain compensation, right to consumer education and the right to live in a healthy and safe 

environment.  Every consumer should be aware of all these eight rights. In fact, every member of society is a 

https://twitter.com/kpdnhep/status/1537614726351691776)
https://ebook.kpdnhep.gov.my/ebook/
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consumer because each member cannot run away from using a resource to continue living on a daily basis. Therefore, 

knowledge of consumer rights plays a crucial role for consumers in the process of securing the resources they 

deserve.  

 

Consumers also need to be aware and fulfil their responsibilities and roles that precede the eight rights mentioned 

earlier. First, the consumer must play a role in submitting criticisms in the event of any misuse or abuse of consumers‟ 

rights. Second, consumers should ensure that their rights are treated fairly. Third, consumers should ensure that their 

actions do not cause adverse effects on other consumers. Fourth, consumers need to be aware of the consequences of 

their consumption practices in order to preserve the environment and natural resources. Fifth, consumers need to be 

always united in their actions so that consumer rights are not violated (KPDNKK & FOMCA 2011).  

 

The relevant authorities and consumer rights organizations have introduced various methods to disseminate consumer 

education. This is usually carried out through roadshows held in schools, institutes of higher learning and in the local 

community (FOMCA 2020). The roadshow comprises seminars, forums and talks about tips to prevent oneself from 

becoming victims of fraud (PDRM; Jayabalan 2021). Engagement sessions are also held regularly by KPDNHEP 

(KPDNHEP 2020). According to Atikaf, Afida, Elistina and Syuhaily (2020), encouraging self-protection when 

shopping online involves campaigns that target consumers. Prioritizing security should receive special attention 

during campaigns to reduce the number of complaints regarding online purchase fraud.  

 

Consumer organizations remain active in organizing and participating in online webinars to disseminate information 

to consumers even during the pandemic season, which limits face-to-face meetings. However, the President of 

FOMCA believes that the ministry should focus more on building effective policies instead of going on the ground to 

create and enhance consumers‟ awareness. According to the president, issues concerning consumerism should be 

given due attention because they involve consumer problems (Marimuthu & Mohd Zain 2009).  

 

Advocacy efforts continue to provide exposure about consumerism issues by providing consumerism education 

modules for high school students through the Student Consumer Club (KPS) and institutions of higher education 

through the Student Consumer Movement (GPS). KPS and GPS are student association bodies established in every 

secondary school and institution of higher education under the KPDNHEP initiative. One of the objectives of 

establishing GPS is to create a new generation of consumers who are smart, rational, responsible and skilled in 

making purchasing decisions for goods and services. GPS is a suitable platform for providing guidance and exposure 

to students in an effort to enlighten them on their rights and to always practice self-protection when shopping online 

(Nurul Atikaf et al. 2020).  

 

Consumer education should be understood and practiced by each individual consumer in order to produce consumers 

who are capable of making proactive decisions in their daily lives. Consumer education also helps to produce 

consumers who are informed and perform prior research before buying a product (KPDNKK & FOMCA 2011).  

 

Providing a channel for complaints 

Consumers can lodge complaints to the relevant authorities to voice their discontent in cases related to online 

purchases, including consumers who have become victims of fraud. Besides KPDNHEP, other consumer-related 

stakeholders, including non-governmental bodies such as MCCA and PPIM, also receive complaints from consumers 

and help consumers to seek solutions for overcoming their problems. FOMCA, through the National Consumer 

Complaint Centre (NCCC), also receives complaints regarding online purchases from Malaysian consumers.  

 

KPDNHEP provides opportunities for consumers to seek justice for purchases through the establishment of the 

Malaysian Consumer Claims Tribunal (TTPM). TTPM was established as an alternative to the civil courts for 

consumers who wish to make claims for damages related to goods or services purchased online in a cheap, convenient 

and prompt manner ('Malaysian Consumer Claims Tribunal' d.uk). However, the hearing can only take place if the 

perpetrators of the charge are known but if the identity unknown, the complaint must be channelled to the Cyber and 

Commercial Crime Division of the PDRM. The process of opening a file for a hearing at the TTPM costs as low as 

RM5 for cases involving claims not exceeding RM50,000.  

 

In addition to TTPM, KPDNHEP has set up nine complaint channels to facilitate consumers when making reports to 

authorities about problems arising from online purchases, such as not displaying the eight pieces of information 

stipulated in Rule 3 or requesting payment that is more than the displayed amount. Complaints can be lodged by 
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accessing KPDNHEP‟s portal (https://e-aduan.kpdnhep.gov.my/kepenggunaan), their hotline, which is 1-800-88-6-

800, personally lodge a complaint at the KPDNHEP office or branch in each state or the state enforcement operations 

room, complain directly to the Enforcement Command Centre (ECC), write an email to e_aduan@kpdnhep.gov.my, 

send a written letter to the KPDNHEP office or branch, download the easy complaint application or forwards a report 

through the WhatsApp chat application at 019-2794317 (Socklingam, 2021).  

 

Directly contact the service or platform provider 

Online shopping platforms that act as intermediaries in B2C (business-to-consumer) or C2C (consumer-to-consumer) 

trade sometimes aid in the fraud as they are willing to accept any type of advertisement or sale items. They basically 

fail to censor goods advertised by traders (MCCA 2020). Non-governmental bodies, such as the Malaysian Cyber 

Consumer Association (MCCA), have received complaints about the advertising and sale of inappropriate products, 

as well as products that touch on religious sensitivities, such as a talisman (tangkal) or items used for black magic, 

such as love potions. Sale of products like this that do not benefit the consumer and could even sometimes lead to 

harm, requires serious attention to curb their sale. Therefore, the authorities should communicate directly with the 

platform in order to take down the advertisement and stop the sale (MCCA, 2020). However, if the request to remove 

the advertisement does not receive any response and there is no action from the platform, the authorities will inform 

the media to put greater pressure on the platform to take action based on the complaint (MCCA 2020).  

 

Monitoring and Checking 

The KPDNHEP enforcement division actively monitors and inspects online businesses. Frequent monitoring is done 

to ensure that buying and selling does not involve irregular or inappropriate elements (KPDNHEP 2020). Online 

traders must comply with existing laws and if there is a complaint lodged, the authorities determine whether the 

business is registered under the Malaysian Companies Commission (KPDNHEP 2020).  

 

Enforcing the divulgence of the eight items 

In order for consumers to make safe and reliable online purchases, the authorities have made it obligatory for every 

online merchant to display certain information on their sales page. This information includes name of the business, 

business registration number (if any), telephone number, business address or location, description of goods sold, 

price, delivery method and estimated delivery time. All eight pieces of information must be displayed by the merchant 

so that it can be seen by the consumer. This information makes it easier for consumers to make purchases and contact 

the dealer, if necessary. Determining whether these eight pieces of information are displayed is based on enforcing 

Regulation 3 of the Consumer Protection (Electronic Commerce Transactions) Regulation. Online traders who fail to 

comply with these regulations will be subjected to penalties and fines (KPDNHEP 2020; Socklingam, 2021).  

 

Encouragement to obtain the SSM BizTrust certificate 

The authorities also encourage online traders to register with SSM BizTrust and display the SSM BizTrust logo on 

their respective sales page upon registering. SSM BizTrust is a standard, which indicates that the business has 

complied with the established features of trust, online security and information protection. Thus, by displaying the 

SSM BizTrust logo on the trader‟s website, customers will be more confident when dealing with business entities that 

offer services or simply sharing information on the website and making online transactions (PDRM 2020; 

Socklingam, 2021).  

 

Forging collaborations with other agencies 

Several collaborations have been established with other agencies, including government and non-government 

consumer organizations as well as private organizations. Its purpose is to highlight consumer affairs and promote safe 

online shopping. This is because each organization involved acts as the eyes, ears and agent for conveying consumer 

information (Socklingam, 2021). Among the collaborations forged by KPDNHEP is to carry out enforcement 

operations with PDRM and to combat cases of online purchase fraud with SKMM. For example, by stopping the 

content of sales advertisements on online purchase platforms when there are relevant complaints lodged (Socklingam 

2021). In addition, KPDNHEP also took the initiative to continue advocacy activities by collaborating with Air Asia 

and the online shopping platform company Shopee (Socklingam, 2021).  

 

Advocating suggestions for improvements 

Assoc. Professor Dr Sheela Jayabalan (2021) suggested that Malaysian laws should look into consumer protection 

laws in developed countries as a reference. Among the countries that are vigilant in this matter is Korea, which has 

legislation that protects consumers, namely the Consumer Protection Laws of The Republic of Korea. This legislation 
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contains basic laws involving consumers, such as legislation on The Regulations of Terms and Conditions. In 

addition, there is also legislation on Consumer Protection in Electronic Commerce that is applied in Korea to protect 

e-commerce consumers. The legislation focuses on safe purchasing services, including guidelines for online 

merchants, e-trust certification system, consumer damage assistance system and e-commerce mediation committee. It 

can be used as a benchmark and part of the “best practices” as well as adapted by Malaysian policy makers to 

improve and strengthen existing legislation and enforcement (Jayabalan, 2021). 

 

In addition, there is a proposal that non-governmental organizations can establish a registration platform for online 

traders in collaboration with the Malaysian Communication and Multimedia Commission (MCMC) and the Royal 

Malaysian Police (PDRM) (PPIM, 2021). Every trader registered with the Companies Commission of Malaysia 

(SSM) needs to make an additional registration with this registration platform for online traders in order to help 

authorities to track fraudulent traders or irregularities in the business transaction. Unregistered online traders can be a 

warning sign of a fraud risk (PPIM 2021). This proposed effort is almost parallel to KPDNHEP's collaboration with 

SSM regarding SSM BizTrust registration, which encourages online traders to obtain BizTrust certification and 

display the logo (seal) on their sales page ('SSM Biztrust', 2018). Therefore, the researcher suggested that this 

registration should be mandatory for all online traders, including traders with stockiest agent status to facilitate 

enforcement by the relevant authorities.  

 

Although there are several guidelines published by consumer rights group in various forms, these guidelines are not 

widely disseminated to the community and still need some improvements. The extent to which existing guidelines can 

effectively provide awareness and education to consumers should to be studied (MCCA 2020). Education about safe 

online purchasing should be more extensively publicized through the publication of online purchasing guidelines and 

brochures by improving the content of existing consumer educational materials, such as the Guide to Conducting 

Online Transactions by Consumers (2020) prepared by KPDNHEP. One of the contents that should be included is the 

various warning signs and forms of fraud that could potentially occur. In fact, consumer advocacy channels owned by 

consumer rights groups need to extensively disseminate this information to the public.  

 

MCCA (2020) had suggested that the authorities come up with a practical solution for overcoming the online 

purchase fraud menace that is becoming ever more prevalent. The authorities should set up and mobilize a task force 

to tackle this problem (FOMCA 2020). Collaboration between several enforcement agencies with different expertise, 

such as a combination of personnel from KPDNHEP, the Royal Malaysian Police, and SKMM through its Cyber 

Security Unit and Bank Negara, is required to curb the problem of fraudsters who victimize consumers on online 

purchase platforms (FOMCA 2020). MCCA also sees the importance of introducing consumerism education to 

children. The president of MCCA (2020) believes that the publicizing of information alone is insufficient for 

educating children about consumerism. Therefore, MCCA had suggested that children be exposed early to 

consumerism education or more specifically cyber consumerism education by including the topic in their classroom 

syllabus. Although GPS and KPS have been established, the participation of students and undergraduates in the 

program run by the associations is voluntary. Therefore, MCCA's proposal to include consumerism education as a 

subject in the syllabus is a thoughtful proposal because then every student will not miss out on learning the subject. 

Sheela Jayabalan (2021) supports the proposal by the institution of higher education to include the consumer law 

subject in the syllabus. Indeed, the authorities play a very important role in educating each individual to become a 

responsible consumer from an early age.  

 

Conclusion:-  
The increased use of online platforms for shopping has fuelled the need for secure online purchases. Some academics 

and scholars have emphasized the need to practice self-protection to avoid the risk of fraud and deception when 

making online purchases. Hence, consumers need to be aware and exposed to consumer education concerning online 

purchases. This responsibility rests with consumer advocates and rights groups established to handle consumer affairs. 

This qualitative study had interviewed representatives from consumer-related agencies (stakeholders), such as 

KPDNHEP, FOMCA, PDRM, MCCA and PPIM as well as academicians, to gather views on their strategies for 

creating a safe online shopping environment.  

 

The authorities have advocated the dissemination of consumerism education to consumers. This initiative is carried 

out through the print, electronic and social media. Consumer education, which emphasizes on the fundamentals of 

consumer rights and responsibilities, is disseminated through GPS and KPS as well as co-curricular activities in 

schools. In fact, consumer protection law should be a core subject in institutions of higher education. Consumer 
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advocacy also involves the authorities in the community through talks, roadshows and webinars as well as 

engagement sessions. Consumer groups have created channels for users to forward their complaints if any problem 

arises. Complaints involving advertisement content should not be submitted directly to the platform or the media. 

Enforcement authorities should carry out online monitoring and inspection activities including monitoring of the 

physical premises.  

 

Efforts to avoid fraud instigated by merchants against online consumers are boosted by the promotion to own the 

SSM BizTrust certificate. The ministry (KPDNHEP) also collaborates with other agencies in strengthening the area of 

enforcement and advocacy. KPDNHEP conducted a research to measure the Consumer Empowerment Index and 

found that consumer empowerment was at a moderate level. Consumer groups have voiced suggestions to improve 

and strengthen existing efforts by studying the effectiveness of existing guidelines, using effective publicity methods, 

adapting foreign laws and creating practical solutions.  

 

Based on the research, it is clear that the authorities, both government or non-governmental organizations, have 

carried out various strategies in an effort to provide education to consumers and further reduce cases of online 

purchasing fraud. It is hoped that the suggested improvements are implemented so that the strategies can exert a more 

positive effect. 
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