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Introduction:-

Organizations, enterprises, and even governments are benefitted from digital transformation by improving
communication transparency, performance effectiveness, and operational cost efficiency (Park et al., 2017).
Undoubtedly, this provides a splendid opportunity for businesses or organizations to raise the quality of their
products and services by integrating digital technology. Although digital transformation in businesses provides
significant advantages, but it also creates chances for information technology safety risks such as cyber-attack on
their assets (Rindasu, 2017). Cyber-attacks can vary from individual attacks to attacks on an organization’s
confidential data that could destroy the business operation of an organization in any industry including transport,
logistics and supply chain. Unauthorized access intrusion into an organization's existing information technology (IT)
or information systems (IS) infrastructure can be accomplished through the dispersion of malware, viruses, spyware,
and spam on users' emails, which will eventually lead to theft of confidential data (Maurer et al., 2021).

Cybersecurity refers to the application of technologies, processes, and controls that protect confidential data and
important systems from cyber threats (Veale and Brown, 2020). It is usually used by any organizations to prevent
illegal access to information and other digital systems. A good cybersecurity approach can provide an excellent
security infrastructure against malicious assaults designed to gain access, modify, erase, destroy, or ransom sensitive
data and systems that belong to the organizations (Kelley, 2022). Cyber security also involves the engagement of
people, processes, and technology within the organization to secure the people, operations, and IT infrastructure

Corresponding Author:- Nur Agilah Zainordin 633
Address:- Universiti Kuala Lumpur Business School, Malaysia.


http://www.journalijar.com/

ISSN: 2320-5407 Int. J. Adv. Res. 12(08), 633-640

collaboratively from cyber-attacks (Ahmed, 2020). Nonetheless, Smith et al. (2010) stated that it involves awareness
and strong attachment within organizations to avoid, identify, and defeat cyber-attacks before organizations can
possess cyber security. Furthermore, in this research the maritime industry has become more digitalized with
technological advancements, it depends on the internet connection for information technology (IT) and operational
technology (OT) systems (Kanwal et al., 2022).

Maritime industry development is becoming a major concern because most contemporary ships are well-equipped
with computer systems that are used for propulsion, chart creation, navigation, and other functions (Bielawski and
Lazarowska, 2021). Maritime operations play important roles to fulfil supply and demand in international business.
Undoubtedly, cybersecurity has become a crucial topic in the maritime industry due to numerous reported
cyberattacks that resulted in significant financial loss, as well as the violation of organizations' sensitive information.
Thus, the objective of cyber security is of the utmost importance currently, especially in the maritime industry. The
safety of the crew and cargo on board, the ship's function, may be severely jeopardized by OT system malfunctions.
Similarly, dangerous circumstances could arise from the failure of specific IT systems, such as the inability to
promptly obtain a manifest of dangerous products (Veale and Brown, 2020). The purpose of this study was to study
how organizational context and environmental context affect cybersecurity adoption and practiced with knowledge
and skill among the players in the maritime industry in Malaysia.

Literature Review:-

Theory of Acceptance (TAM)

Theory Acceptance Model (TAM) used in this study and supported on the Cybersecurity applied in maritime
industry. According to Addae et al. (2019), the Technology Acceptance Model (TAM) variables including perceived
usefulness and perceived ease of use have significant impacts on the usage of cybersecurity. The TAM framework
created by Davis (1989), is one of the most significant research models in studying the acceptance of information
systems and information technology. This is evidenced by numerous research that demonstrated TAM has been
successfully applied in the context of online learning (Giesbers et al., 2013; Shin and Kang, 2015; Tarhini et al.,
2016).

Technology Acceptance Model (TAM) is also a three-stage process wherein external forces set off cognitive
reactions (perceived ease of use and perceived usefulness), which in turn create a perceptual response (attitude
toward using technology), impacting use behavior (Davis, 1989; Davis, 1993). TAM depicts behaviour of maritime
organizations as the result of perceived usefulness, perceived ease of use, and behavioral intention as shown in
Figure. Expectations of successful behavioral outcomes and the conviction that behavior does not need much effort
are conveyed by perceived ease of use and perceived usefulness (Davis, 1989). This theory will used on the
perspectives of application on cybersecurity by the maritime organizations in perspective the top management
support, organization skill and culture.

Cybersecurity Adoption

Cybersecurity adoption is the capability to adopt and apply to network intrusions, malware attacks, phishing scams,
and theft of data and intellectual property from both inside and outside the network (Sullivan, 2016). Moreover,
cybersecurity framework can measure cybersecurity adoption with the result to improve the infrastructure of
cybersecurity (Eilts, 2020). NIST Cybersecurity Framework is the latest version to evaluate and practice
cybersecurity that consists of several high-level functions (Chapman & Reithel, 2021). There are five functions of
the framework including "identity, protect, detect, respond and recover." Besides, cybersecurity in the logistics
system including maritime operations is essential for ensuring a secure and dependable flow of goods and services.
It is vital part of risk management for companies, guarding them against any security lapses and guaranteeing the
continuity of their operations (Al-Bkree, 2023; Enache, 2023).

Simply, Ten et al. (2010) state that "identify" is performing vulnerability analyses, and monitoring computer ports
for signs of cyberattacks, which is the activity to comprehend the risks associated with cyber security. Besides,
recovery is the process of developing and making necessary actions to uphold resilience plans and restore any
capabilities or services that were damaged as a result of a cybersecurity incident (Chapman and Reithel, 2021). In
order to mitigate the effects of a cybersecurity incident, recovery needs to timely restore normal operation (Eilts,
2020). Moreover, information security can be demarcated in terms of technical, formal, and informal levels. On a
technical level stated that information security controls in computer systems include speech analysis, firewalls,
digital signatures, and other methods to protect software, devices, and data within the computer system (Khan et al.,
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2022; Alshurideh et al., 2023). All these methods are used to protect the applications of software, devices, and data
that are within the computer system itself. Besides, at the formal level, official controls are established based on
rules that state how the published technical controls should be structured.

Organisational Context

Organizational context refers to the organizational functionalities and characteristics that will influence the decision
to adopt an advancement (Cantisani, 2006). According to Hsu et al., (2012), organizational factors described in
earlier studies involve top management support, organizational skills, as well as organizational culture. This study is
focusing the maritime organization that influence the adoption and practice of cybersecurity in technology
advancement.

Top Management of Maritime Organization. According to Daud et al. (2018), cybersecurity practice is impacted by
top management support in the maritime organization. This means that support from top management is essential
and crucial to an organization's cybersecurity implementation (Sumner, 2009). For instance, Kwon et al. (2012)
suggested that top management may influence employees' behaviors toward the organization's security protocols and
policies. However, such an influence requires top management engagement and commitment. As a result, a key
aspect to be examined is the dedication of top management toward cyber security (Daud et al., 2018).

In the maritime sector, top management needs to take note that policies and procedures must be developed according
to the International Maritime Organization (IMO) criteria, considering the pertinent standards and rules, to ensure
the safety of ships, crew, and the preservation of the marine environment (Kanwal et al., 2022). The serious
involvement of top management of the organization to ensure the any policies and procedures set will be successful
implemented and achieved the goals of the organization.

Maritime Organizational Skills and Culture on Cybersecurity Adoption. Recent cyber incidents in the marine sector
have shown that many employees lack the necessary training to respond to cyber threats, which may cause them to
behave in ways that are reluctant to help reduce risks and manage the problem. To have efficient maritime cyber
management, the IMO claimed that there is an imperative need to increase awareness of information security
systems (Kanwal et al., 2022). Hsu et al. (2012) also claimed that the collaborative culture of an organization can
greatly affects an organization's performance by motivating team members to contribute and raise their sense of
accountability for the organization's cyber security. Moreover, organizational context is essential for encouraging
cybersecurity adoption as evidenced by previous studies discussed above.

Environmental Context

Environmental context is the external environment of an organization that forces the industry to use emerging
technology to operate a business in society (Nasrudin, 2022). The general environment will provide impact
indirectly a company with the demographic, technological, sociocultural, and political-legal sectors (Butt, 2013).
The description of these general environment as below:

Demographic and Sociocultural.

Within such an emerging environment, a critical requirement towards safe and secure information society is to
prepare people, aligned with contemporary societal needs, to encounter future challenges in their personal and
professional life. The main challenges are related to our increasing dependency on digital technologies and the
corresponding needs to improve cybersecurity awareness (Gunleifsen et al., 2019). The maritime industry should be
aware of cyber attacked and apply the practice of safe and secure emerging trends of the industry on information
technology in their day-to-day practice. The knowledge and skills by the society able to protect them from the cyber-
attack on the information technology.

Technological.

The discussion above has clearly stated previous studies about the positive relationship between the independent
variable and the dependent variable. It also matches with the Technology Acceptance Model (TAM) due to the
players are encouraged by environmental contexts to use cybersecurity (Hasan, 2021).

Political

Legal. Political-legal is related to government including government regulation and government support that can
result in a successful business by conducting cybersecurity in the maritime industry. Secondly, the environmental
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context in an indirect environment is government regulation. Regulation is the law set by the government which is
the parties have the authority and power to control players’ behavior to operate a business in the industry (Ruggie,
2018).

Malaysia does not have a standalone cybersecurity law, but there is a patchwork of laws to combat cybercrime in
2018. For example, the existing cybersecurity legislations are the Computer Crimes Act 1997, the Communications
and Multimedia Act 1998, the Copyright Act 1987, Personal Data Protection Act 2021, Digital Signature Act 1997,
Strategic Trade Act 2010, and Sedition Act 1948 (Yik, 2018).The researcher also concluded the ability of the
government to form cybersecurity law can result in the need for cybersecurity readiness in an indirect environment
of the industry (Wall et al., 2015).

Conceptual framework
Figure 1 shows the conceptual framework for this study.

Organizational | |

Context " 0
' ~.] Cybersecurity
: ~ | Readiness
Environmental |
Context 12

Figure 1:- Conceptual framework (original).

Methodology:-

Data Collection

This study employed a quantitative method to test the sample of respondents. The research used non-probability to
analyse the data. In addition, the study adopted convenience sampling to distribute the online questionnaire via
Google Forms, WhatsApp, Facebook, and Telegram to the respondents. The sample for this research was
respondents who lived in Klang Valley as the target is that there are many companies that offer shipping and
logistics services. The sample size of the respondents was 384, based on Krejcie and Morgan (2016). The
questionnaire was divided into three sections: sections A, B, and C. The questionnaire was adopted from the
previous study. The questionnaire was designed using a five-Likert scale. The study was using SPSS to test the
relationship between the organization and environment context (independent variables) and the cybersecurity
adoption among the players of maritime industry (dependent variable).

The study used SPSS software to analyse the hypotheses from the study. The study will test their reliability using
Cronbach’s alpha. Another analysis that will be tested is multiple linear regression to test the relationship between
the independent variables and the dependent variable. Lastly, the study will assess Spearman’s correlation
coefficient to measure and direct the relationship between two or more variables (Obilor and Amadi, 2018). It is
suitable to apply when both variables represent the ordinal scale of measurement such as Likert Scale (Samah,
2018).

Results and Discussion:-

Descriptive Analysis

Based on the results, after distributed 400 questionnaires there were 384 respondents who answered the distributed
questionnaire. From the results, 172 (44.8%) respondents were male, and 212 (55.2%) respondents were female.
From the results, most of the respondents 64.6% are from non-managerial staff, 12.8% from middle managers, and
15.9% from first line manager. Most of the respondents are coming from various aspect of the industry that utilizing
the logistics services, 384 respondents, there are 168 respondents working in the maritime industry, 30 people from
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the land transport industry, 92 people from the freight forwarding industry, 30 people from the airline industry, and
64 people from another side of the industry.

Spearman’s Correlation Coefficient Analysis

There is a correlation as the independent variables (Organizational Context and Environmental Context) and
dependent variable (Cybersecurity Adoption) has a significant positive relationship with 2-tailed at the 0.01 level.
Table 2 shows Organizational Context has a positive and very strong relationship with the dependent variable,
Cybersecurity Readiness (p = 0.816, 0.80 < p < 1.00). Besides, Environmental Context also has a positive and strong
relationship with the dependent variable, Cybersecurity Readiness (p = 0.776, 0.60 < p < 0.79). Hence, it indicates
that organizations in the logistics field generally and maritime industry specifically are aware of cybersecurity and
adopt cybersecurity in the workplace along the maritime operations.

Table 1:- Spearman's Rho test on the relationship between independent variables and dependent variable.

Organizational Environmental Cybersecurity
Context Context Readiness
Spearman’s Rho Organizational 1.000
Context
Environmental J751** 1.000
Context
Cybersecurity .816** T76** 1.000
Readiness

Table 2:- Summary of Spearman's Rho test for each independent variable with dependent variable.

Independent Variables Spearman’s Correlation Value, p Strength of Association
Organizational Context .816** Very Strong
Environmental Context J76** Strong

Multiple Regression Analysis

Based on Table 3, there is value R and R Square. The value can be used to indicate the proportion of the total
variation between the dependent variable (Cybersecurity Adoption) and independent variables (Organizational
Context and Environmental Context). The result of multiple regression analysis in this research is 0.832 and 0.831
for adjusted R Square. It shows that there is a total variance of 83.2% in the dependent variable and 83.1% in the
independent variable.

Table 3:- R square value.

Model R R Square Adjusted R Square Std. Error of the Estimate

1 .912° .832 .831 .32795

?Predictors: (Constant), Environment Context, Organizational Context

Discussion on the Finding:-
The logistics industry and other relevant industry have responded to the study on the factors affecting to the
cybersecurity adoption among the players among the maritime industry. The factors identified were the organization
context and environment context supported the positive impact on the cybersecurity adoption in the industry. The
discussion on the finding as below:

Organization Context:

The result from analysis of Spearman's Correlation Coefficient Test, the p-value of Organizational Context is 0.816
for the first hypothesis. It shows that there is a very strong and positive relationship between the independent
variable (1V), Organizational Context, and the dependent variable (DV), Cybersecurity Adoption. This is since the
p-value of 0.816 lies between 0.80 and 1.00 which indicates the strongest correlation degree based on Spearman’s
Rank-Order correlation. Therefore, there is a significant relationship between Organizational Context and
Cybersecurity Adoption by the organization in Maritime industry. The discussion of the result that the
organizational context consists of maritime organization’s top management support, organizational skill and
organizational culture connected strongly in cybersecurity adoption. The maritime industry is adopting and applying
the cybersecurity system in the maritime operations to protect their information technology against any cyberattacks.
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The participation and strong involvement of top management in cybersecurity adoption in the organization is very
important. The top management created the teams to explored on the issues of cyber-attacked on their information
technology of the business. They will decide and adopt the cybersecurity system after having the research on the
current situation and possible future cyber threat. The right selection and adoption of cybersecurity system, they also
need to ensure the organization aware on the issues and proper training on the selection cybersecurity will be
managed systematically. The cybersecurity adoption with skills and become organizational culture for the
organization. Beside that the collaboration among the players on the cybersecurity can be adopted by others in the
maritime industry for the sustainability of the business.

The continuous awareness and training in adopting and practicing the cybersecurity system among the organization
members and the organizational culture created to ensure on their information’s privacy protection from the
cyberattack of the digital application of the organization. The skills on their digital application on maritime
operations with the skills on cybersecurity system will strengthen themselves from the cyber threats. The
organizational skills and organizational culture on the cybersecurity adoption can be implemented successfully.

Environmental Context.

The finding on the same Spearman's Correlation Coefficient Test, the p-value of Environmental Context is 0.776 for
the second hypothesis. It shows that there is a strong and positive relationship between the independent variable
(IV), environmental context, and the dependent variable (DV), Cybersecurity Adoption. This is since the p-value of
0.776 lies between 0.60 and 0.79 which indicates the second strongest correlation degree in Spearman’s Rank-Order
correlation. This indicates that most organizations get to solve issues more rapidly as they exploit knowledge learned
from their competitors past experiences. The maritime organizations also adopting the information related to
political-regulation policies, demographic and sociocultural will assist them on the application on the cybersecurity
system designed and practiced. Organizations in maritime industry that are constantly updated on new attacks by
their competitors are more prepared to defend against cyber-attacks, highlighting the critical role of information
exchange between competitors in increasing cybersecurity adoption and practicing.

In this study, it was proposed that Environmental Contexts that influence an organization's adoption to safeguard its
cyber infrastructure and services include collaboration with a society, competitor, government regulation, and
government support. This finding is consistent with previous studies’ findings which emphasized organizations that
collaborate with their competitors are more ready to defend against cyber-attacks (Nagurney & Shukla, 2017;
Casino et al., 2019). The result and analysis have proving that the information technology adopting and applying by
the global maritime industry aware on the cyber threat and taking the serious effort on the cybersecurity to protect
themselves on the attacked of their information privacy and any related matters to ensure of their sustainability in
the marketplace. The efforts on improving the cybersecurity adoption on the maritime operations must be
continuously monitor and based on the emerging trends from the global market. Adopting and applying the digital
application in business perspective is important and should be aligned with the protection on the system for any
organization in the world.

Conclusion:-

In conclusion, the independent variables namely Organizational Context and Environmental Context have a direct as
well as significant impact on the dependent variable, which is the adoption of cybersecurity among the players in the
maritime industry. Given that Organizational Context had the largest unstandardized beta value (0.601) in the
Multiple Linear Regression analysis, thus it has been identified as the most significant of these two IVs. Similar to
the earlier analysis on Spearman’s Correlation Coefficient Test, it shows that the respondents perceived top
management support, organizational skills, and organizational culture to play an important role in encouraging
cybersecurity adoption in the organization. Such perceptions of the respondents have a positive attitude toward
cybersecurity selection as they consider the protection of the asset and data will be significantly enhanced with the
strong implementation of organizational context.

The findings of this study can help the government, banks, and all relevant companies in the logistics and maritime
industry sector, as the study has filled in the gap that previous research lacked, whereby most research studies
focused on examining the cybersecurity adoption among players in the maritime industry in Malaysia. Besides that,
this study would help future studies can used the factors of the application of cybersecurity system among the
market players in the maritime industry, as this study support further research on the improvement of cybersecurity
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system that already adopted for future preparation. This can either go beyond or delve deeper into the two variables,
as well as other variables.
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